WEB PROCEEDINGS

International

@Vbersecurity
@onference

11-14 October 2025
Ohrid, Republic of N. Macedonia




International Applied Cybersecurity
Conference
IACyC 2025

11 October — 14 October 2025
Ohrid, R. N. Macedonia

Web Proceedings

Editors

Prof. Dr. Vesna Dimitrova
Prof. Dr. Aleksandra Popovska - Mitrovikj
Assoc. Prof. Dr. Hristina Mihajloska Trpcheska
Asst. Prof. Dr. Boban Joksimoski

Technical Editors

Mila Dodevska
Zorica Karapancheva

Jovan Simonoski



Publisher: Faculty of Computer Science and Engineering in Skopje
Publisher’s headquarters: st. Rugjer Boskovic 16, Skopje, R. N. Macedonia
Place of publication: Skopje, R. N. Macedonia

Date of publication: 2026

CIP - Karajioruzaruja Bo 1myouKaiuja
Harmmonanua n yauBepauTercka 6ubmoreka “Cp. Kaument Oxpujckn’,
Cxkorje

004.056(062)

INTERNATIONAL applied cybersecurity conference IACyC (2025 ;
Ohrid) Web Proceedings [|Esekrponcku uzsopl| / International applied
cybersecurity conference, IACyC 2025, 11 October—14 October 2025
Ohrid, R. N. Macedonia ; [editors Vesna Dimitrova ... u ap.|. - Teker Bo
PDF ¢dopmar , conpxu 190 crp. ; Tabesn, rpacdukonn. - Skopje : Faculty
of computer science and engineering, 2025. - 190 cTp. : mwiyctp. ; 25 cm

Hauun na npucramnysate (URL): https:/ /proceedings.iacyc.finki.ukim.mk/
(Ciobomen mpucran). - Hacsios npesemen o1 ekpasot. - Onuc Ha U3BOPOT
Ha jeH 21.04.2026. - Hpyru ypemuaunn: Aleksandra Popovska-Mitrovikj,
Hristina Mihajloska Trpcheska, Boban Joksimoski. - Bubsmmorpacduja
KOH TDY/IOBUTE

ISBN 978-608-4699-23-1

a) Cajbep-6e36emnoct — Cobupu

COBISS.MK-ID 68676613




Global Honorary Chairs
Prof. Dr. Biljana Angelova, Ss. Cyril and Methodius University in
Skopje, North Macedonia

Prof. Dr. Sondan Durukanoglu Feyiz, Kadir Has University, Istanbul,
Turkey

Dr. rer. pol. Thorsten Bagschik, SRH Berlin University of Applied
Sciences, Berlin, Germany

Global Chairs

Prof. Dr. Hasan Dag, Kadir Has University, Istanbul, Turkey

Prof. Dr. Reiner Creutzburg, SRH Berlin University of Applied Sciences,
Berlin, Germany

Prof. Dr. Vesna Dimitrova, Ss. Cyril and Methodius University in
Skopje, North Macedonia

Steering Committee

Prof. Dr. Hasan Dag, Kadir Has University, Istanbul, Turkey

Prof. Dr. Reiner Creutzburg, SRH Berlin University of Applied Sciences,
Berlin, Germany

Prof. Dr. Vesna Dimitrova, Ss. Cyril and Methodius University in
Skopje, North Macedonia

Prof. Dr. Ivan Chorbev, Ss. Cyril and Methodius University in Skopje,
North Macedonia

Prof. Dr. Boro Jakimovski, Ss. Cyril and Methodius University in
Skopje, North Macedonia

Geritt Tamm, SRH Berlin University of Applied Sciences, Berlin, Ger-
many

Assoc. Prof. E. Fatih Yetkin, Kadir Has University, Istanbul, Turkey
Prof. Guy Gogniat, Université Bretagne Sud (UBS), Lorient, France
Prof. Tegawendé Blssyande, University of Luxembourg, Luxembourg

Prof. Jean-Michel Dricot, Université Libre de Bruxelles, Brussels, Bel-
gium



Local Organizing Committee

Prof. Dr. Vesna Dimitrova, Ss. Cyril and Methodius University in
Skopje, North Macedonia

Assoc. Prof. Dr. Hristina Mihajloska Trpcheska, Ss. Cyril and Methodius
University in Skopje, North Macedonia

Prof. Dr. Aleksandra Popovska-Mitrovikj, Ss. Cyril and Methodius
University in Skopje, North Macedonia

Asst. Prof. Dr. Boban Joksimoski, Ss. Cyril and Methodius University
in Skopje, North Macedonia

Prof. Dr. Magdalena Kostoska Gjorcheska, Ss. Cyril and Methodius
University in Skopje, North Macedonia

Asst. Prof. Dr. Aleksandar Stojmenski, Ss. Cyril and Methodius University
in Skopje, North Macedonia

Dr. Elissa Mollakuqge, Technical University of Darmstadt Darmstadt,
Germany

Ebru Dilan, Kadir Has University, Istanbul, Turkey
Mert Ilhan Ecevit, Kadir Has University, Istanbul, Turkey

Igor Cvetanovski, Ss. Cyril and Methodius University in Skopje, North
Macedonia

Technical Committee
Mila Dodevska, Ss. Cyril and Methodius University in Skopje, North
Macedonia

Zorica Karapancheva, Ss. Cyril and Methodius University in Skopje,
North Macedonia

Jovan Simonoski, Ss. Cyril and Methodius University in Skopje, North
Macedonia



Preface

International Applied Cybersecurity Conference - TACyC 2025,
held from October 11 to 14, 2025, at the Congress Center and Hotel
Metropol in Ohrid, North Macedonia, is the first IJACyC conference,
organized within the framework of the CyberMACS project (Master’s
Programme in Applied Cybersecurity, Erasmus Mundus Joint Master
Degree). The project is a collaboration between three academic partner
institutions (Kadir Has University in Istanbul, Turkey, SRH University
of Applied Sciences Heidelberg in Berlin, Germany and Ss. Cyril
and Methodius University in Skopje, North Macedonia), including
the Faculty of Computer Science and Engineering at Ss. Cyril and
Methodius University in Skopje, which proudly hosts this event. The
main mission of the project and the conference is to promote high-quality
international education in the field of cybersecurity, attract talented
students worldwide, and foster academic and industry collaboration.

[ACyC 2025 is envisioned as a platform for knowledge exchange,
enabling students, alumni, academic researchers, and industry professio-
nals connected with Erasmus Mundus programs to share ideas, innovati-
ons, and experiences in applied cybersecurity.

The conference program includes a Summer School on October 13
— 14, featuring workshops and lectures by distinguished speakers from
academia and industry. We are also honored to host the defense of
master’s theses by the first generation of CyberMACS students, who
will be awarded a joint degree from UKIM (N. Macedonia) and Kadir
Has University (Turkey). Their achievements will be celebrated during
a special graduation ceremony held during the conference.

Comprising 24 distinct contributions, the Web Proceedings captures
the innovative and collaborative drive of the international cybersecurity
community. The featured papers span a broad spectrum of topics,
highlighting new discoveries, real-world applications, and visionary
strategies in the field.

We would like to express our sincere gratitude to all the authors for
their valuable contributions, and for sharing their insights and expertise.
Your work is instrumental in advancing the field and shaping the future
of applied cybersecurity. On behalf of the organizing committee and
project coordinators, we thank you for being part of TACyC 2025 and
hope you find the conference enriching and inspiring.

October, 2025 Prof. Dr. Vesna Dimitrova
Ohrid, N. Macedonia Chair of IACyC 2025
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Abstract—This research explores the implementation of Zero
Trust security using the Istio service mesh in a microservices-
based application deployed on a resource-constrained distributed
edge cluster. While Zero Trust implementations offers enhanced
security, their performance impact in edge environments remains
underexplored. To address this gap, three configurations were
evaluated under controlled load: a baseline with no security, a
setup with mTLS and JWT authentication, and a full Zero Trust
configuration including Attribute Based Access Control with
OPA. Performance and resource utilization metrics were analyzed
under low, medium, and high load conditions. Results showed
that while the baseline scaled well with minimal latency, introduc-
ing Zero Trust mechanisms particularly OPA-based authorization
significantly increased performance overhead, especially under
higher loads. The findings highlight the trade-off between security
and performance in resource-constrained edge environments and
underscore the need for balanced design decisions when adopting
Zero Trust in microservices architectures at the edge.

Index Terms—Zero Trust Architecture, Kubernetes, microser-
vices security, mTLS, OPA, JWT, Istio service mesh, Attribute
based access control, cybersecurity, Edge Computing, Distributed
System

I. INTRODUCTION

In recent years, the monolithic architectural paradigm has
been replaced by microservices, driven by the demand for
scalable, modular, and resilient cloud-native applications. The
distributed nature of microservices expands the attack surface,
exposing multiple entry points and increasing the risk of lateral
movement by malicious actors. Traditional perimeter-based
security is inadequate for such dynamic environments. Zero
Trust Architecture (ZTA) offers a modern security paradigm
that addresses this challenge by enforcing the principle of
“never trust, always verify”. Service mesh with its automation
and traffic management functionality makes it easier to enforce
zero trust policies in a microservice architecture which is
not available by default with Kubernetes. While past research
has focused largely on cloud deployments, the use of Zero
Trust in edge computing remains underexplored. In resource-
constrained edge environments, where computing is closer to
the data source, the trade-off between security and perfor-
mance becomes a critical consideration.

A. Research Questions

e How can zero trust security be implemented in a mi-
croservices based testbed edge computing environment?

reiner.creutzburg @ gmail.com
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Kadir Has University
Istanbul, Turkey
oguzhan.ceylan@khas.edu.tr

3 Reiner Creutzburg
SRH Heidelberg
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e How does Zero Trust security implementation with
mTLS, JWT authentication, and Attribute-Based Access
Control (ABAC) impact the performance and resource
utilization of a microservice-based application deployed
on a testbed distributed edge cluster?

« How are the performance and resource utilization metrics
impacted across various level of security configurations
under varying load in a resource constrained microser-
vices deployment on a testbed distributed edge cluster?

II. LITERATURE REVIEW

Traditional security systems operating on perimeter based
security using firewalls and access control mechanisms rely
mostly on implicit trust assumptions on various system com-
ponents and resources [1]. To adapt to the dynamic attack
surface of modern applications and services, zero trust tends
to move defenses towards users, assets and resources unlike
traditional security measures which focus on securing static
attack surfaces such as network based enterprise perimeters.
Zero trust focuses on evaluating trust explicitly rather than
implicitly trusting an entity based on their physical location
or network. Zero trust architecture has authentication and
authorization at its core and is designed to prevent lateral
movement through continuous trust evaluation. It performs
authentication and authorization at a granular level i.e for every
access request and provides least privilege needed to perform
any transaction [2]. There is a need of secure and granular inter
service authentication and authorization which can be achieved
through the use of mTLS protocol and role based or attribute
based access control mechanisms [3].According to NIST SP
800-204B [4], attribute-based access control (ABAC) is an
authorization system that evaluates user access requests based
on user, application, and environment attributes, as well as
policies that incorporate these attributes. (Simone et al.,2021)
implemented zero trust using a service mesh in a multi cloud
environment and analyzed the performance overhead of im-
plementation. It was found that the use of Istio could increase
CPU and memory usage depending on the cloud environment
and configurations when compared to a baseline multi cloud
implementation without Istio [5]. Another study also analyzed
the performance overhead of using ISTIO service mesh with
microservices applications in the Kubernetes cluster which



demonstrated that the use of Istio can result in significant
overhead in latency and CPU cycles [6]. Service mesh can
be a promising solution for managing the complexities of
microservice architectures through automation, security and
effective traffic management. Service mesh in a multi cloud in-
frastructure can introduce significant overhead (latency, CPU,
and memory), but programmable kernel tech like eBPF can
mitigate some of it [7]. The study used role-based access
control for authorization. (Viswanathan et al., 2024) applied
zero trust security for web applications deployed in a Kuber-
netes cluster by using mTLS and JWT authentication. The
authors introduced a zero trust security model which enforced
zero trust in web applications with continuous identity verifi-
cation and dynamic access control and found that zero trust
implementation resulted in minimized unauthorized access and
lateral movement [8]. Another study investigated about the var-
ious deployment policies for microservices on edge computing
environments and provided insights on the performance aspect
of those deployments [9]. (Hossain et al., 2023) performed a
comprehensive analysis on the benefits, applications and role
of microservices in edge computing environments. The study
described and presented the benefits of using microservices
in edge computing environments. Performance improvement,
improved resource utilization and latency reduction were some
of the listed benefits of using microservices in edge computing
environments [10]. Another study was done to evaluate the
various aspects of performance benchmarking while using a
service mesh in edge computing based deployments but did
not cover the zero trust security aspects. The study focused
on performance impact and the complexity of architecture for
the on-premise Kubernetes cluster with Istio service mesh.
The study showed that a significant impact of envoy was
observed on the Kubernetes stack in terms of performance and
bottlenecks [11]. A study was done to analyze and evaluate
the performance overheads of microservices deployments in a
Kubernetes cluster with Istio Service Mesh using Linux-perf
and wrk2. A comprehensive analysis was performed for the
CPU overheads and performance metrics for a cloud comput-
ing based scenario and did not address the edge computing
based scenarios [6]. A master thesis study was performed
to evaluate the performance versus security tradeoff of zero
trust implementation on Kubernetes using the service meshes:
Istio, Linkerd and Cilium. It also compared the performance
overheads with varying loads for the three services meshes
implementing zero trust. The study was performed on an
experiment setup built on the Google Kubernetes Engine
(GKE) [12].

ITII. METHODOLOGY

One of the major principles of zero trust architecture is
“never trust, always verify”. It means that no user or entity
should be trusted implicitly based on their physical location
inside a network. Zero trust is based on the concept of
developing explicit trust with continuous authentication and
authorization. Service mesh like Istio, can be used by organiza-
tions to achieve zero trust for their microservices applications.

Istio provides functionalities like peer authentication, request
authentication, ingress gateway security and OPA external
authorization for fine grained access control. Istio allows
mutual authentication and encrypted communication between
all services through mTLS (mutual Transport Layer Security).
It ensures both communicating services are who they claim to
be before starting communication. With mTLS STRICT mode
enabled, any plain text communication between two services
is rejected. Istio provides request authentication functionality
which ensures that any entity trying to access a resource
within a mesh has verified and valid credentials and it can
be achieved through JWT validation per request. In addition
to the available authorization functionality, istio also allows
the use of external authorization services like OPA for access
control policy evaluation. OPA can be deployed as a sidecar
with an external authorization filter in the istio service mesh.
Deploying OPA as a sidecar helps keep it close to the workload
for low-latency decisions.

A. System Design

For the purpose of experimentation, a distributed edge
cluster was formed over a tailscale network. Table I shows
the hardware requirements for the experimental setup. The
testbed distributed edge cluster comprised 3 Raspberry Pi
machines and 2 Ubuntu Virtual Machines on a macOS host.
An Ethernet switch connected the Raspberry Pi machines to
a MacBook. The MacBook acted as a gateway router for the
local Raspberry Pi network through the Mac’s internet sharing
capability. The local network of 3 Raspberry Pi machines and
2 Ubuntu Virtual Machines was connected over Tailscale to
form a private mesh network. Figure 1, represents the network
diagram for the cluster formation.

Device RAM | Hard Disk | Role

Ubuntu VM on macOS host 8GB 50GB K3s Control Plane Node

Raspberry Pi 4 8GB 32GB K3s Worker Node

Raspberry Pi 4 4GB 32GB K3s Worker Node

Ubuntu VM on macOS host 4GB 20GB K3s Monitoring Node

Raspberry Pi 4 2GB 16GB Load Testing Machine
TABLE T

DEVICE CONFIGURATION AND ROLES IN THE K3S CLUSTER

4 Ubuntu VM 1 (Tailscale \
macOS (Internet Sharing:

Node) Node)
172.16.179.134/24 gateway router) 179.137/24

Tailscale IP: 100.111.232.60/8 Tailscale IP: 100.111.9.57/8

TAILSCALE
NETWORK

Ethernet Switch

Raspberry Pi 1 (Tailscale Raspberry Pi 2 (Tailscale Raspberry Pi 3 (Tailscale
Node) N N

lode) e lode)
192.168.2.9/24 192.168.2.7/24 192.168.2.6/24

Tailscale IP: 100.115.152.75/8 Tailscale IP: 100.98.228.113/8, *

Fig. 1. System design diagram



B. Experiment Design

The research experiment setup was composed of a k3s
cluster with a control node and 3 worker nodes. The exper-
iment was designed to test the performance metrics of the
k3s cluster over three different configurations and 3 varying
loads (20RPS, 60RPS, 100RPS). The main goal was to test
the performance of the system with respect to scalability and
how additional layers of zero trust can impact the overall
performance. Following are the three different configurations:

« Baseline: The baseline deployment configuration con-
sisted of a simple deployment of the bookinfo application
without istio-proxy sidecars and with no external request
authentication. The bookinfo application was exposed by
using Istio ingress gateway.

o Istio + JWT: The second configuration consisted of the
bookinfo application deployed with istio-proxy sidecars
and exposed by using Istio ingress gateway. This con-
figuration also enabled peer authentication in STRICT
mode using mTLS and request authentication using JWT
validation. Keycloak was set up as an OpenID Connect
(OIDC) provider which issued JWT tokens. Istio proxy
sidecar on the application pod intercepts the HTTP re-
quest, checks the validity of the keycloak assigned JWT
token and allows request into the mesh only if the token
is valid.

o Istio + JWT + OPA: The third configuration consisted
of the bookinfo application deployed with istio-proxy
sidecars, JWT request authentication, mTLS peer au-
thentication and an additional external authorization of
policies with OPA. The OPA was injected as a sidecar in
the application pod. The Http request is intercepted by
the istio-proxy sidecar which validates the JWT token. If
the JWT token is valid, the request is then forwarded to
the OPA sidecar which either allows or denies the request
based on the rego policy. In this configuration, attribute
based access control policies are implemented.

C. Data Collection

The performance metrics were collected by performing a
load test with k6 on all three configurations under varying
loads (20RPS, 60RPS,100RPS). The same k6 script was used
to test on each configuration to maintain reliability of data.
Each k6 load test (low, medium and high) was run 5 times for
each configuration to generate enough replicates. Following
metrics were scraped from prometheus and grafana: P95
Latency Cluster CPU Usage(%), Cluster Network Through-
put(Mbps), Pod Memory Usage(MB), Istio-Proxy memory
usage (MB), Pod CPU Usage(cores), Istio-proxy CPU us-
age(cores), Memory Usage(%), OPA cpu usage, OPA memory
usage.

D. Data Analysis

o Descriptive Analysis: A preliminary descriptive analysis
was performed on the collected data to summarize and vi-
sualize the information represented by the data. Grouped

bar graphs were generated for each performance and re-
source utilization metrics to visualize and analyze trends
and changes in metrics across the three configurations:
baseline, zero trust with Istio+JWT, and zero trust with
Istio+JWT+OPA. This gave a clear picture of how the
addition of each new security layer affected the system
performance and resource utilization.

« Kruskal-Wallis Test: The Kruskal-Wallis Test is a non
parametric test which can be used instead of ANOVA
if the assumptions for ANOVA fails. It can be used to
determine if the differences between the medians of three
or more groups are statistically significant.

Null hypothesis: There is no statistically significant
difference in the distribution of a performance/resource
utilization metric value among different configurations
(baseline, istio+jwt, istio+jwt+opa) under the same load.
Alternative hypothesis: There is statistically significant
difference in the distribution of a performance/resource
utilization metric value among different configurations
(baseline, istio+jwt, istio+jwt+opa) under the same load.

o Dunn’s post hoc test: The Dunn’s test is a non-
parametric post hoc test usually performed after the
kruskal-wallis test results in significant difference among
groups. Dunn’s test performs pairwise comparisons
among the various combinations of groups. For each pair,
it compares the average ranks of values of each group.
To avoid the risk of error due to false positives, it applies
correction measures like bonferroni correction to adjust
the p-values. It finally calculates the test statistic and a
p-value for each pair. If the p-value for any pair is less
than 0.05 then it means that the pair significantly differs
from each other.

IV. FINDINGS
A. System Perspective

The dataset consisted of performance metrics data for
each configuration type (baseline, ISTIO+JWT and IS-
TIO+OPA+JWT) under three different loads (20 RPS, 60RPS
and 100RPS). A total of 405 rows of data were collected for all
the combinations of three configuration types and three load
types. A preliminary descriptive analysis was performed on
the dataset to gain insights on existing trends and relationships
within the dataset.

P95 Latency: It can be observed from figure 2 that under
low load (20 RPS), latency increased moderately across con-
figurations: from 47.89ms (baseline) to 78.38ms (Istio+JWT)
and 95.74ms (Istio+JWT+OPA). However, as load increased
(60 to 100 RPS), latency spiked significantly, especially with
OPA, indicating that the system struggles to maintain per-
formance under high load when complex security layers are
added. Table II shows the results of Kruskal-Wallis test for
p95 latency for all three configurations under all three load
types. The Kruskal-Wallis test showed statistically significant
differences in P95 latency across Baseline, Istio+JWT, and
OPA configurations under low, medium, and high load, with
all p-values less than 0.05, indicating the differences are



not due to chance. Dunn’s post hoc tests further confirmed
that each pairwise comparison (Baseline vs Istio, Istio vs
OPA, Baseline vs OPA) under all load levels is statistically
significant, meaning each configuration has a measurable and
distinct impact on latency performance.

P95 Latency by Config and Load

Configuration
e baseline
- istio
= opa

P95 Latency

medium
Load Type

Fig. 2. Grouped bar graph demonstrating P95 Latency Comparison Across
Baseline, Istio, and OPA Configurations Under Low, Medium, and High Load
Conditions

Metric Load H p-value

P95_Latency | High 117.95 | 2.44 x 1072¢

P95_Latency | Low 119.43 | 1.17 x 10726

P95_Latency | Medium | 116.92 | 4.09 x 10~2¢
TABLE 1T

KRUSKAL-WALLIS TEST RESULT FOR P95 LATENCY DISTRIBUTION
ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS UNDER LOW,
MEDIUM, AND HIGH LOAD CONDITIONS

Cluster Network Throughput: Cluster network through-
put, measured in Mbps and scraped from Prometheus, reflects
total system network traffic and helps identify performance
bottlenecks. As shown in Figure 3, throughput slightly in-
creased from Baseline to Istio+JWT, but dropped with the
addition of OPA, a trend consistent across low (20 RPS),
medium (60 RPS), and high (100 RPS) load conditions.

Cluster Network Throughput Mbps by Config and Load

Configuration
- baseline
- istio
= opa

Cluster Network Throughput Mbps

medium
Load Type

Fig. 3. Grouped bar graph demonstrating Cluster Network throughput
Comparison Across Baseline, Istio, and OPA Configurations Under Low,
Medium, and High Load Conditions

Table III shows that the p-values for cluster network
throughput under low, medium, and high loads are all be-
low 0.05, indicating statistically significant differences across
configurations. Dunn’s post hoc test results confirmed that all
configuration pairs (Baseline vs Istio, Baseline vs OPA, OPA

vs Istio) differ significantly under each load level, meaning the
variations in throughput are not due to random chance.

Metric Load H p-value

Network_Throughput | High 117.5936645 | 2.92x10%°

Network_Throughput | Medium | 91.85994873 | 1.13x10%

Network_Throughput | Low 102.5118764 | 5.49x107%
TABLE 1IT

KRUSKAL-WALLIS TEST RESULT FOR CLUSTER NETWORK THROUGHPUT
DISTRIBUTION ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS
UNDER LOoW, MEDIUM, AND HIGH LOAD CONDITIONS

Cluster Memory Usage: Figure 4 shows that under
low and medium loads, Istio+JWT and OPA configurations
consumed slightly less cluster memory compared to the base-
line. However, under high load (100 RPS), memory usage
increased slightly for Istio+JWT and OPA, surpassing the
baseline configuration.
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Fig. 4. Bar Graph of cluster memory usage percentage comparison across
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Conditions

Table IV shows that cluster memory usage varies sig-
nificantly across configurations under all load levels, as all
p-values are below 0.05, leading to rejection of the null
hypothesis for Kruskal-Wallis test. Dunn’s Post hoc analysis
revealed that baseline differs significantly from both Istio and
OPA configurations, while Istio and OPA show no significant
difference, indicating that adding OPA on top of Istio does not
notably impact cluster memory usage.

Metric Load H p-value

Memory_Usage_percent | High 93.61 | 4.72 x 1072

Memory_Usage_percent | Medium | 85.24 | 3.09 x 1071°

Memory_Usage_percent | Low 59.76 | 1.06 x 1072
ABLE IV

KRUSKAL-WALLIS TEST RESULT FOR CLUSTER MEMORY USAGE
DISTRIBUTION ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS
UNDER LOow, MEDIUM, AND HIGH LOAD CONDITIONS

Cluster CPU Usage Percentage: Figure 5 shows that
under low load (20 RPS), CPU usage remained relatively
similar across configurations, with only a slight increase from
baseline to Istio+JWT+OPA. However, at medium (60 RPS)
and high (100 RPS) loads, a notable rise in CPU usage
was observed, especially when OPA was added, indicating
increased processing overhead under heavier traffic.
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Fig. 5. Grouped bar graph demonstrating CPU Usage Percentage Comparison
Across Baseline, Istio, and OPA Configurations Under Low, Medium, and
High Load Conditions

Table V shows that CPU usage percentage differs signif-
icantly across configurations under all load levels, as all p-
values are below 0.05. Dunn’s post hoc tests revealed that
under high and medium loads, all configuration pairs differ
significantly, while under low load, only the comparisons
involving OPA are significant indicating that OPA has a
distinct impact, whereas Baseline and Istio show similar CPU
usage.

Metric Load H p-value

Cluster_CPU_Usage_percent | High 98.99 | 3.18 x 10~22

Cluster_CPU_Usage_percent | Medium | 107.64 | 4.23 x 1072

Cluster_CPU_Usage_percent | Low 7825 | 1.02 x 10717
TABLE V

KRUSKAL-WALLIS TEST RESULT FOR CLUSTER CPU USAGE PERCENTAGE
DISTRIBUTION ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS
UNDER LOW, MEDIUM, AND HIGH LOAD CONDITIONS

Pod CPU Usage: Figure 6 shows that total pod CPU
usage increases with load across all configurations, with OPA
introducing the highest overhead especially under medium
load, where it used over 3 CPU cores compared to 1.5 for
Istio+JWT and just over 1 for Baseline. While CPU usage rose
linearly with load for Baseline and Istio+JWT, OPA’s usage
peaked at medium load and then slightly dropped at high load,
likely due to factors like resource saturation or request drops
from latency.

Table VI shows that pod CPU usage varies significantly
across configurations under all load levels, as all p-values are
below 0.05. Dunn’s post hoc tests revealed that under high
load, pod CPU usage differs significantly between baseline
and both Istio and OPA configurations but not between Istio
and OPA, while under low and medium loads, all three
configurations show significant differences in pod CPU usage.

Metric Load H p-value

Pod_CPU_Usage_cores | Low 114.55 | 1.33 x 10~ %°

Pod_CPU_Usage_cores | Medium | 119.95 | 8.98 x 10~%7

Pod_CPU_Usage_cores | High 8248 | 1.23x 10718
TABLE VI

KRUSKAL-WALLIS TEST RESULT FOR POD CPU USAGE DISTRIBUTION
ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS UNDER LOW,
MEDIUM, AND HIGH LOAD CONDITIONS

Pod Memory Usage: It can be observed from figure 7 that
Pod memory usage increased from baseline to Istio+Jwt and
further to Istio+Jwt+OPA under low load, but under medium
and high loads, Istio+Jwt uses slightly less memory than
baseline while OPA adds some overhead compared to the
istio only configuration. The additional OPA sidecar increases
memory usage noticeably, especially at higher loads, possibly
due to the extra processing required for fine-grained access
control.
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Configuraion Pod_Memory_Usage | Low 119.27 | 1.26 x 1072°
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= e Pod_Memory_Usage | High 90.25 | 2.52 x 107%°
TABLE VII

Pod CPU Usage cores
. ooN
o o

I
o

°
o

°
°

medium
Load Type

Fig. 6. Grouped bar graph demonstrating Pod CPU usage Comparison Across
Baseline, Istio, and OPA Configurations Under Low, Medium, and High Load
Conditions

KRUSKAL-WALLIS TEST RESULT FOR POD MEMORY USAGE
DISTRIBUTION ACROSS BASELINE, ISTIO, AND OPA CONFIGURATIONS
UNDER Low, MEDIUM, AND HIGH LOAD CONDITIONS

From Table VII it can be observed that pod memory usage
varies significantly across configurations under all load types,
with p-values less than 0.05 leading to rejection of the null
hypothesis. Dunn’s Post Hoc test revealed that under high load,
Istio differed significantly from both baseline and OPA, while



baseline and OPA behaved similarly; under low and medium
loads, all three configurations showed statistically distinct pod
memory usage.

B. Client/User Perspective

The results of the K6 load test represent the performance
metrics from the client’s perspective. The results showed how
the microservice application on Kubernetes cluster performed
in terms of Http request latency, throughput and error rates
with increasing load. At a low load of 20 Requests per second,
all three configurations (baseline, Istio+Jwt, OPA+Istio+Jwt)
handled the traffic relatively well. The baseline configuration
recorded p95 latency of 53.21ms with a throughput of 43KBps.
Only 2 Virtual users were needed to maintain stable throughput
and request rate of 20RPS for the baseline configuration. How-
ever, when Istio sidecars and JWT authentication were added,
the latency increased slightly to 61.388ms and the throughput
decreased to 139KB/s. The Istio+Jwt configuration also needed
only 2 Virtual users. For the Opa+Istio+Jwt configuration,
latency increased significantly to 92.248ms and throughput
decreased to 106KB/s. Only 2 virtual users were needed
in this case as well. Even though the performance declined
in Opa+istio+jwt configuration as compared to baseline and
istio+jwt configuration, the system remained stable under low
load for all three configurations and there were no http request
errors observed.

At a medium load of 60 Requests per second, the baseline
configuration performed relatively well with p95 latency of
47.9ms and throughput of 416Kbps and no http request errors.
Maximum of 5 virtual users were required to maintain a
stable load of 60 requests per second for the baseline con-
figuration. The Istio+Jwt configuration also performed well
with p95 latency of 61.49ms and throughput of 416KB/s with
no http request errors. This configuration required 7 virtual
users. However, the OPA+Istio+Jwt configuration recorded a
very high latency of 24.28 seconds and a significantly low
throughput of 302.6KB/s and resulted in 0.136% of the http
request to fail. The total number of virtual users required to
maintain 60 requests per second with stable throughput for this
configuration was 1028. The large number of Virtual users
indicate that the requests are taking longer to complete, so
more virtual users are spawned by k6 to maintain the same
request rate. This shows that some performance bottleneck is
observed under moderate load when an additional OPA sidecar
is used whereas the baseline and istio+jwt configurations
performed relatively well under medium load.

At a high load of 100 Requests per second,only the baseline
configuration shows good performance with p95 latency of
79.9 ms, a throughput of 695 KB/s, and zero http errors. It
required a maximum of 22 Virtual users to maintain the request
rate. The Istio+JWT setup performed poorly with p95 latency
of 21.6 seconds, a throughput of 636KB/s and 0.022% of http
requests failure. It needed 1426 Virtual users to maintain the
load. This indicates that the Istio+Jwt configuration struggles
under high load. The OPA+Istio+Jwt system performs even
worse with a high p95 latency of 59.99 seconds and very low

throughput of 278.4 KB/s. When the system was under high
load 66.316% of the requests failed. It needed 2744 Virtual
users to maintain the load which highlights a complete system
breakdown while handling very high load.

V. DISCUSSION

The research implemented zero trust security using Istio
service mesh in an edge-based microservices architecture and
conducted a comparative analysis of performance and resource
utilization under different loads and configurations. Experi-
ments were carried out on a heterogeneous cluster of VMs
and Raspberry Pi4 devices connected via Tailscale, deploy-
ing a resource-constrained microservices application without
replicas, comparing a baseline setup with no security, an
Istio+JWT setup with peer and request authentication, and an
Istio+JWT+OPA setup adding attribute-based access control
via OPA sidecar injection. The impact of overhead caused
by zero trust security on the performance metric like p95
latency was noticeable as the load increased. It was observed
that the latency increased with the addition of each security
layer. Adding zero trust security with peer authentication and
request authentication through Istio sidecar injection to the
application pods contributed to higher latency especially under
high loads suggesting that it added overhead as compared
to baseline deployment with no security. When one more
layer of security was added in the form of attribute based
access control with OPA, the latency increased drastically.
The latency was worst at medium and high loads. This could
be because OPA added overhead because it was added as
an additional sidecar and also involved policy evaluation and
making authorization decisions which might have increased
the response time. The cluster network throughput increased
for all three configurations with increasing load. Clearly, the
OPA+Istio+Jwt configuration performed poorly in terms of
cluster network throughput when load increased. This indi-
cated that the system could not handle high requests per
second. The low throughput for the OPA+Istio+Jwt could
be because of requests being dropped due to i/o timeouts
which in turn might be caused by processing time added
by external authorizations and attribute based access control
policies enforcements. The cluster CPU usage percentage was
observed to increase for all three configurations under all three
load types: low, medium and high. It was clear from the results
that adding peer authentication and request authentication
with Istio sidecars does add cpu usage overhead compared to
baseline configuration but the addition of OPA was observed
to add drastically high overhead with increasing load. The
addition of the OPA layer in the existing system, recorded
saturation as load increased more. This might be due to many
possible reasons: requests dropping due to high latency or the
system being unable to handle a high number of requests
causing bottlenecks. The cluster memory usage percentage
was observed to not change much with increasing load. The
cluster memory usage was observed to have similar values,
with slight differences across configurations with increasing
loads. Pod memory usage increased noticeably from baseline



to Istio+JWT and further to Istio+JWT+OPA under low load,
but at higher loads, the baseline consumed significantly more
memory, likely due to Istio offloading networking tasks. Pod
CPU usage rose linearly for baseline and Istio+JWT across all
loads, while Istio+JWT+OPA showed a spike at medium load
and a slight decrease at high load, with baseline consistently
using the least CPU cores; the addition of each security layer
increased CPU usage, especially at low and medium loads,
and OPA notably impacted resource usage under high load.

The results of K6 load test were analyzed to evaluate the
performance overhead as observed from a user perspective.
It was observed that under very high load, the overhead
introduced by Istio and OPA were more significant. The
baseline system was observed to be efficient under increasing
load with latency under threshold values. Adding security
with mTLS and request authentication with JWT introduced
slight overhead as compared to the baseline system under
low and medium load but the overhead was more noticeable
and significantly high at higher load. It was also observed
that a few requests failed for Istio+JWT configuration under
high load. The OPA+Istio+JWT configuration severly im-
pacted the performance as it introduced very high latency
and low throughput under high and medium loads. Under
high load, the HTTP error rate was very high with more
than half of the requests failing with I/O timeout. The Is-
tio+JWT configuration struggled under high load but the
Istio+JWT+OPA configuration struggled even on medium and
high load. Additional layers of security introduced in the form
of service to service authentication and external authorization
had significant impact on the performance from the user’s
perspective especially in terms of request latency and error
rate. While the findings highlight the significant performance
overhead introduced by Zero Trust enforcement mechanisms,
these results also underscore the importance of scalability and
optimization strategies. Mechanisms such as horizontal pod
autoscaling or caching could potentially reduce latency and
improve resilience under heavy workloads.

Limitations The study was conducted in a controlled and
resource constrained environment and therefore may not fully
represent the edge computing clusters with scalable resources.
The real world edge clusters might include horizontal and
vertical scaling functionalities. The research aims to give a
baseline performance metrics without any scaling involved.
Future work could integrate auto-scaling strategies to as-
sess how dynamic resource allocation impacts Zero Trust
performance in edge environments. The testbed cluster was
formed over Tailscale and therefore the results might have
been influenced by latency induced by Tailscale connectiv-
ity but its potential contribution to latency was minimized
by ensuring stable connections and identical network paths
across all configurations. Therefore, while Tailscale may have
introduced some baseline latency, it was consistent across all
experimental setups, allowing for a fair comparative evaluation
of performance overheads.

VI. CONCLUSION

The study investigated the security vs performance trade-
off in a distributed edge cluster testbed running a resource
constrained microservices based application. In an edge com-
puting environment with limited resources, performance over-
head can become a major concern. The study analyzed the
impact on system performance and resource utilization due to
different security configuration in a resource constrained edge
cluster. It was observed that the baseline configuration with
no security measures performed comparatively better with low
latency. The baseline configuration scaled well with increas-
ing load with no significant performance degradation under
high load. When a layer of security was added by enabling
peer authentication and request authentication with Istio, the
system performed moderately well in low load and medium
load scenarios but struggled slightly under high load. Adding
authorization policies with OPA added one more layer of
security with fine grained Attribute Based Access Control but
also increased performance overhead. The system struggled to
handle increasing loads and the performance degradation was
visible even at low load. The system with additional layer of
security with OPA struggled at medium load and high load
with very high latency and high error rate at high load. The
zero trust security configuration including peer authentication
and request authentication with Istio sidecar proxy and fine
grained authorization policies with OPA provides security
in the microservices architecture by ensuring per request
authentication and authorization and least privilege access but
introduces high performance overhead. In resource constrained
edge clusters, adding zero trust security in the microservices
architecture can result in poor performance.

VII. FUTURE DIRECTIONS

The performance impact of zero trust security and the
security vs performance tradeoff in a microservices based
scalable distributed edge computing cluster can be studied
in the future. Moreover, exploring optimization techniques
such as caching of policy decisions could further reduce the
performance overhead observed in this study. The impact of
authorization with more complex and dynamic access control
policies on the performance in both resource constrained
and scalable edge clusters can be studied. The zero trust
security in Al based microservices applications on edge and
fog computing can be explored.
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Abstract—Digital twins are increasingly used in smart grids
for real-time monitoring and analysis, but they introduce new
cybersecurity concerns, especially regarding data integrity and
false data injection attacks. In this paper, we design defenses
against two feasible data-integrity attacks — false data injection
and data tampering — in a smart grid digital twin to promote
the use of a hybrid defense combining machine learning-based
anomaly identification and blockchain. We build a high-fidelity
smart grid twin by extending its accuracy through residual
learning models that validate simulation output with real lab
data. An unsupervised One-Class Support Vector Machine
(OCSVM) is trained to detect anomalous injection or tampering
attempts in real-time, while all identified anomalies are logged
by a Hyperledger Fabric permissioned blockchain to maintain
tamper-proof data integrity. The enhanced twin achieves
virtual-equivalence to physical readings and substantially higher
accuracy over basic simulations (up to 56% reduced prediction
error). Under attack, OCSVM detects > 95% of malicious data
points with negligible false alarms. Simultaneously, blockchain-
based logging injects an immutable, consensus-verified audit
trail for every identified anomaly that defeats attackers from
covering their tracks. The results demonstrate that through
the combination of an accurate, data-upgraded twin with
simultaneous smart anomaly identification and blockchain-based
auditing, the resiliency and trustworthiness of digital twin
applications to power grids can be substantially enhanced.

Index Terms—Smart grid, Digital twin, Blockchain, Machine
learning

I. INTRODUCTION

Digital twin technology enables physical power grid in-
frastructure to be simulated and digitally mirrored for real-
time monitoring, with operations and analysis benefits. Digital
twins are being rapidly adopted by utilities — by a 2023
survey’s estimate, around 65% of electric utilities (87% in the
United States) adopt them to varying extents. However, those
benefits come with those of cybersecurity risks; according
to a comprehensive survey, many unresolved security flaws
target digital twins directly. In particular, False Data Injection
Attacks (FDIAs) and Data Tampering Attacks threaten the
integrity of the sensor information of smart grids. An FDIA
comprises an attacker injecting ambiguous measurements or
tampering with sensor inputs to mislead the grid’s state esti-
mate and operating conditions. By falsifying telemetry (e.g.,
overestimating a feeder load or spoofing a voltage reading),
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an attacker may befuddle control actions or conceal faults.
More generally, data tampering is unauthorized data alteration
of data in transit or at rest that causes systems to operate upon
tainted information. Such exploits may be subtle — advanced
attackers preserve false data within plausible values in hopes
of slipping beneath simple threshold alarms. Both FDIA and
tampering directly attack data integrity, which is critical in
power grids depending upon accurate sensor inputs. Indeed,
tainted data may cause improper control actions, equipment
damage, or blackouts, as was seen in real-world cases (e.g.,
during the 2015 Ukraine grid cyberattack, malicious SCADA
data modifications took place). Traditional defenses cannot
sufficiently protect against advanced attacks. Recent research
trends are oriented towards advanced anomaly detection — nu-
merous works implement machine learning and deep learning
to detect FDIAs. One-class unsupervised algorithms are of
particular interest since they learn only normal behavior and
can signal an alarm for any divergence, including unknown
attack novelties. At the same time, blockchain technology has
emerged as a way to secure data logs by means of immutabil-
ity and distributed consensus. Permissioned blockchains like
Hyperledger Fabric allow only qualified nodes to write and
read data, yet show high throughput and acceptably low
latency for industrial control environments. Previous works
indicated blockchain-based solutions for the prevention of data
tampering in smart grids, referring to the attractiveness of a
tamper-proof ledger for critical infrastructure. Nevertheless,
integrating real-time anomaly detection and blockchain in the
scope of a digital twin is an open task. In this paper, the
hybrid cybersecurity architecture of the digital twin of a smart
grid is proposed that combines: (1) an augmented machine
learning-based digital twin model to represent accurately the
physical system, (2) an OCSVM-based anomaly detector to
reveal potentially malicious data or corrupted data in the twin’s
streams of inputs, and (3) blockchain-based Hyperledger Fab-
ric layer to commit detected anomalies to an immutable ledger.
Using machine learning to specify normal system activity and
blockchain to protect the outcomes of detection, the solution
addresses real-time prevention of attack as well as after-the-
fact forensics following an incident. The solution is validated
in simulations of a testbed smartgrid (PV panel, battery storage
system, load, and OPAL-RT simulator) and its corresponding
digital twin. The research findings are as follows: Digital Twin



Enhancement: A residual learning-based method to advance
power system digital twin realism through learning from
simulation (Pandapower) to physical-measurement variations.
It significantly reduced simulation error, ensuring the twin
mirrors the real system behavior. Anomaly Detection Using
One-Class SVM: Application of a one-class SVM trained for
real-time detection of the injected fake data or tampering.
Following extensive testing against various methods (Isolation
Forest, PCA, kNN, etc.), OCSVM was selected based on its
favorable performance (F1-scores 0.91-0.99 in our tests) and
demonstrated success in SCADA environments. Blockchain-
based Anomaly Protection: Utilization of a Hyperledger Fabric
network to commit the ML detector’s identified anomalies.
Each of the suspicious data activities is committed as a
transaction directly to the ledger, which cannot be altered
or deleted by design. It establishes a decentralized, trust-
worthy record of attack audit trails that minimizes insider
threats and supports forensic analysis. By combining these
aspects, we achieve a cyber-resilient digital twin: the machine
learning detector prevents hidden data assaults in real-time,
and the blockchain ensures that all recognized events are
immortalized beyond the attacker’s control. The rest of the
paper is structured into sections that describe related work
(Section II), our method comprising the digital twin modeling,
anomaly detection, and blockchain deployment (Section III),
experimental results (Section 1V), discussion of implications
(Section V), and conclusions (Section VI).

II. LITERATURE REVIEW

Cybersecurity Risks to Digital Twins: Cybersecurity risks
for critical infrastructure’s digital twin technology are of
concern. [1] provides an in-depth survey of the risks to digital
twins, reporting that industry system digital surrogates grow
the attack surface and necessitate new defenses. In power
grids, researchers have noted data integrity attacks like FDIA
as particularly dangerous, as they can covertly modify grid
sensor readings. [2] first revealed FDIA vulnerabilities to state
estimation in power grids, showing that such attacks can evade
standard bad-data detection if carefully constructed. Subse-
quent surveys [3] describe many machine learning algorithms
for FDIAs in smart grids, and agreement is apparent that
anomaly-based bad-data detection is required if only normal
measurements can be spoofed by attackers. Data tampering
attacks — more broadly, unauthorized data tampering — were
also discussed. For example, [4] reports a blockchain-based
twin-based architecture to prevent data tampering in smart
grids, unveiling decentralized ledger potential for guaranteeing
data integrity. An extension of these findings by our research
is that FDIA and tampering should be treated in the same twin
security model. Stealthy false data is of particular value to us,
for it addresses scenarios in which attackers hold changes in
normal bands to stay invisible, as is reported to be of concern
in today’s literature.

Anomaly Detection for Smart Grids: Various anomaly de-
tection techniques have been experimented with for power
grid cybersecurity [5]. Traditional methods are residual-based

detectors in state estimators and statistical thresholds, but
they are often outsmarted by carefully engineered attacks.
Thus, research has shifted to data-driven methods. Supervised
classifiers (e.g., tree ensembles, deep learning) obtain good
detection rates for observed attack patterns, but require labeled
attack data and may not generalize to novel risks. Supervised
detectors, especially one-class detectors, are interesting for
learning normal patterns from normal data without experi-
encing attack data. One-Class SVM (OCSVM) and isolation
forest were compared for application to anomaly detection
for critical infrastructure; [6] showed that OCSVM produced
more reliable detection under changing attack scenarios at
minimal computational cost. One-Class SVM has been very
successful in industrial control systems (ICS) intrusion detec-
tion — for instance, [7] outlined how OCSVM outperformed
several techniques of outlier detection to detect malicious
traffic through the substation SCADA network. In consider-
ation of such results, the emphasis of this work is thus on
OCSVM. Nevertheless, for completeness, the investigation of
alternative unsupervised algorithms (e.g., kNN, Local Outlier
Factor, PCA-based detection, etc.) is included, as different
algorithms may be strongest for various signals. Indeed, tests
by us demonstrate that KNN and even PCA can be similar
to OCSVM in certain cases (e.g., for battery anomalies) and
that for one of the subsystems (the OPAL simulator), LOF
was somewhat higher. Typically, results thus validate literature
findings that OCSVM provides a widely based, high-accuracy
solution to anomaly detection for smart grids, especially if it is
made to be adequately sensitive without over-firing to normal
variations.

Blockchain for Data Integrity: Blockchain has been ex-
plored in the case of smart grid security to permit tamper-
proof, decentralized data logs. At the same time, anyone
can participate in public blockchains (e.g., Ethereum), per-
missioned blockchains like Hyperledger Fabric permit only
known entities to submit proposals and forgo proof-of-work,
yet reaching much higher throughput and reduced latency —
qualities relevant to real-time grid activity. [8] discuss Fabric’s
architecture, including modularity and advanced security ca-
pabilities (identity management, endorsement policies, etc.),
that qualify Fabric for enterprise and critical infrastructure
deployment. In a smart grid case, developing researchers used
blockchain to secure control commands and measurement
data. [9] demonstrated a Fabric-based approach to secure
IoT sensor data at the grid edge and noted that Fabric’s
consensus and access control can ensure data integrity and
confidentiality for multi-stakeholder use cases. Some works
combine blockchain with anomaly detection or another Al:
for example, [10] document a hybrid Al-blockchain design
for smart grids, and [11] propose a decentralized blockchain-
ML design for grid security. These papers note the comple-
mentarity of making use of blockchain as a trust overlayer
atop bright-eyed detectors. Our work differs in that the tight
coupling of the anomaly detector and blockchain logging into
one real-time digital twin. Instead of handling blockchain as
a generic afterthought, we specifically design programmable
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smart contracts (chaincode) to log anomalies and invoke auto-
response. It draws inspiration from antecedent work that points
to the strength of programmability of Fabric — e.g., custom
chaincode can automatically cross-validate data or invoke
an auto-alert. We also meticulously measure the blockchain
layer’s impact on performance, in agreement with recent
Fabric scalability studies (e.g., [12] showing Fabric can realize
high transaction throughput at sub-second latency in real-world
deployments). Our prototype confirms that anomaly logging
can be maintained at near real-time (0.5-2 second latencies
per-event) while security guarantees are not sacrificed with
suitable batching and network settings.

METHODOLOGY
A. Digital Twin Overview

Our test case is a lab-scale smart grid testbed with a PV
inverter (up to 3.2 kW), a battery storage unit (+9 kVA bidirec-
tional inverter), a programmable load (0—1 kW), and an OPAL-
RT real-time simulator that represents an external microgrid
supply. All devices run at 50 Hz, 400 V (line-line). The digital
twin was built using the Pandapower library to model the
electrical network and calibrated with real-world data. The
twin model includes an infinite bus for the grid and buses for
each component (PV, battery, load, OPAL), connected by short
lines that mimic lab cabling. Only steady-state power flow
simulations were performed since the focus is on steady-state
anomalies rather than transients. The twin was carefully tuned
using historical measurements so it could replicate the actual
system’s operating envelope, including empirical means and
variances for voltages, currents, frequency, and power factors.
Outputs were also post-processed with realistic noise and
minor imbalances so that voltage readings oscillate around 230
V with the same subtle variations seen in the lab. This prevents
the twin from being a “perfect textbook” model and makes it
behave like the real system—imperfections included—which
is crucial for training an anomaly detector with realistic data.

B. Digital Twin Residual Enhancement

To boost fidelity further, we applied residual learning with
supervised machine learning to correct systematic errors in
the simulation. A dataset of synchronized readings from both
the physical lab and the twin (under identical conditions)
was collected, covering key signals: three-phase voltages
(V_L1, V_L2, V_L3), currents (I_L1, I_L2, I_L3), per-phase
active powers (P_L1, P_L2, P_L3), and system frequency.
Different operating scenarios (varying PV outputs, battery
charge/discharge states, load levels) were included. Residuals
were computed as: Residual(t) = Physical Measurement(t)
— Twin Simulation(t). These residuals represent simulation
error. Models were trained to predict these residuals using
the twin’s outputs and system inputs, effectively learning the
gap between simulation and reality. Separate models were
developed for each subsystem: Battery Twin Model: Trained
on battery signals to refine battery behavior. Inverter Twin
Model: PV inverter data was used to improve PV subsystem
predictions. Load Twin Model: Corrected outputs based on

measured load usage. Microgrid (Opal) Twin Model: Used all
inputs to correct the entire system collectively. After training,
each model produced corrected outputs as: Twin_corrected
= Twin_raw simulation + Predicted Residual. This provided
outputs that were much closer to real measurements. Evalua-
tion on unseen scenarios used metrics like MAE and RMSE,
along with percentage improvement over raw simulation. A
100% improvement indicates perfect alignment with reality,
0% means no change, and negative values mean performance
worsened. While training/testing was offline with logged data,
the approach could be adapted for real-time online calibration.

C. Attack Injection and Data Preparation

For anomaly detector training, we required both normal and
attack data. Physical system in normal operation data were
treated as normal data, ensuring the detector was trained on
system-accurate inputs. Cyber-attacks were simulated by in-
jecting anomalies into a copy of this dataset. Examples include
sudden spikes/drops in sensor readings, biased voltage/current
signals, stuck-at values, or other invalid deviations. Some
anomalies were subtle (stealthy, within plausible ranges) while
others were obvious extremes, creating a diverse attack set.
Anomalies spanned all subsystems (e.g., false PV readings,
incorrect battery states, frequency errors) and replaced 5-10%
of the dataset, so training was mostly on clean data. Labels
were kept for evaluation but not used in training since a
one-class model relies only on normal data. Importantly,
all attacks were introduced at the data stream level of the
twin (inputs/outputs), not via hardware tampering, providing
a controlled environment for detection and response tests.

D. Machine Learning Anomaly Detection

We implemented an unsupervised anomaly detection mod-
ule that monitors the digital twin’s data feed. Several algo-
rithms were evaluated: Isolation Forest (IF), One-Class SVM
(OCSVM), Local Outlier Factor (LOF), Elliptic Envelope (ro-
bust covariance), Principal Component Analysis (PCA) based
anomaly detection, Histogram-Based Outlier Score (HBOS),
and k-Nearest Neighbors (kNN) outlier detection. Each model
was trained on the physical system in the normal operation
data dataset for each component. That is, we trained separate
detectors for the Battery subsystem, PV inverter, Load, and
Opal (microgrid). This component-wise approach recognizes
that standard behavior profiles differ across subsystems. Train-
ing a one-class model involves tuning hyperparameters to
balance sensitivity and false alarms. For OCSVM, we used
a radial basis function (RBF) kernel and tuned the parameter
(which roughly sets the expected fraction of outliers) to
around 0.05 (5%) based on validation data. This meant the
OCSVM would flag roughly the top 5% deviating points
as anomalies, aligning with the known attack injection rate.
Similar contamination or threshold parameters were set for the
other models (e.g., LOF, Elliptic Envelope) to ensure a fair
comparison in terms of how many points they flag. During
testing, each model produced an anomaly score or binary
classification for each incoming data sample. We computed
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Fig. 1. Complete system overview

standard classification metrics against the ground truth labels
of injected vs. normal points: Accuracy, Precision, Recall,
and Fl-score. These metrics were calculated per subsystem to
gauge detection performance in different operating contexts.
For brevity, our discussion focuses on Fl-score as a balanced
indicator of detection efficacy. The models performance on the
test data revealed that certain algorithms consistently outper-
formed others. In particular, the OCSVM emerged as the top or
near-top performer across most components, aligning with our
expectations from prior works. In our final system deployment,
we chose the OCSVM as the primary detector for its overall
best performance and conceptual advantages discussed earlier.
(In cases where other models tied or excelled marginally —
e.g., kNN and PCA on the battery — the difference was small,
and OCSVM offers a well-defined decision boundary useful
for interpretability.)

E. Blockchain Logging and Security Layer

The final layer of our architecture is the permissioned
blockchain for secure logging. We set up a small Hyperledger
Fabric network with two organizations (simulating, for exam-
ple, a utility company and a regulator, both of whom have an
interest in the anomaly records). The Fabric network comprises
multiple peer nodes and an ordering service using the Raft
consensus protocol. We developed chaincode (smart contract)
in Go that defines an Anomaly Log asset and transactions
to record anomalies. When the anomaly detector flags a
data point as suspicious, the system immediately submits
a LogAnomaly transaction to the blockchain network. The
chaincode was designed with key features: it records details
of the anomaly (timestamp, component, measured values,
detection confidence, etc.) and attaches a cryptographic hash
of the data for integrity. Each anomaly record is indexed by
component and time to allow quick queries (e.g., retrieve

all anomalies for the battery subsystem). Security Configu-
rations: We leveraged several of Hyperledger Fabric’s security
mechanisms to ensure the logging system is robust against
tampering: an endorsement policy requiring endorsement from
both organizations’ peers was set for the LogAnomaly trans-
action. This means an anomaly entry is only added if peers
from independent orgs vouch for it, preventing a compromised
insider from unilaterally inserting or deleting records. All
transactions are identity-authenticated using X.509 certificates
for clients, and each anomaly entry is digitally signed and
included in a block with a hash chain linking to previous
blocks (ensuring immutability). The ledger is replicated across
peers in both organizations, providing fault tolerance — even
if some nodes are down or compromised, the anomaly log
persists on others. Access control is enforced so that only
permissioned members (e.g., grid operator, regulator) can
query anomaly data. Fabric’s inherent immutability guarantees
that once an anomaly is recorded on-chain, it cannot be altered
or erased without detection. This immutable audit trail is
crucial for post-incident investigations — for example, if a false
data injection attack is attempted at a certain time, the forged
readings and their timestamps will be permanently recorded
on the ledger for forensic analysis.

F. Integration and Workflow

Figure 1 illustrates the integrated system workflow. The
digital twin continuously receives live data from the physical
sensors and produces a synchronized simulation output. The
residual correction model (if deployed online) adjusts these
outputs to improve accuracy. The anomaly detector (OCSVM)
monitors the twin’s output (or input) streams in real-time.
Under normal conditions, data flows through to operators or
control systems as usual. If an anomaly is detected — e.g., a
sudden unexplained jump in load measurements indicative of
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an FDIA — the detector module flags it and immediately in-
vokes the blockchain client SDK to propose a new anomaly log
transaction. The anomaly (with metadata) is then committed to
the Fabric ledger after endorsement and ordering. The presence
of the blockchain layer does not prevent real-time control
actions; it operates asynchronously. In practice, the detection
alert can also be used to trigger mitigation responses (such
as ignoring a suspected false reading or switching to a safe
mode), but in this work, we focus on detection and logging.
The blockchain serves as a forensic memory, ensuring that
even if an attacker were to clear or falsify logs in the central
SCADA system, the distributed ledger retains evidence of the
anomaly. We also carefully evaluated the performance: logging
one anomaly per transaction achieved latencies of around half
a second, and in stress tests, a batch of 100 anomalies took
only a few seconds to commit, confirming the approach is
viable for near-real-time requirements.

RESULTS AND DISCUSSION
G. Digital Twin Fidelity

We first assess the baseline accuracy of the digital twin
in replicating the physical system’s behavior, and then the
improvements achieved by the residual learning enhancement.
The twin achieves an exact match in steady-state bus voltages
(all phase voltage ratios = 1.000) and closely matches fre-
quency (50.001 Hz vs physical 49.122 Hz). However, notable
discrepancies appear in currents and power: the twins’ battery
currents differ by up to 13% from the physical (e.g., I_L3:
0.482 A vs 0.554 A), and it underestimates the battery’s
three-phase active power by 15-18%. This indicates the initial
Pandapower-based twin, while good for voltages and fre-
quency, did not perfectly capture the battery’s current draw
and output power — likely due to simplifications in the battery
model (e.g., not modeling all internal losses or dynamics).
The PV Inverter subsystem shows much tighter agreement.
The twin and physical PV readings are nearly identical across
all metrics: phase voltage ratios 0.998 (difference j0.2%),
currents 2.12 A each with {0.3% difference, and active powers
matching within 0.1%. The twin correctly reflected the PV
inverter exporting 465 W per phase (negative sign indicating
power injection), almost exactly as observed, and frequency
was spot on at 50.001 Hz. This high fidelity for the PV
is attributed to effective calibration of the inverter model
and static generator in Pandapower, yielding an excellent
digital replica. The Load subsystem results likewise show good
agreement for voltages and frequency (ratios 1.0), but because
the absolute load was very small (tens of watts or fractions of
an ampere), even tiny absolute differences manifest as large
percentage errors. For instance, physical load current 0.137 A
vs twin 0.030 A on one phase yields a ratio 0.216 (an apparent
78% underestimation). In absolute terms, the difference is only
0.107 A, but it appears large relative to the near-zero load.
Similarly, one phase current was overestimated (0.232 A vs
0.137 A, ratio 1.696). These variations are carried into the
computed load power, with one phase’s power being 7.5%
high and another 3.4% low. Such divergences at very low loads

highlight the twin’s sensitivity; minor model uncertainties can
cause relatively large percentage swings when the true values
are near zero. Finally, the Opal/Microgrid subsystem exhibited
close correspondence overall: the twin slightly overestimates
currents (1.758 A vs 1.677 A, 4-5% high) and consequently
power (twin shows about 1.045-1.050 times the physical
power export). Despite this bias, the variations (standard devi-
ations) of all measurements are almost identical between the
twin and reality, indicating the twin captured not only the mean
operating point but also the fluctuation range of the microgrid.
In summary, the baseline twin was highly accurate for grid
voltage and frequency, and reasonably accurate for currents
and power with some component-specific errors. These results
instill confidence that the twin can serve as a proxy for the
real system’s normal behavior, while also pointing to where
improvements are needed (e.g., battery current modeling).

H. Enhancement via Residual Learning

Incorporating real data through the residual ML models
substantially improved twin fidelity for most components. The
Battery twin model, interestingly, did not yield improvement
— in fact, it degraded accuracy. With only battery-related
features, the model appeared to overfit noise or mis-adjust the
simulation. The result was an average MAE increase of about
186% (i.e., error nearly tripled) for the battery signals. We
include this negative result for completeness: it suggests that
the battery’s behavior in isolation was too subtle or complex to
learn with the given data. Minor mismatches (e.g., due to bat-
tery internal resistance or state-of-charge effects) might have
been drowned out by noise, causing the model to introduce
erroneous corrections. This underscores that adding a single
component’s data in isolation might not always improve the
twin; a holistic approach may be needed. In contrast, the In-
verter twin model achieved a moderate but clear improvement.
It reduced the PV inverter subsystem’s MAE by roughly 20%
on average (with a similar 22% reduction in RMSE). Currents
benefited the most — the inverter twin cut current measurement
error by about 23-26%, reflecting that it learned to account
for real-world inverter dynamics or losses not in the base
simulation. Voltage predictions were already very close, but
two of the phase voltages saw 5% MAE improvement. Overall,
while the base twin was already excellent for the inverter,
the residual model fine-tuned it further, especially improving
current accuracy. The Load twin model yielded a large jump
in accuracy. By training on the actual load measurements, the
twin’s average error dropped 42% MAE (40% RMSE) relative
to the raw simulation. Certain signals improved dramatically —
for example, one phase current error decreased by over 90%,
essentially aligning the twin’s current trace almost exactly with
the real lab data. Phase voltages, which had small errors to
begin with, saw about 30% error reductions with the load
model. These substantial gains suggest that the Pandapower
simulation’s handling of loads had notable uncertainty; the
twin initially didn’t perfectly capture how small load changes
affect the system. By feeding actual load data into the model,
the twin learned to correct those discrepancies, closely tracking
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TABLE I
PERFORMANCE COMPARISON OF MODELS ACROSS DIFFERENT COMPONENTS

Component | Best Accuracy (Model) | Best Precision (Model) | Best Recall (Model) | Best F1 (Model)
Battery kNN (98.9%) kNN (96.6%) kNN (97.7%) kNN (97.1%)
Inverter+PV OCSVM (96.3%) OCSVM (90.7%) OCSVM (90.9%) OCSVM (90.8%)
Load OCSVM (99.4%) OCSVM (98.4%) OCSVM (98.7%) OCSVM (98.5%)
Opal LOF (96.3%) LOF (90.7%) LOF (90.9%) LOF (90.8%)

the real system’s response to load variations. This result
demonstrates the value of integrating live load measurements
into a power system’s digital twin — load is a major driver
of system state, and even modest misestimations can be fixed
with such data-driven calibration. Finally, the Microgrid (Opal)
twin model provided the most impressive improvement. The
overall MAE across signals dropped by 56.5% (from an
average of 54.2 in base sim to 23.6 in twin), and RMSE by
49%. Virtually all signals — three-phase voltages and currents
— saw an order of 50-60% error reduction. Even though
the base twin was already quite good for voltages/frequency
(within 2% as noted), the full-system model cleaned up much
of the remaining error and also significantly corrected the
power flow bias in the Opal subsystem. In fact, a major
discrepancy in the base model was the Opal power flow:
the simulation often assumed a higher export power than
reality (essentially overestimating how much the OPAL-RT
source was supplying). The residual model recognized this
and adjusted the twin’s power predictions closer to actual
import/export values. After enhancement, the twin’s represen-
tation of the microgrid was much more faithful, both in steady
magnitudes and in dynamic response. In summary, except
for the isolated battery case, the residual machine learning
calibration substantially improved twin accuracy, especially
when using comprehensive system data. The enhanced twin
provides a more precise normal behavior profile, which is
beneficial for anomaly detection (fewer false positives due to
model error) and for any operational planning that uses the
twin.

1. Anomaly Detection Performance

We evaluated the anomaly detection across the four sub-
systems using the test dataset with injected attacks. The key
metrics for the best-performing models are compiled in Table
1. Overall, the OCSVM, kNN, and PCA detectors performed
exceptionally well, each achieving high true positive rates
and low false positives on most components. For the Battery
data, OCSVM, kNN, and PCA all attained nearly identical
performance, with F1 of 0.97. For instance, OCSVM caught
87% of injected battery anomalies with only 3% false alarm
rate. This corresponds to confusion matrix counts of about
76 true positives out of 87 attacks, and 12 false positives
out of 350 normal points. Such performance — over 96%
precision and 96% recall — indicates the top models effectively
learned the normal battery behavior and detected even subtle
deviations. Simpler algorithms didn’t fare as well: for example,

Histogram-Based Outlier Score (HBOS) only detected 37% of
battery anomalies and produced many false alarms (precision
36%), showing the difficulty of a univariate approach on
complex multi-sensor data. Isolation Forest and LOF were
intermediate, catching roughly 50-66% of anomalies with
some false positives. Similar trends were observed in the other
subsystems. For the PV Inverter data, OCSVM emerged as the
top model with F1 of 0.91. It detected over 90% of the false
data injections on inverter measurements while keeping false
alerts low. The PV twin’s high fidelity made the anomalies
(such as fabricated PV output readings or voltage deviations)
relatively easier to spot as outliers. The Load subsystem, which
normally operates at near-zero load, was extremely sensitive
to anomalies — any significant non-zero reading outside the
learned tiny range was flagged. OCSVM achieved F1 0.985 on
load data, essentially near-perfect detection. This is expected,
as any false load injection (e.g., a fake surge of several kW)
is a large deviation from the baseline of only tens of watts;
all models found load attacks easy to detect due to the clear
separation between normal and abnormal in that case. For
the Opal (microgrid) subsystem, which had the lowest twin
fidelity initially, the detection was slightly more challenging.
Interestingly, the LOF algorithm performed best on Opal data
with F1 of 0.908, marginally above OCSVM and kNN (each
of which was “equally close” to LOF’s performance). LOF’s
strength on Opal could be due to its local density focus, which
might handle the twin’s bias better. Even so, an F1 of 0.90
means around 90% of anomalies were caught. Specifically,
many anomalies in the Opal signals involved abnormal power
flow readings or frequency disturbances; these were detected
reliably despite the twin’s baseline error, because our detectors
were trained on actual twin outputs (biased as they were).
This emphasizes a benefit of our approach: even if the twin
isn’t perfect, as long as its normal deviations and biases are
consistent, the one-class model can still identify points that
deviate from that norm (including those biases). In practice,
improving the twin helped detection — the residual-corrected
twin for Opal meant fewer false positives for the detector.
Across all components, the One-Class SVM provided a bal-
anced high performance, making it an ideal single choice for
deployment. OCSVM’s ability to form a tight boundary around
normal data made it conservative against false alarms while
still catching the vast majority of attacks. Notably, OCSVM
(as well as kNN and PCA) produced near-diagonal confusion
matrices for each subsystem, indicating robust detection across
multiple attack types. For example, in the battery case, the
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OCSVM had 76 true positives vs 11 false negatives, and 338
true negatives vs 12 false positives — an excellent balance.
Meanwhile, models like HBOS or Isolation Forest showed
scattered matrices with many misclassifications. These detailed
results confirm that our anomaly detection approach (training
on twin data and injecting test anomalies) was effective, and
validate the selection of OCSVM as the primary detector going
forward.

J. Blockchain Logging Outcomes

We next examine the performance and security outcomes
of the Hyperledger Fabric anomaly logging component. The
Fabric network consistently achieved low-latency commits for
anomaly records. In single-anomaly transactions (the common
case when anomalies are infrequent), the end-to-end commit
time — from proposal to ledger write — was approximately
0.5 seconds on average. This is fast enough for near-real-time
requirements, meaning the anomaly is on-chain almost imme-
diately after detection. In scenarios with bursts of anomalies,
we used the chaincode’s batch logging capability (grouping
multiple anomaly events into one transaction). Even in a
worst-case test of 100 anomalies batched, the commit latency
was only around 2-3 seconds. This demonstrates that the
system can handle events at the speed of grid dynamics
(which typically operate on the order of seconds or longer
for control decisions). Throughput was not a bottleneck in our
relatively small network; prior research indicates Fabric can
handle hundreds of transactions per second easily in similar
settings, and our design doesn’t generate an excessive volume
of transactions (only when anomalies occur). From a security
standpoint, the implementation of blockchain added a strong
layer of resilience. In our deployment, these translated to
concrete protections: the endorsement policy requiring two
organizations ensured that a rogue operator or compromised
node in one organization could not manipulate the anomaly
log. For instance, if an insider at the utility tried to delete or
alter an anomaly record to hide an incident, the modification
would be rejected because it wouldn’t satisfy the endorsement
policy (the regulator’s peer would not endorse a tampered
transaction). The cryptographic integrity of the ledger (hash-
linked blocks and signature validation) makes any on-chain
tampering practically impossible — any attempt to change
a logged anomaly would break the chain and be immedi-
ately detected by all peers. We confirmed this immutability:
anomaly entries once written could not be altered even by
an admin without invalidating ledger hashes. The ledger thus
serves as an immutable audit trail. To illustrate, consider a
false data injection attack on the load readings where an
attacker briefly fakes a high load. Our system would detect
it (OCSVM flags the deviation) and record it on-chain. Even
if the attacker then stops the attack and the system returns
to normal, the event is permanently stored with a timestamp
and details. The attacker (or even a malicious insider) cannot
erase this evidence. This immutability addresses a key aspect
of cyber resilience — forensics and accountability. Any future
investigation or compliance audit can trust the blockchain

records to determine what happened. Moreover, access control
in Fabric ensured that sensitive anomaly information was
only visible to authorized parties (in our case, we configured
that only the utility and regulator org members could query
the full anomaly history, protecting data from exposure to
outsiders). The blockchain layer did not hinder the digital
twin’s performance; it operated in parallel, logging events
without interfering with detection or the twin’s simulation. Our
analysis of CPU and network usage indicated that the overhead
of signing and committing anomaly transactions was minimal
on the scale of our system. This is consistent with other
studies that have reported Fabric can be integrated into IoT
and control systems with manageable overhead. In summary,
the blockchain provided high-integrity, distributed logging of
anomalies with negligible impact on speed, fulfilling its role
as the tamper-resistant memory of the system.

CONCLUSION

In this paper, we presented a comprehensive cybersecurity
solution for digital twin applications in smart grids, addressing
the prominent risks of false data injection and data tampering.
We demonstrated that enhancing the digital twin’s fidelity
using residual machine learning models greatly improves the
twin’s credibility and the effectiveness of subsequent security
measures. On this foundation, a One-Class SVM anomaly
detector was able to identify integrity attacks on the twin’s
data streams with high precision — achieving 90-99% F1-
scores in detecting a variety of injected false data points across
different subsystems. Finally, by integrating a Hyperledger
Fabric blockchain, every detected anomaly is immediately
recorded on an immutable, distributed ledger, ensuring that
the system’s security events are tamper-proof and auditable.
The hybrid approach proved effective: the machine learn-
ing component caught subtle attacks in real-time, while the
blockchain component guaranteed end-to-end data integrity
(both in operation and in logs) without imposing undue
latency. The outcome is a resilient digital twin architecture
that not only faithfully represents the physical system un-
der normal conditions but also robustly defends against and
records malicious data manipulations. We have shown that
the confluence of digital twin technology, anomaly detection,
and blockchain can significantly raise the bar for attackers
— anomalies are detected swiftly, and any malicious activity
cannot be erased from history. This contributes to the overall
safety and trustworthiness of smart grid operations, as the twin
can be confidently used for monitoring and control knowing
that attacks will be pinpointed and preserved for response.
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ABSTRACT

The accelerated adoption of Generative AI (GenAl) systems,
particularly large language models (LLMs) has introduced
cybersecurity risks that exceed the scope of traditional
governance frameworks like NIST CSF and ISO/IEC 27001.
This paper presents a comprehensive evaluation of these
governance gaps and proposes the Minimal Al Information
Security Control Set (M-AI-ISCS)—a hybrid control set that
integrates  Al-specific  safeguards with  established
cybersecurity standards. Developed through Design Science
Research (DSR), the control set addresses emerging threats
including prompt injection, data leakage, model inversion,
and adversarial manipulation. Scenario-based testing in
healthcare and fintech domains assesses the control set’s
effectiveness, feasibility, and regulatory alignment. Results
indicate that while certain controls—such as continuous
monitoring and incident response—are universally critical,
others require domain-specific adaptation, including ethical
guardrails and privacy protection in healthcare, and
adversarial detection and API security in fintech. The
findings  demonstrate  that M-AI-ISCS  improves
organizational ~ preparedness, enhances  regulatory
compliance, and strengthens operational resilience in GenAl
deployments.

Keywords— Generative Al (GenAl), Cybersecurity Governance,
Compli Risk Manag t Frameworks, ISO/IEC 27001,
NIST CSF, NIST AI RMF, ISO/IEC 42001, Compliance.

I. INTRODUCTION

The accelerated deployment of generative Al (GenAl)
systems, particularly large language models (LLMs) like
ChatGPT, LLaMA, and Claude, has fundamentally shifted the
risk landscape in cybersecurity. These models, now integral to
operations in sectors from finance and healthcare to legal
services and content creation, generate outputs that are not
only innovative but also unpredictable, amplifying
vulnerabilities in ways that traditional governance
frameworks may not anticipate.

[1] and [2] state that the adoption of GenAl in critical
workflows has gone ahead of the maturation of security
standards, leaving users vulnerable to threats combining
technological savvy and human exploitation. The disconnect
exists most explicitly in the inability of current frameworks to
cover the specific risks in GenAl like as prompt injection,
model inversion, data leakage from training sets, and
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adversarial manipulation [3], [4]. Standards such as ISO/IEC
27001 provide a flexible, risk-based approach, enabling
organizations to categorize Al systems as information assets
but are not capable of having prescriptive control measures
specific to the probabilistic nature of GenAlI where the output
can change due to incremental changes in the input or hidden
biases. [5] cites this weakness, in that without special
guidance, the type of risks such as adversarial manipulation in
which attackers design the input to deceive the models are not
yet adequately controlled. Likewise, the NIST Cybersecurity
Framework (CSF) calls out functions such as Identify and
Protect but in the nature of its framework assumes
deterministic systems, for which it has difficulty coping with
the adaptive behaviors in GenAl described by [6] as an
inherently dynamic and difficult to bound system. Such
weaknesses in high-risk contexts, such as financial decisions
or diagnosis in healthcare, could result in catastrophic
outcomes ranging from the theft of proprietary algorithms to
wrongful output leading to reputational or legal damage.

This paper presents a scenario-based evaluation of the
Minimal Al Information Security Control Set (M-AI-ISCS), a
governance toolkit developed to mitigate risks associated with
generative Al deployment. While the control set was derived
from a broader Design Science Research (DSR) project, this
study focuses specifically on testing its applicability and
effectiveness through two representative scenarios—one in
healthcare and one in fintech. These scenarios simulate
realistic adversarial attacks and operational conditions,
highlighting the practical relevance and domain-specific
performance of the proposed controls.

II. LITERATURE REVIEW

A. Cybersecurity Governance Frameworks

Cybersecurity governance frameworks such as the NIST
Cybersecurity Framework (CSF) and ISO/IEC 27001 have
long served as foundational instruments for managing
information security risks across sectors. Their structured
methodologies which consist of comprehensive risk
assessments, asset prioritization, threat evaluation, and
incident response are well established for traditional IT
environments. However, their ability to address the distinctive
challenges posed by artificial intelligence (AI), especially
GenAl systems, remains limited [3], [4].

While NIST CSF offers modularity and flexibility
beneficial to risk monitoring and incident response, it
overlooks specific provisions for Al-centric threats such as



prompt injection, data poisoning, and model evasion. On the
other hand, ISO/IEC 27001 supports structured compliance
processes through its Plan-Do-Check-Act (PDCA) cycle and
is widely adopted for certifiable governance. Yet, its firmness
and lack of adaptability make it not suitable for the fast-paced
evolution of GenAl systems [7]. The introduction of ISO/IEC
42001, a dedicated Al management system standard, marks
significant progress, yet its coverage of generative Al risks
remains incomplete [4].

Framework Strengths in Al Contexts Limi in AI Contexts

ISO/IEC 27001

- Structured ISMS with risk
assessment methodology [3]

- Globally recognized
certification supports trust and

- Lacks explicit Al-specific
risk controls

- Static controls do not adapt
to Al learning or evolution [4]

ISO/IEC 27002

- Detailed control guidance for
ISO/TEC 27001

- Flexibility in tailoring to
organizational context

- Not designed with Al threat
models in mind

- No support for
explainability, human
oversight, or model
monitoring

NIST CSF

- Modular and technology-
neutral

- Five-function model aligns
well with risk management
processes [6]

- Voluntary, lacking
prescriptive depth

- Inadequate provisions for
generative Al risks like
hallucinations or prompt

injection [4]

Table 1 Summarizes the strengths and limitations in AI context

These limitations highlight the urgency for Al-aware
adaptations of traditional cybersecurity frameworks to
accommodate the emergent threat landscape associated with
advanced Al technologies. NIST CSF’s flexible design better
supports iterative Al deployment and contextual risk analysis,
whereas ISO/IEC 27001°s emphasis on compliance may
hinder responsiveness to dynamic threat landscapes.
Importantly, neither framework fully considers the
probabilistic nature or evolving behavioral dynamics of
GenAl models, reinforcing the need for integrated Al-specific
governance mechanisms.

B. Generative Al Risks

The integration of generative Al (GenAl) systems,
particularly large language models (LLMs) such as ChatGPT,
LLaMA, Claude, and Gemini has introduced new dimensions
of cybersecurity risk within digital systems. Unlike traditional
software governed by deterministic logic, GenAl systems are
probabilistic, learn from continuously evolving datasets, and
are embedded in complex sociotechnical contexts. These
characteristics generate risks that are underrepresented in
conventional governance tools such as NIST CSF and
ISO/IEC 27001.

Key risk categories include prompt injection, adversarial
prompting, model evasion, and training data extraction [2].
These methods exploit vulnerabilities in AI models to
manipulate outputs, degrade accuracy, or exfiltrate sensitive
training data [5]. These threats introduce new vectors of attack
and ethical concerns, often leveraging the opacity of model
internals and user over trust in Al outputs. Adversaries now
employ role-based manipulation and “jailbreaking”
techniques to elicit harmful content, bypass filters, or subvert
operational rules [8], [9]. Further technical threats such as
model inversion and membership inference pose data
confidentiality challenges, enabling attackers to reconstruct or
infer sensitive training data, often in violation of privacy
mandates [6]. These attacks have critical implications for
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GDPR compliance and Al ethics, particularly in high-stakes
environments like healthcare, finance, and public safety.

Traditional governance frameworks are ill-equipped to
model or mitigate these Al-specific threats. Both NIST CSF
and ISO/IEC 27001 lack built-in mechanisms for AI model
lifecycle monitoring, bias detection, or post-deployment
adaptation. Newer frameworks such as NIST AI RMF and
ISO/IEC 42001 attempt to address these limitations, but their
integration into enterprise risk workflows remains uneven and
lacks harmonized operational tooling. This gap presents a
challenge to organizations seeking comprehensive and
responsive governance over GenAl deployments.

C. Al-Specific Standards

To address the gaps in traditional frameworks, dedicated
standards have emerged to address the unique risks and
lifecycle considerations of Al. Notably, the NIST AI Risk
Management Framework (AI RMF) and ISO/IEC 42001 are
positioned to guide organisations through Al-specific risk
governance, offering structured models aligned with
principles of transparency, fairness, accountability, and
robustness. The NIST AI RMF organises risk management
activities into four functional pillars and introduces a
sociotechnical lens that prioritises context-aware risk
assessment and stakeholder engagement [1]. It aligns closely
with the EU Al Act compliance, particularly Articles 8 and 9
[10]. However, its guidance remains largely abstract, and it
lacks prescriptive controls for GenAl risks such as adversarial
prompting, training data leakage, or model drift. In practice,
organizations require clearer interoperability between Al-
specific frameworks and cybersecurity standards to ensure
end-to-end coverage of Al risks.

While the AI RMF and ISO 42001 are promising, they
must be operationalised through maturity —models,
interoperability ~ guidance, and stronger enforcement
mechanisms. In practice, organizations will benefit from
hybrid models that integrate both traditional and Al-specific
standards that translate these high-level standards into
actionable governance practice [1]

D. Regulatory Landscape

The evolving regulatory landscape reflects increasing
recognition of the systemic risks posed by generative Al In
particular, the European Union Artificial Intelligence Act
(EU AI Act), a landmark legal instrument, introduces a risk-
tiered framework for AI regulation and imposes stringent
obligations on high-risk systems. Under Articles 8-15, the
Act mandates the implementation of risk management
systems, data governance, technical robustness, transparency,
and human oversight. It also recommends alignment with
established security frameworks such. As such, regulatory
compliance now requires a layered approach that merges
information security controls with Al governance protocols
[10].

Simultaneously, the General Data Protection Regulation
(GDPR) continues to play a central role in shaping data
protection obligations in the context of AL Core provisions
on lawfulness (Art. 6), data minimization (Art. 5), and
automated decision-making (Art. 22) apply directly to
generative models that collect, infer, or output personally
identifiable information. Threats such as training data



leakage and model inversion can violate the confidentiality
and integrity principles outlined in Article 5(1)(f), placing
organizations at risk of significant penalties [8]. Regulatory
convergence is accelerating, but a gap remains between legal
requirements and their technical operationalization.
Frameworks like ISO/IEC 42001 and NIST AI RMF to offer
regulatory =~ mappings,  impact  assessments, and
documentation protocols tailored to generative Al Yet
practical tools and enforcement pathways are still
underdeveloped.

E. Governance Gaps for Novel Threat Surfaces

The accelerated deployment and adoption of generative
Al systems have exposed critical governance gaps in existing
cybersecurity governance frameworks, which were primarily
designed to address traditional IT risks rather than the
probabilistic, evolving, and opaque nature of Al-specific
threats [1]. Standards such as ISO/IEC 27001 and the NIST
Cybersecurity Framework (CSF) lack explicit provisions for
novel AI attack vectors including prompt injection, model
poisoning, and leakage of sensitive training data [11]. These
outlier present unique challenges for risk assessment,
traceability, and incident response [12], [13]. These emerging
threats exploit the probabilistic and adaptive nature of
generative Al models, posing challenges to conventional
security approaches that assume static asset boundaries and
deterministic behaviour [14]. Lee, Kim, and Whang (2025)
categorize generative Al risks into systemic misuse, content
safety, societal impact, and legal/rights-related risks,
emphasizing AI’s ability to produce harmful outputs across
modalities such as text, images, and video, that threaten
service integrity and public trust. They demonstrate that
traditional cybersecurity frameworks lack mechanisms to
address these evolving vulnerabilities, such as prompt
injections, data leakage, and algorithmic bias, underscoring
an urgent governance deficit [15].

Shared to these studies is consensus that existing
governance frameworks cybersecurity and regulatory are ill-
prepared for these dynamic, multi-sided risks presented by
generative Al. Propounded solutions converge upon:

e Developing continuous, real-time risk monitoring and
adversarial testing pipelines integrated with traditional
ISMS and risk management systems [16], [17]

e Embedding human oversight and explainability
mechanisms to enhance transparency, trust, and
accountability [18], [19]

e Implementing unified Al TRiSM frameworks that align
trust, risk, and security governance across the Al
lifecycle [20]

e Advocating for adaptive, experimental regulation that
balances innovation and safety while fostering
international cooperation [13], [14]

e Enhancing cross-disciplinary collaboration to address
technical, ethical, and legal challenges holistically [19],
[20]

F. Role of MITRE ATLAS in Al Adversarial Taxonomy

MITRE ATLAS (Adversarial Threat Landscape for Al
Systems) provides a common repository for finding and
mitigating threats in artificial intelligence systems that are

adversarial, particularly those related to those involving
generative Al models. Constructed from within the very

foundation of what is in the MITRE ATT&CK framework,
ATLAS zeroes in specifically on Al system vulnerability and
provides a formal methodology for documenting mappings of
TTPs in an adversarial nature at different stages in an Al
lifecycle such as training, inference, and post-deployment
stages [21]. As a newer repository which continues in its
expansion, ATLAS classifies TTPs for exploitation in Al
system vulnerability and differs significantly from legacy
cybersecurity ~ conceptualizations such as MITRE
ATT&CK®, which are for use with legacy IT infrastructures.
Through its classification of security professionals on
specific risks such as those involving data poisoning, model
inversion, and input crafting as an adversarial input, ATLAS
provides information on an actionable nature involving
means defences can strengthen [22]. Through its enumeration
of the typical adversarial behaviours employed in exploiting
an Al model, in particular those involving those of a
generative  nature, ATLAS allows  cybersecurity
professionals in mitigating risks in an Al lifecycle better

III. METHODOLOGY

This study adopts Design Science Research (DSR) as its
all-encompassing methodological approach, which provides a
robust framework for addressing complex, emergent problems
by systematically designing, constructing, and evaluating
innovative artefacts. DSR is particularly well suited for
contexts where the goal is to develop, test, and refine
innovative artefacts that address real-world problems while
contributing to scientific knowledge which in this case, a
unified cybersecurity governance toolkit adapted to manage
risks in Generative Al (GenAl) systems. This approach
transcends purely explanatory research by blending
theoretical rigour with practical relevance, aligning with
Peffers, K DSR methodology model [23]. DSR is distinctively
positioned at the intersection of theory and practice, it
integrates abductive, deductive, and inductive reasoning to
guide iterative design, systematic evaluation, and theory
building [24].
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Figure 1: Design Science Research

For the purpose of this conference paper, the focus is on
evaluating the effectiveness of the developed control set using
scenario-based testing. The control set integrates Al-specific
governance mechanisms from NIST Al RMF and ISO/IEC
42001 into traditional cybersecurity frameworks (NIST CSF
and ISO/IEC 27001), targeting critical GenAl risks such as
prompt injection, model poisoning, adversarial prompting,
and training data leakage.

A. Artefact: Minimal AI Information Security Control Set

(M-AI-ISCS)

The primary artefact developed in this study is the

Minimal AI Information Security Control Set (M-AI-ISCS).
The control set integrates governance, technical, operational,
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and ethical dimensions to provide a structured framework for
managing risks associated with Generative Al deployment.
The Minimal Al Information Security Control Set (M-Al-
ISCS) is structured around three core principles. First, it
emphasizes risk mitigation by addressing Al-specific threats
such as adversarial attacks, model backdoors, and data
leakage. Second, it focuses on regulatory compliance to
ensure alignment with applicable laws and standards
governing Al use. Third, it prioritizes operationalization,
aiming to design practical and adaptable controls that can be
effectively implemented in real-world AI deployment
scenarios. This control set is aligned with the Al-specific
overlays and existing cybersecurity frameworks, and is
categorized into three primary groups:

Governance & Management Controls

Control

Description

Al-Specific Focus

ensure model output
validity.

(e.g., backdoor
implantation).

Differential Privacy
for Model Outputs

Apply differential privacy
techniques to limit
sensitive data exposure
during inference.

Protects sensitive data from
inference attacks and data
leakage by ensuring that
individual data points
cannot be identified.

Table 3: Technical Controls

Operational Controls

These controls assist in making sure that the systems of Al

are adequately controlled, tested, and monitored throughout
their lifetime. They assist in realizing the continuous security,
fairness, and ethical control of the deployed models of Al

These controls focus on policy, oversight, and compliance
for Al systems to be constructed, maintained, and monitored
securely. Effective governance for models using Al requires
efficient accountability frameworks, risk management, and

regular audits.

Control

Description

AI-Specific Focus

Continuous
Monitoring of Al
Models

Implement continuous real-
time monitoring to detect
abnormal behavior,
performance issues, or
adversarial activity.

Focuses on monitoring AT
model behavior during
deployment to prevent
misuse and detect
malicious activity.

Control

Description

Al-Specific Focus

Al Risk Governance

Establish an Al-specific

Formalizes responsibility

and ethical implications of
Al models.

Framework risk governance framework | for Al risk management
to manage Al-specific across departments.
threats.
Model Risk Perform regular risk Ensures models are free
A & and audits to from biases, vulnerabilities,
Auditing evaluate security, fairness, and alignment issues.

Al Transparency &

Create policies for

A ) Policy

y in Al system

design, data handling, and
decision-making processes.

Focus on ensuring Al
systems provide
explainability and are
auditable.

Al Compliance with
Regulations

Implement processes to
ensure compliance with EU
Al Act, GDPR, and other
Al regulations.

Controls for data privacy,
fairness, and accountability
in AT models, ensuring
compliance with regulatory
standards.

Table 2: Governance & Management Controls

Technical Controls

These controls target the technical means required for

A q
Vulnerability
Scanning for AT
Models

Perform automated
scanning of Al models and
infrastructure for
vulnerabilities.

Identifies vulnerabilities
like data poisoning, model
theft, and backdoor
creation, ensuring proactive
risk management.

Ethical Guardrails &
Model Fail-safes

Develop and implement
ethical guardrails to prevent
Al models from generating
harmful, toxic, or
misleading outputs.

Introduces safeguards to
mitigate toxic content
generation (e.g., hate
speech, misinformation).

Regular Al Model
Audits & Revisions

Conduct regular audits and
revisions to ensure
compliance with ethical
guidelines, performance
standards, and security
policies.

Ensures that Al models
comply with ethical,
security, and performance
benchmarks and remain fair
and accurate over time.

Incident Response &
Model Recovery
Plans

Create incident response
plans and model recovery
protocols in case of
security breaches or model
malfunctions.

Focuses on recovering from
Al-specific failures,
ensuring the continuity and
resilience of Al models
post-incident.

Table 4:Operational Controls

B. Scenario-Based Evaluation
To evaluate the practical effectiveness of the M-AI-ISCS

protecting Al systems against some of the emerging
cybersecurity threats such as adversarial attacks, unauthorized
access, and data exfiltration. They harden the technical
security posture of Al models and make them more resistant
to emerging threats.

Control Description AlI-Specific Focus

framework, two scenario-based tests were conducted in high-
risk operational contexts in healthcare and fintech, where
Generative Al systems are actively deployed. These
scenarios ~ were  selected to  represent  distinct
regulatory, ethical, and technical risk profiles.

e Healthcare Scenario: Assesses risks such as model
leakage, and regulatory ~ non-

Adversarial Attack
Detection &
Mitigation

Implement algorithms and
processes to detect and
mitigate adversarial inputs
(e.g., prompt injection, data

Adversarial robustness for
Al systems, including
model re-training and input
sanitization.

poisoning, PHI
compliance.

Fintech Scenario: Focuses on prompt injection, data

poisoning).

Access Control &
API Security

Secure access to sensitive
models and training data
through API security
measures.

Strengthen access controls
for Al models and APIs,
including MFA, rate
limiting, and RBAC.

Model Encryption &
Data Protection

Encrypt Al model
parameters and training
data to protect sensitive
data during training,
deployment, and inference.

Prevents data leakage and
model theft by securing
critical components.

Detects unauthorized
modifications to models

Integrity Monitoring
& Validation

Use integrity checks to
monitor models for
unauthorized changes and

exfiltration, and algorithmic bias.
Each scenario evaluates the framework's ability to identify
relevant threats, apply appropriate controls, and maintain
alignment with applicable standards and regulations.

C. Metrics for Evaluation

The effectiveness of the control set is assessed using three key
metrics:
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Effectiveness: The extent to which the applied controls
mitigated the targeted risks in each scenario.

Compliance Coverage: Extent to which controls satisfy
relevant standards and regulatory requirements.

Feasibility: Practicality and ease of implementation of
controls in real-world operational environments.

Results were documented in structured comparison tables (see
Section IV) to support reproducibility and highlight domain-
specific variations.

IV. SCENARIO DESIGN / IMPLEMENTATION

A. Healthcare Scenario
Scenario Overview
A national healthcare provider deployed a fine-tuned LLM to
automate clinical documentation and patient communication,
integrated with EHR systems on a HIPAA-compliant cloud.
AI System Purpose

e Clinical documentation generation (e.g.,

summaries)

discharge

e  Patient communication via chatbot

e Language simplification for medical terms

Risk Profile

e  PHI leakage through model inference

Inaccurate clinical documentation
Unauthorized internal access
Regulatory non-compliance (HIPAA, GDPR)

This healthcare scenario provides a high-stakes environment
to test the effectiveness of Al-specific governance, security,
and privacy controls. It establishes a robust foundation for
evaluating the M-AI-ISCS control set in a real-world
operational context.

Control Application
The M-AI-ISCS was applied to address these risks:

Privacy Protection: Differential privacy and model
encryption for PHI.

Operational Resilience: Continuous monitoring, auditing,
and model recovery.

Governance & Accountability: Model risk auditing and
transparency policies.

Explainability & Ethical Safety: Ethical guardrails to
prevent misinformation.

Evaluation Insights

The evaluation of M-AI-ISCS controls in the healthcare
scenario demonstrated strong alignment with the sector’s dual
priorities of clinical safety and regulatory compliance.
Controls emphasizing transparency, traceability, and output
validation were particularly prioritized due to the life-critical
nature of clinical decisions. Ethical guardrails and fail-safe
mechanisms were deemed more important in healthcare than
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in fintech, reflecting the higher stakes associated with patient
outcomes. Additionally, the auditability of model outputs was
identified as a key area for future enhancement to ensure
adherence to clinical documentation standards.

B. Fintech Organization Scenario

A fintech startup deployed a GenAl system for real-time
investment advisory, processing user transaction histories,
behavioral data, and market trends.

Al System Purpose
o Personalized investment recommendations
¢ Financial product matching
e Market risk assessments
Risk Profile
e Prompt injection and adversarial manipulation
o Data exfiltration of financial or personal information

e Biased recommendations leading to unfair financial
outcomes

e Compliance nonconformity (GDPR, EU Al Act, financial
conduct regulations)

Control Application
The M-AI-ISCS was applied as follows:

Adversarial Threat Mitigation: Attack detection and API
security.

Privacy Protection: Encryption of sensitive financial data.

Governance & Accountability: Al risk governance
framework.

Operational Resilience:
incident response plans.

Continuous monitoring and

Evaluation Insights

The application of M-AI-ISCS in the fintech scenario
covered 80-90% of critical risk areas, with particular
effectiveness in addressing adversarial and operational threats.
Risks associated with public interfaces required the strongest
mitigation measures, especially given the real-time nature of
financial interactions. Certain controls, such as differential
privacy, were found to have limited relevance in this context.
Recommendations for future enhancement include improving
algorithmic explainability and strengthening financial
traceability protocols to ensure robust and accountable Al-
driven financial advice.

V. RESULTS AND DISCUSSION

This section presents the comparative insights from the
application of the Minimal Al Information Security Control
Set (M-AI-ISCS) across the Fintech and Healthcare
scenarios. By evaluating control performance in two high-
risk, regulated domains, the analysis reveals how contextual
factors such as data sensitivity, deployment models, and
regulatory obligations—shape the prioritization and
effectiveness of Al-specific security controls. The application
of the M-AI-ISCS across two domains—fintech and
healthcare—demonstrated  the  toolkit's  adaptability,



effectiveness, and relevance in mitigating Generative Al-

specific risks. While core control categories remained stable,

their prioritization varied by domain:

e Fintech emphasized adversarial
transparency, and API security.

e Healthcare prioritized data protection, explainability,
and clinical integrity.

robustness,

Comparative Heatmap of M-ALSCS Control Suitability Across Fintech and Healthcare

o \1
S =

en

Figure 2: The relative utility of each M-AI-ISCS control across the
fintech and healthcare scenarios

The heatmap above visually illustrates the relative utility of
each M-AI-ISCS control across the fintech and healthcare
scenarios, providing a clear comparison of control
effectiveness. It supports the analyses presented in scenario
section by highlighting both common and sector-specific
priorities. Controls such as Continuous Monitoring and
Incident Response & Recovery demonstrate high utility
across both sectors, reflecting their critical importance in
managing Al risks. Sector-specific variations are also
evident: in fintech, greater emphasis is placed on Adversarial
Attack Detection and API Security, while in healthcare,
Differential Privacy, Ethical Guardrails, and Model Risk
Auditing are prioritized due to the heightened sensitivity of
patient data and the life-critical nature of clinical decisions.

Control Universally Fintech- Healthcare-
Category Critical Weighted Weighted
Governance & ATIRisk o o
Accountability Governance
Adversarial Adversarial
Threat — Attack —
Mitigation Detection
Privacy Model o Differential
Protection Encryption Privacy
Explainability & o - Ethical
Ethical Safety Guardrails
Operational Continuous . Model
Resilience Monitoring APT Security Validation

Table 5: Comparative control prioritization across Fintech and
Healthcare domains.

The above table presents a cross-sector comparison of the
relative priority of selected controls from the Minimal Al
Information Security Control Set (M-AI-ISCS) as observed
in the Fintech and Healthcare scenarios. It highlights controls
that were universally critical, as well as those that showed
increased relevance within a specific domain. This trend
analysis suggests that while some controls form the
foundation of Al risk management regardless of domain,
others must be emphasized based on sector-specific threats,
compliance obligations, and the societal impact of Al

decisions. These results validate the M-AI-ISCS as a baseline
Al security framework adaptable to sector-specific
constraints and regulatory obligations.

VI. CONCLUSION

This paper presented a scenario-based evaluation of the
Minimal AI Information Security Control Set (M-AI-ISCS),
illustrating  how  existing cybersecurity = governance
frameworks can be adapted to effectively manage the unique
risks posed by Generative Al (GenAl) systems. By applying
the control set to two high-risk, high-regulation domains—
fintech and healthcare—the study demonstrates the feasibility
of tailoring governance mechanisms to address sector-specific
threat profiles and regulatory requirements.

The findings indicate that core cybersecurity principles
such as risk assessment, continuous monitoring, and incident
response can be effectively extended to encompass Al-
specific threats, including prompt injection, model inversion,
and data leakage. In particular, the results underscore the
importance of domain-specific customization. For instance,
fintech environments require a heightened focus on
adversarial threat mitigation and API-level security, while
healthcare scenarios demand stronger controls around ethical
guardrails, differential privacy, and model validation due to
the sensitivity and impact of clinical decision-making.

Furthermore, the scenario-based approach offered
practical insights into the prioritization and integration of Al-
specific controls within existing operational workflows. It
emphasized the value of aligning governance practices with
real-world deployment conditions to support both compliance
and security.

Overall, the evaluation demonstrates that the M-AI-ISCS
offers a viable, adaptable, and pragmatic approach for
enhancing cybersecurity governance in the age of generative
Al The framework not only bridges current governance gaps
but also supports the safe and compliant deployment of GenAl
systems. Future research may extend this approach to
additional sectors and integrate automated assessment tools to
enable scalable, real-time risk oversight across AI deployment
lifecycles.

REFERENCES

[1] R. Dotan, B. Blili-Hamelin, R. Madhavan, J.
Matthews, and J. Scarpino, “Evolving Al Risk
Management: A Maturity Model based on the NIST
Al Risk Management Framework,” Jan. 2024,
[Online]. Available: http://arxiv.org/abs/2401.15229

2] D. Humphreys, A. Koay, D. Desmond, and E.
Mealy, “Al hype as a cyber security risk: the moral
responsibility of implementing generative Al in
business,” A1 and Ethics, vol. 4, no. 3, pp. 791-804,
Aug. 2024, doi: 10.1007/s43681-024-00443-4.

[3] A. Alghamdi, “Comparative Analysis of ISO27001
and NIST CSF,” 2023.

[4] T. R. McIntosh, T. Susnjak, T. Liu, P. Watters, R.
Nowrozy, and M. N. Halgamuge, “From COBIT to
ISO 42001: Evaluating Cybersecurity Frameworks
for Opportunities, Risks, and Regulatory
Compliance in Commercializing Large Language
Models,” Feb. 2024, doi:
10.1016/j.cose.2024.103964.



(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

M. Malatji, “Comparative analysis of adversarial Al
injection attacks: A preliminary study,” in
International Conference on Artificial Intelligence,
Computer, Data Sciences, and Applications, ACDSA
2024, Institute of Electrical and Electronics
Engineers Inc., 2024. doi:
10.1109/ACDSA59508.2024.10467951.

S. Neupane, 1. A. Fernandez, S. Mittal, and S.
Rahimi, “Impacts and Risk of Generative Al
Technology on Cyber Defense,” Jun. 2023,
[Online]. Available: http://arxiv.org/abs/2306.13033
A. CALDER and S. G. WATKINS, “THE ISO
27001 RISK ASSESSMENT,” in Information
Security Risk Management for ISO 27001/ISO
27002, third edition, IT Governance Publishing,
2019, pp. 87-93. doi: 10.2307/j.ctvndv9kx.11.

M. Gupta, C. Akiri, K. Aryal, E. Parker, and L.
Praharaj, “From ChatGPT to ThreatGPT: Impact of
Generative Al in Cybersecurity and Privacy,” 2023,
Institute of Electrical and Electronics Engineers
Inc. doi: 10.1109/ACCESS.2023.3300381.

Y. Yigit, W. J. Buchanan, M. G. Tehrani, and L.
Maglaras, “Review of Generative Al Methods in
Cybersecurity,” Mar. 2024, [Online]. Available:
http://arxiv.org/abs/2403.08701

J. Potsch, “Interplay of ISMS and AIMS in context
of the EU AI Act.”

Y. Bengio et al., “Managing extreme Al risks amid
rapid progress: Preparation requires technical
research and development, as well as adaptive,
proactive governance,” Science (1979), vol. 384, no.
6698, pp. 842-845, May 2024, doi:
10.1126/science.adn0117.

F. Hu, S. Liu, X. Cheng, P. Guo, and M. Yu,
“Academic Journal of Management and Social
Sciences Risks of Generative Artificial Intelligence
and Multi-Tool Governance”.

P. Hacker, A. Engel, and M. Mauer, “Regulating
ChatGPT and other Large Generative Al Models,”
in ACM International Conference Proceeding
Series, Association for Computing Machinery, Jun.
2023, pp. 1112-1123. doi:
10.1145/3593013.3594067.

X. Wang and Y. C. Wu, “Balancing Innovation and
Regulation in the Age of Generative Artificial
Intelligence,” Journal of Information Policy, vol.
14, Jul. 2024, doi: 10.5325/jinfopoli.14.2024.0012.
K. Lee, H. Kim, and J. J. Whang, “SAIF: A
Comprehensive Framework for Evaluating the Risks
of Generative Al in the Public Sector,” Jan. 2025,
[Online]. Available: http://arxiv.org/abs/2501.08814

23

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

A. Srivastava and S. Panda, “A Formal Framework
for Assessing and Mitigating Emergent Security
Risks in Generative Al Models: Bridging Theory
and Dynamic Risk Mitigation,” Oct. 2024, [Online].
Auvailable: http://arxiv.org/abs/2410.13897

R. H. Filho and D. Colares, “A Methodology for
Risk Management of Generative Al based
Systems.”

Z.L.Teo,C. W.N. Quek, J. L. Y. Wong, and D. S.
W. Ting, “Cybersecurity in the generative artificial
intelligence era,” Jul. 01, 2024, Elsevier B.V. doi:
10.1016/j.apjo.2024.100091.

R. Pasupuleti, R. Vadapalli, and C. Mader, “Cyber
Security Issues and Challenges Related to
Generative Al and ChatGPT,” in Proceedings -
2023 10th International Conference on Social
Networks Analysis, Management and Security,
SNAMS 2023, Institute of Electrical and Electronics
Engineers Inc., 2023. doi:
10.1109/SNAMS60348.2023.10375472.

A. Habbal, M. K. Ali, and M. A. Abuzaraida,
“Artificial Intelligence Trust, Risk and Security
Management (AI TRiSM): Frameworks,
applications, challenges and future research
directions,” Apr. 15, 2024, Eisevier Ltd. doi:
10.1016/j.eswa.2023.122442.

A. T. Olutimehin, A. J. Ajayi, O. C. Metibemu, A.
Y. Balogun, T. O. Oladoyinbo, and O. O. Olaniyi,
“Adversarial Threats to AI-Driven Systems:
Exploring the Attack Surface of Machine Learning
Models and Countermeasures,” Journal of
Engineering Research and Reports, vol. 27, no. 2,
pp. 341-362, Feb. 2025, doi:
10.9734/jerr/2025/v27i21413.

A. Georgiadou, S. Mouzakitis, and D. Askounis,
“Assessing mitre att&ck risk using a cyber-security
culture framework,” Sensors, vol. 21, no. 9, May
2021, doi: 10.3390/s21093267.

J. R. Venable, J. Pries-Heje, R. L. Baskerville, J. R. ;
Venable, J. ; Pries-Heje, and R. Baskerville,
“Choosing a Design Science Research
Methodology,” 2017. [Online]. Available:
https://aisel.aisnet.org/acis2017/112

L. S. Goecks, M. De Souza, T. P. Librelato, and L.
R. Trento, “Design Science Research in practice:
Review of applications in Industrial Engineering,”
Gestao e Producao, vol. 28, no. 4, 2021, doi:
10.1590/1806-9649-2021v28e5811.



Adaptive Access Control Using Threshold

Cryptography and Dynamic

Aldiyar Ismailov
Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, North Macedonia
aldiyar.ismailov @stu.khas.edu.tr

Mehmet Aydin
Department of Management Information Systems
Bogazi¢i University
Istanbul, Turkey
mehmet.aydin @khas.edu.tr

Abstract—Traditional access control systems, reliant on static
credentials like PINs or RFID cards, are ill-suited for the complex
social dynamics of modern smart buildings. These environments
involve a diverse and transient set of individuals whose interac-
tions are unpredictable and cannot be managed by rigid, pre-
defined rules. This paper confronts this challenge by introducing
a proof-of-concept (PoC) for an adaptive access control system
that intelligently manages trust in these dynamic scenarios. Our
framework integrates four key technologies, chosen specifically
to address the limitations of static systems. To understand
the crucial context of a visit, a Natural Language Processing
(NLP) module interprets a visitor’s spoken purpose, providing
structured data on their intent. To create an evolving security
posture, this data informs Dynamic Trust and Anomaly Detection
modules, which maintain a persistent trust score for each visitor
based on their behavior over time. The system’s decision-making
core translates this contextual data into a quantifiable security
response. The Dynamic Policy Module uses the NLP context and
real-time trust score to dynamically set the voting threshold (t)
required for entry. To ensure authorization is both secure and
democratic, a Cryptographic Voting Module uses Shamir’s Secret
Sharing (SSS). This choice facilitates decentralized decision-
making among residents, eliminating single points of failure
and reliance on a single trusted authority. Our results provide
quantifiable evidence of its effectiveness: in response to high-risk
scenarios, the system automatically hardened its security posture,
increasing the required voting threshold to a 75% supermajority.
This enhanced security is achieved with acceptable performance
costs for real-time interaction; the core intelligence modules
(NLP, Trust, and Policy) add a consistent overhead of only 10-50
ms per request, with the cryptographic core maintaining real-
time viability for communities of up to 120 residents.

Index Terms—Access Control, Threshold Cryptography, Natu-
ral I ge Processing, Trust M t, A ly Detection

I. INTRODUCTION

Traditional access control systems, which rely on static
credentials like Personal Identification Numbers (PINs) or
RFID cards, are increasingly insufficient for the dynamic
security and social landscapes of modern smart buildings.
These environments are characterized by a constantly changing
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mix of individuals whose legitimacy cannot be effectively
assessed by simple, pre-defined rules. These individuals can
include residents, guests, delivery personnel, and service tech-
nicians. This creates a significant gap for systems that can
understand the context of an access request and make risk-
based decisions, rather than forcing a trade-off between rigid
security and unearned trust. Current systems particularly lack
mechanisms for leveraging collective resident input for secure,
decentralized decision-making.

In this paper, we introduce a novel framework for adaptive
access control that directly addresses these challenges. Our
primary contribution is the integration of four key technologies
to create an intelligent, context-aware system: 1) A Natural
Language Processing (NLP) module to interpret the intent
and purpose of a visitor’s request, 2) A anomaly detection
module to analyze the request against historical logs to identify
suspicious patterns, 3) A dynamic trust module that continually
adjusts a visitor’s trust score based on their interaction history
and detected anomalies, and 4) A threshold cryptography
core that enables decentralized access authorization through a
voting mechanism among residents. This unique combination
allows the system to make fine-grained security decisions
based on the nuanced context of an interaction, not just on
a static credential.

We designed and implemented a modular, web-based proof-
of-concept (PoC) system to validate the feasibility and perfor-
mance of our framework. Our evaluation demonstrates that the
system can effectively adapt its security posture in response to
perceived risk. For instance, when presented with a high-risk
visitor, the dynamic policy engine automatically increased the
required cryptographic voting threshold to a 75% superma-
jority. This quantifiable enhancement to security is achieved
with low performance overhead, as the NLP and trust modules
add a consistent processing time of only 10-50 ms per request,
proving the approach is viable for real-time applications.
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II. RELATED WORK

Our research builds upon three core domains: threshold
cryptography, Natural Language Processing (NLP) in security,
and adaptive access control. This section reviews the state of
the art in these areas to contextualize our contribution.

A. Threshold Cryptography for Access Control

Threshold cryptography, founded on primitives like
Shamir’s Secret Sharing (SSS) which uses polynomial inter-
polation for security [1], provides a robust framework for
distributed and fault-tolerant decision-making. While widely
applied in areas like e-voting [2], its use in access control
is a more specific domain. The foundational concept of
using threshold signatures for decentralized access control
was validated by Saxena et al. [3]. Their work focused
on environments like mobile ad hoc networks (MANETS)
and peer-to-peer systems, which are characterized by node
mobility and a flat trust structure [3]. Our smart building
scenario presents different challenges, involving a more hier-
archical trust model (residents versus visitors) and a physically
constrained environment. Recent advancements in the field
have focused on creating more flexible and scalable schemes.
For example, Dynamic-FROST accommodates changes in the
participant group and threshold by combining the FROST
signature scheme with a dynamic proactive secret sharing
protocol, avoiding the need for a trusted third party during
committee updates [4]. Our work aims to apply these advanced
cryptographic principles to our novel, real-time smart building
context.

B. Natural Language Processing in Security

In the security domain, NLP is primarily used for the
offline analysis of unstructured data. A significant body of
research focuses on extracting access control policies from
static, natural language requirement documents [5], [6]. While
powerful, these approaches are applied to project artifacts be-
fore deployment, rather than to the live, unpredictable requests
from users. Other research has explored using NLP to detect
intrusions by analyzing machine-generated IoT device logs
[7]. Our framework extends this paradigm by employing NLP
not for passive, offline analysis, but as an active, real-time
component of the access control decision. By interpreting a
visitor’s spoken intent at the moment of the request, the NLP
module provides the critical, live context that is missing in
traditional systems.

C. Adaptive and Trust-Based Access Control

The limitations of static, perimeter-based security have led
to the development of adaptive access control systems, often
guided by the principles of Zero Trust Architecture (“never
trust, always verify”) [8]. A key component of these systems
is dynamic trust management, where an entity’s trust score
evolves based on its behavior and interaction history [9].
Frameworks like the risk-based model proposed by Atlam et
al. are particularly relevant; their model estimates security risk
using inputs such as user context, resource sensitivity, and

action severity to make a dynamic access decision [10]. Our
work builds directly on this concept by using the intent and
entities derived from our NLP module as a primary source of
rich, real-time user context.

While significant research exists in each of these areas, their
integration remains a key challenge. Adaptive access control
frameworks often rely on predefined attributes or simple sensor
data but rarely incorporate the rich, semantic context from a
live human interaction. Similarly, applied threshold cryptog-
raphy has focused on protocol efficiency but less on how the
cryptographic parameters themselves can be dynamically and
securely adjusted by external, non-cryptographic modules. Our
work is positioned directly at the intersection of these domains,
addressing this integration gap by using the output of real-time
NLP analysis to directly influence a dynamic trust score, which
in turn sets the parameters for a cryptographically-secured,
decentralized voting mechanism.

III. SYSTEM DESIGN AND METHODOLOGY

This work follows the Design Science Research (DSR)
methodology, where the primary artifact is a proof-of-concept
(PoC) system designed to validate our proposed framework for
adaptive access control. The system was developed using an
iterative, modular approach, allowing for the individual testing
and refinement of each core component before integration.

A. System Architecture and Data Flow

The system is architected as a modular, client-server web
application that processes access requests through a logical
pipeline. As illustrated in Fig. 1, this pipeline is designed
to enrich a visitor’s request with layers of context before a
final, cryptographically-secured decision is made. A visitor’s
text-based request is first processed by the Natural Language
Processing (NLP) module to extract structured data such as
intent and key entities. Concurrently, the Anomaly Detection
module analyzes the request against historical logs to identify
suspicious patterns. This information feeds into the Trust and
Policy Management module, which updates the visitor’s evolv-
ing trust score and uses this score, along with the NLP context,
to dynamically determine the required voting threshold (¢)
for access. Finally, the Cryptographic Voting module initiates
the authorization process with the residents based on this
dynamically set policy.

B. Core Module Design

The novelty of our framework lies in the interaction between
its core modules. Each was designed with specific goals for
performance, security, and configurability.

NLP Module: The NLP module was designed using a
hybrid approach to transform unstructured text into actionable
data. We chose the pre-trained spaCy library for its efficient
and, crucially, deterministic Named Entity Recognition (NER),
providing reliable extraction of entities like names and organi-
zations. This choice was made over larger, non-deterministic
Large Language Models to ensure predictable and fast re-
sponses suitable for a real-time security application. This is
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Fig. 1. The request processing pipeline of the adaptive access control system, from initial visitor input to the final cryptographic vote.

complemented by a highly configurable, rule-based system for
intent classification. This layer uses lemmatization to match
variations of keywords (e.g., ’delivering’ becomes ’deliver’)
against a dynamically loaded vocabulary, allowing it to handle
specific, pre-defined intents such as delivery_request,
guest_access_request, and service_request.
Dynamic Trust and Policy Module: This module serves
as the system’s decision-making core and operates in two
stages. First, it maintains a persistent trust score for each
visitor in a database, which serves as a long-term reputation
metric. This score is not static; it is dynamically adjusted by

other system components, receiving a boost for pre-verification
checks (e.g., when a visitor’s request correctly identifies a
resident) and penalties from the anomaly detection module.
Second, the policy engine ingests this real-time trust score
and the NLP-derived context to interpret a set of hierarchical,
configurable rules. The logic is designed to prioritize risk; it
first checks for high-trust or low-trust score overrides, which
can immediately set a minimal or supermajority threshold,
respectively. If no override is triggered, it falls back to intent-
specific rules, ensuring the system’s response is both adaptive
and predictable.
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Cryptographic Voting Module: To facilitate secure, decen-
tralized authorization, the cryptographic module was designed
with a swappable backend to allow for experimentation with
different security models. The PoC implements two schemes
representing a trade-off between simplicity and security. The
first, a centralized trusted-dealer model using Shamir’s Secret
Sharing (SSS), serves as a functional baseline where the
server generates and reconstructs the secret. The second, a
simulation of the FROST Threshold Signature Scheme (TSS),
demonstrates the principles of a more robust, decentralized
model that provides enhanced security by ensuring the master
private key is never reconstructed on any single machine.
This dual implementation allows for a direct performance and
security comparison between these two approaches.

C. Validation Approach

To evaluate the system’s effectiveness and performance, we
developed a dedicated benchmarking script that automates the
execution of the entire server-side processing loop. This script
systematically varies the number of participating residents and
the active cryptographic scheme, measuring the execution time
of each individual module to provide a quantitative analysis of
performance trade-offs and scalability limits. The full source
code for the PoC system, including all modules and testing
scripts, is available for review.!

IV. EVALUATION AND RESULTS

‘We evaluated our proof-of-concept (PoC) system to validate
both its adaptive security logic and its performance character-
istics under various scenarios. The evaluation was conducted
using a suite of automated scripts to ensure reproducible
results.

A. Adaptive Logic Validation

To verify that the system could dynamically adjust its
security posture, we conducted a series of integration tests
simulating different visitor requests. As summarized in TA-
BLE I, the system correctly adjusted its cryptographic voting
policy in response to varying contextual inputs derived from
the NLP and Trust modules, confirming that the core logic of
the policy engine is sound.

1) Qualitative Scenario Analysis: To illustrate the sys-
tem’s adaptive logic in practice, we analyze two contrasting
scenarios from our tests. In the “Standard Courier” sce-
nario (Scenario 1), the NLP module correctly identified the
delivery_request intent and the courier’s affiliation. The
Policy Module, recognizing this as a routine, low-risk event,
applied a specific rule that reduced the voting threshold () to
a minimal value, prioritizing convenience and minimizing the
burden on residents.

Conversely, consider the “Low-Trust Override” scenario
(Scenario 6). A visitor with a pre-existing low trust score of
0.15 initiated a request. The Policy Module, upon receiving
this score, immediately triggered the configured ’low_trust’
override rule. This action bypassed the standard analysis of

I'The full source code is available at: https:/github.com/IAvidl/voting

the visitor’s NLP-derived intent and directly applied a super-
majority policy, calculating a required threshold of ¢ = 15
for the 20-resident committee. This demonstrates the system’s
ability to prioritize risk history over immediate contextual data
to enforce a hardened security posture.

B. Performance and Scalability Analysis

To quantify the performance trade-offs of our integrated
approach, we developed a benchmarking script to measure the
server-side execution time of each module under an increasing
number of residents (n). We conducted tests for two distinct
scenarios: a low-risk case with a minimal, constant threshold,
and a high-risk case where the threshold scales with the
committee size.

The results, presented in Fig. 2 and Fig. 3, reveal two key
findings. First, in both scenarios, the “intelligence” modules
(NLP, Trust, and Policy) exhibit a minimal and constant
processing overhead of under 50 ms, confirming their high
scalability. Second, the primary performance bottleneck is the
cryptographic core. As shown in Fig. 3, for high-risk scenarios
where ¢t =~ 0.75n, the total execution time scales steeply.
Our benchmarks indicate that the system maintains real-time
performance (under one second) for communities of up to
approximately 120 residents with FROST and 180 with SSS.

A comparison of the two graphs powerfully illustrates that
the required cryptographic threshold (¢) is the dominant factor
in system performance. In the standard-risk scenario (Fig.
2), where ¢ is low and constant, the overall processing time
remains flat and low, scaling minimally even as the number of
residents increases. This visually reinforces that the scalability
challenge is not merely the number of participants, but the
security level demanded by the dynamic policy.

C. Discussion

The results of our evaluation have several key implications
for the design of future access control systems, particularly
concerning the trade-offs between intelligence, security, and
usability, as well as the limitations of this study.

1) Implications of Findings: Our results have two key
implications. First, the minimal, constant overhead of the
intelligence modules suggests that adding more sophisticated
contextual analysis (e.g., more complex NLP or anomaly
detection rules) is feasible without creating a performance bot-
tleneck. This confirms that the computational cost of “smart”
features is not a barrier to real-time deployment. Second,
the cryptographic core’s clear role as the scalability limit
highlights the critical importance of protocol choice for real-
world deployments. While SSS was faster in our simulation, a
full TSS like FROST provides superior security guarantees by
avoiding secret reconstruction, presenting a crucial trade-off
for system designers.

2) Security and Usability Trade-offs: Our framework fun-
damentally shifts the security model from a single point of
failure (a lost key or a compromised server) to a distributed
consensus model. This enhances resilience against many tra-
ditional attacks. However, this introduces a significant usabil-
ity challenge: voting fatigue. In a high-traffic environment,
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TABLE 1
SUMMARY OF AUTOMATED TEST SCENARIOS AND ADAPTIVE POLICY RESULTS (FOR A COMMITTEE OF N=20)

# | Scenario Name Key Input / Condition Expected Threshold () | Result
1 | Standard Courier Visitor purpose: “UPS for apartment 5C” 2 Pass
3 | Standard Guest Visitor purpose: “visit my friend, Alice” 12 Pass
5 | High-Trust Override Visitor with Trust Score = 0.90 3 Pass
6 | Low-Trust Override Visitor with Trust Score = 0.15 15 Pass
9 | Anomalies Trigger Override | Visitor with multiple anomalies detected; Trust Score = 0.05 15 Pass

Performance Breakdown for Standard Risk Scenario
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Fig. 2. Performance breakdown for the Standard-Risk scenario, where the voting threshold ¢ is low and constant. Overall execution time remains low and
scales minimally, dominated by the constant overhead of the intelligence modules and a small, fixed cryptographic cost.

residents may be inundated with requests, potentially leading
them to approve requests without proper scrutiny or ignore
them altogether. This human factor is a critical consideration,
suggesting that in a production system, the dynamic policy
engine would need to be carefully tuned to minimize unnec-
essary votes for trusted, low-risk scenarios.

3) Limitations: It is important to acknowledge the limi-
tations of this proof-of-concept study. First, the system was
evaluated in a simulated environment that does not account
for real-world factors like network latency between the server
and residents. Second, the intelligence modules for policy
and anomaly detection are currently rule-based. While config-
urable, they may not capture the full complexity of real-world
scenarios that a machine learning approach might. Finally, our
implementation of the FROST protocol is a simulation for
demonstrating the principles of a TSS; it does not include a
true, interactive Distributed Key Generation (DKG) phase.

V. CONCLUSION

In this paper, we presented and evaluated a novel framework
for adaptive access control that integrates Natural Language
Processing, dynamic trust management, and threshold cryp-
tography to address the security challenges of dynamic smart
building environments. Our proof-of-concept system success-

fully demonstrated its ability to adapt its security posture in
response to contextual risks, enforcing policies ranging from
minimal thresholds for routine requests to a 75% supermajor-
ity for high-risk visitors. This adaptive security was achieved
with a minimal performance overhead of 10-50 ms from
the intelligence modules, confirming the framework’s viability
for real-time applications in communities of up to 120-180
residents. Our work shows that it is practical to replace static,
credential-based access control with a more resilient paradigm
based on context-aware, decentralized authorization. Future
work will focus on implementing a full Threshold Signature
Scheme with Distributed Key Generation and exploring the
use of machine learning models to enhance the policy and
anomaly detection engines.

VI. FUTURE WORK

While this paper demonstrates the feasibility of our pro-
posed framework, several exciting avenues for future research
exist:

o Full TSS Implementation: The next logical step is to
replace the simulated FROST implementation with a full,
cryptographically secure Threshold Signature Scheme.
This would involve implementing a true, interactive Dis-
tributed Key Generation (DKG) protocol among resi-
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Performance Breakdown for High Risk (Low Trust) Scenario

4000

3000

Processing Time (ms)

2000

1000

il
{ \
,L;L;LLLlllllLiLl Ml Lrll

|

Module

-—SSS - NLP

w555 - Trust & Anomaly

w555 - Policy

W SSS - Crypto Setup

w555 - Tallying

m FROST - NLP

m FROST - Trust & Anomaly

mm FROST - Policy

= FROST - Crypto Setup
FROST - Tallying

10 20 30 40 50 60 70 80 901001

Number of Residents (n)
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dents, completely eliminating the server as a trusted party
for key management.

Machine Learning-Based Intelligence: The existing
rule-based policy and anomaly detection modules could
be replaced with trained machine learning models. An
isolation forest or autoencoder could identify more subtle
anomalies, while a classification model could learn more
sophisticated policy rules from historical data.

Formal Usability Studies: To address the practical chal-
lenges of a resident voting system, formal user-centric
studies should be conducted. This would be invaluable
for assessing the usability of the interface and developing
strategies to mitigate potential voting fatigue” in a busy
environment.
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Abstract—Code obfuscation is a crucial technique in software
security, making code harder to understand and reverse engineer
while maintaining its functionality. This research conducts a
comparative and experimental study of traditional rule-based
code obfuscation tools that use variable renaming, dead code
injection, control flow flattening and other techniques, and
machine learning tools such as LLMs, neural networks and
transformers to obfuscate JavaScript code. The study aims to
evaluate the current state of AI code obfuscation and address its
limitations.

Index Terms—code obfuscation, artificial intelligence, machine
learning, JavaScript.

I. INTRODUCTION

The increasing number of software systems being used in
every domain in the modern digital era has reshaped the
approach towards opportunities and threats within the cyber
domain. As the reliance on software increases, so does the
necessity of protecting software from being exploited and
protecting intellectual property[8]. In this context, code ob-
fuscation became a crucial tool in cybersecurity to protect in-
tellectual property of software and make code harder to reverse
engineer[22]. Code obfuscation is a transformation of source
code into a form that is syntactically valid yet semantically
harder for humans to understand, therefore complicating the
process of extracting and utilizing important algorithms and
procedures that are part of the software product. By signif-
icantly increasing the time and effort required for attackers
to reverse-engineer the code, obfuscation creates a significant
barrier for potential attackers and enhances overall software
security[22]. Javascript, in a dynamically typed, compiled
“just-in-time” programming language, widely deployed and
used for client-side scripting, with enormous amounts of
unprotected source code being sent over the network and being
available to the end user. Its interpretive nature and exposure
in browser environments makes it particularly vulnerable to
code inspection and tampering, therefore presenting unique
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challenges for obfuscation[20]. While code obfuscation has
been used for many years as a defensive mechanism against re-
verse engineering and intellectual property theft, the growth of
artificial intelligence (AI) and large language models (LLMs)
introduces new possibilities for automating this process. Tra-
ditional Javascript obfuscators, such as Javascript Obfuscator
and Uglify]S rely on rule-based transformations (identifier
renaming, dead code insertion etc.[5] - effective but limited
in terms of adaptability), recent advances in large language
models suggest that Al-driven approaches can generate more
resilient and semantically preserved obfuscated code. Despite
the growing interest in Al-driven code obfuscation, a com-
prehensive comparative analysis between existing traditional
tools and Al-driven methods remains scarce. Existing studies
have primarily focused on the detection and deobfuscation
of obfuscated code, with less emphasis on evaluating the
effectiveness of obfuscation itself. This research aims to fill
this gap by attempting to evaluate the current state of Al-driven
obfuscation and comparing it to the capabilities of traditional
tools.

A. Key definitions

Code obfuscation
Mathematically, we can show obfuscation with this definition:
Code obfuscator is defined as a function f that transforms
original source code P into an obfuscated version of source
code P’. Formally, this can be represented as f : P — P’
Where P is the space of all possible programs and P’ is the
space of all possible obfuscated programs. The obfuscation
function f must ensure that the obfuscated program P’ behaves
identically to the original program P for all inputs. So, we will
have:[19]
Vz € X, P(z) ~ P'(x)

Types of obfuscation techniques
Initially, obfuscation techniques were simplistic and focused
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on basic and simple transformations such as renaming vari-
ables and functions. Over time, they have advanced to include
more sophisticated techniques in order to increase the difficulty
of reverse engineering efforts. [22] defines the main three
obfuscation techniques as:

o Lexical obfuscation: Consists of renaming identifiers
such as variables, functions and classes to obscure their
meaning. By replacing these identifiers with meaningless
strings, this technique aims to make it more challenging
to understand the code’s purpose. This technique has
minimal impact on the execution performance of the
obfuscated code.

o Control flow obfuscation: Modifies a program’s logical
structure by adding dead code, false conditionals, loops
in order to obscure the program’s control flow. The goal
is to make it difficult for attackers to trace the execution
path of the program.

« Data obfuscation: Encoding and encrypting data values
within code to make them unreadable, mostly used for
credentials, API keys and configuration settings. At run-
time, this data is decoded or decrypted, allowing the
program to run normally while still protecting critical
information.

Artificial intelligence, neural networks and transformers
In broad terms, artificial intelligence comprises of any tech-
nique that allows computers to mimic human behavior and
reproduce human decision-making to solve tasks with no or
minimal human intervention[14].

Artificial neural networks, or neural networks consist of
a mathematical representation of connected processing units
called artificial neurons. Similarly to synapses in a brain, each
connection between neurons transmits signals with different
strengths (weights) that are continuously adjusted during the
learning process. These neurons are organized into networks
within different layers. The number of layers and neurons,
among other choices such as the learning rate or activation
functions should be set for the model as they constitute the
model’s hyperparameters[14].

Recurrent Neural Networks (RNNs) are a type of neural
network architecture that is mainly used to detect patterns in
sequential data[24]. This architecture allows internal feedback
loops and therefore enables sequential pattern learning. Sim-
ple RNN architectures suffer from vanishing and exploding
gradients.

The transformer is a model architecture that relies com-
pletely on self-attention to compute representations of its
input and output without using sequence-aligned RNNs or
convolution. Self-attention is an attention mechanism relating
different positions of a single sequence in order to compute a
representation of the sequence[28].

Supervised Learning and Reinforcement Learning
Supervised learning is the paradigm where models are trained
on labeled datasets, consisting of input-output pairs, to learn
a mapping from inputs to outputs (e.g., X—Y). The model
aims to generalize from training examples to accurately predict
unseen data. It optimizes a loss function (empirical risk

minimization) and may incorporate regularization to balance
the bias—variance trade-off [10]. The pairs of input and output
data in the training set are then used to calibrate the open
parameters of the ML model. Once the model has been
successfully trained, it can be used to predict the target variable
y given new or unseen data points of the input features x[14].

Reinforcement learning is a learning paradigm where an
agent interacts with an environment, makes decisions (actions),
receives feedback in the form of rewards, and learns a policy
that maximizes cumulative reward over time. Instead of pro-
viding input and output pairs, we describe the current state of
the system, specify a goal, provide a list of allowable actions
and their environmental constraints for their outcomes, and let
the ML model experience the process of achieving the goal
by itself using the principle of trial and error to maximize a
reward[14].

B. Research Gap

Previous researches has prioritized Al-driven deobfuscation
over obfuscation, a focus largely driven by the critical need
to counter malicious code in the field of cybersecurity. Ar-
tificial intelligence has been used to automate parts of the
deobfuscation process that traditionally require manual effort.
Al models can help in simplifying complex structure and
therefore reducing the time and effort required to understand
and deobfuscate code[22]. The dual nature of obfuscation,
which is frequently used by malicious actors to hide mal-
ware and exploits, posing a direct threat to networks and
users[15][3], which introduces a layer of ethical complexity
that deobfuscation, as a countermeasure, does not. This conflict
between creating a defensive tool and a potential weapon may
explain the disparity in research.

Beyond ethical considerations, the technical challenges of
generative obfuscation are substantial. Obfuscation does not
necessarily follow a clear ruleset, making it a more open-ended
problem and, therefore, fundamentally harder to produce new
and effective obfuscation than to train it to detect known pat-
terns. The diversity and complexity of obfuscation techniques
mean that models need varied and extensive training data to
be effective and must be able to generalize across different
types of obfuscation which can be difficult given the lack
of standardization in obfuscation methods[22]. An effective
obfuscator must balance multiple metrics including potency,
resilience, stealth, and cost[22]. Satisfying all of these criteria
can be a technical challenge. Previous research highlights
the difficulty of achieving ’semantic elasticity’, where the
obfuscated code retains its intended behavior while also being
less readable[27]. Progress in research is further hindered by
the lack of standardized benchmarks and evaluation metrics
for Al-driven obfuscation. [19]

C. Research Questions

1. Can machine learning models effectively generate
functionally correct JavaScript obfuscation?

In seeking to answer this question, we prepare a few
experiments using different models in order to understand the
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current state of AI obfuscation. This investigation aims to
unravel the limitations of AI in terms of code obfuscation.
Understanding these limitations is crucial for developing new
approaches to code obfuscation.

2. How does the quality of Al-generated JavaScript
obfuscation compare to a traditional rule-based tool?

This research entails exploring the differences between
traditional, rule-based tools with AI obfuscators comparing
them across different metrics. By comparing them, the research
intends to uncover the advantages and disadvantages of each
approach.

II. RELATED WORK

Code obfuscation is a vital defensive mechanism, aiming
to transform source code into a form that is significantly
harder to understand and analyze, thereby challenging these
malicious activities. By significantly increasing the time and
effort required for attackers to reverse-engineer the code,
obfuscation creates a significant barrier for potential attackers
and enhances overall software security[22]. The application of
LLMs to security-oriented code transformation tasks remains
relatively unexplored, with important questions about their
effectiveness and optimal usage patterns[27] . The application
of machine learning to generate obfuscated code has evolved
with the premise of treating code as a form of natural language,
sequences of characters and tokens that can be transformed
from one form to another while preserving underlying seman-
tics.

A. Main sources

[22] start their research by introducing the development
of code obfuscation and the various traditional techniques
used. Their research highlights the growing application of
machine learning in code deobfuscation, and how this ap-
plication has simplified reverse engineering and efficiency.
[27] perform an empirical study on the ability of LLMs
to obfuscate Python source code and also introduce a new
metric (semantic elasticity) to measure the quality degree of
obfuscated code. They experiment with various LLMs and
compare them. The study provides interesting findings such
as the tendency of LLMs to reduce code complexity rather
than increase it when performing obfuscation, contradictory to
traditional approaches. [19] perform a systematic analysis of
large language models into Assembly code obfuscation. They
obfuscate Assembly code through three different obfuscation
techniques: dead code insertion, register substitution and code
flow alteration. To compare the performance of the selected
LLMs they consider two metrics: character-wise Delta entropy
and cosine similarity. [6] uses neural networks to convert
plaintext source code into a cipher text, specifically using RNN
encoder-decoders or sequence to sequence models. To compare
the code samples (original vs. obfuscated) Levenshtein Dis-
tance is employed. The findings show significant improvement
in stealth and execution cost compared to existing obfuscation
methods.

B. The foundational role of Neural Networks

Several works[6][20] have leveraged deep learning archi-
tectures to automate and optimize obfuscation. DeepObfus-
Code[6] proposes a novel methodology of using a text-based
recurrent neural network (RNN) encoder-decoder model to
generate a ‘“cipher text” of the original source code. This
is a complex process as the model’s architecture, with its
randomly-set weights and propagating structure, compounds
the randomness factor in the creation of the obfuscated code.
A secondary RNN model is trained to deobfuscate the cipher
text, and the resulting weights serve as the deobfuscation key.
While unable to produce directly executable code just from
obfuscation, this framework treats obfuscation as a sequence-
to-sequence translation task, which is a core concept in natural
language processing.

C. The rise of Large Language Models

The rise of LLMs has dramatically accelerated research in
this area. Their deep contextual understanding and ability to
process large amounts of data have made them a considerable
candidate for obfuscation. A systematic analysis[19] shows
evidence of the capability of LLMs to obfuscate assembly
code. This study evaluates LLMs on different obfuscation
techniques such as dead code insertion, register substitution
and control flow changes. CODECIPHER][16] introduces a
novel method to protect code privacy from LLMs. It works by
transforming the LLM’s embedding matrix to create a “token-
to-token confusion mapping”. While focusing on code transla-
tion rather than obfuscation, CoTran[13] uses a methodology
that can be applied to obfuscation tasks. It fine-tunes an LLM
using reinforcement learning with external feedback from a
compiler and symbolic execution. This feedback loop allows
the model to learn how to produce functionally correct code,
which is a requirement for any obfuscation system.

D. The need of new metrics

The evolution of obfuscation has necessitated the develop-
ment of more nuanced evaluation metrics. Delta Entropy[19] is
used to quantify the change in code complexity and diversity,
cosine similarity[19] is used to ensure that the similarity
between the original and obfuscated code is within a plausible
range; these metrics move beyond code size or runtime to mea-
sure the efficacy of obfuscation. Semantic Elasticity[27] mea-
sures the quality of obfuscated code by balancing structural
transformations with the preservation of functional integrity.
The findings of the work where the metric is used show the
tendency of LLMs to reduce the cyclomatic complexity of
code when obfuscating rather than increasing it.

III. METHODOLOGY

As the primary focus of this study is to gain an under-
standing of the effectiveness of Al-driven code obfuscation
methods compared to the traditional ones, an experimental and
comparative approach is used. This involves the development
and evaluation of Al-based obfuscation systems, alongside
a review of existing literature to support the experimental
findings.
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A. Dataset Selection

For the experimental evaluation, a subset of JavaScript code
samples was obtained from the CodeSearchNet dataset on
Hugging Face. CodeSearchNet provides a dataset that contains
code samples in multiple programming languages, designed
for machine learning research on source code. The dataset con-
sists of samples collected from publicly available, non-form,
open-source repositories on GitHub.[12] The creators applied
filtering and partitioning strategies to reduce redundancy, such
as ensuring that code from the same repository appears in
only one split (train, test, or validation). From the total of
123,889 JavaScript scripts available, a corpus of 39,162 scripts
was utilized for this study. This reduced subset was chosen
due to computational resource constraints while considering
data diversity for model training and evaluation. The code
implementation for retrieving the dataset is available in the
GitHub repository.

B. Evaluation Metrics

To evaluate the obfuscation quality the following metrics
have been chosen, inspired by prior work on evaluating
obfuscation techniques:

1. Variable Name Entropy is used to measure the lexical
diversity and complexity of variable and function names. It
is a variant of the Delta Entropy metric[19], which is used
to quantify the change in code diversity between the original
and obfuscated code pairs. A higher entropy value indicates a
more successful lexical obfuscation.

2. Cyclomatic Complexity is a metric that quantifies the
number of linearly independent paths through the source
code.[17] Traditionally, obfuscators aim to increase this value
to lower the readability of the code.

3. Functional Preservation is a fundamental requirement for
any obfuscation technique. To evaluate this metric, a suite of
unit tests was developed for each script to measure whether the
obfuscated code maintains the same behavior as the original
code. This metric is represented as a pass/fail flag for each
script.

4. Time(cost) needed for obfuscation measures the compu-
tational overhead required for performing the obfuscation.
Measuring performance is considered critical as high latency
is not suitable for real-life applications and large-scale code-
bases.[22]

5. Levenshtein Distance quantifies the degree of textual
change between the original and obfuscated code. This is a
string metric that measures the minimum number of single-
character operations required to transform one string into
another.[21] For two strings a and b of length |a| and ||,
the Levenshtein distance between the first i characters of a
and the first j characters of b is defined as:

max(i, j) min(i,j)=0,
o levap(i—1,5) + 1,
levas(6,7) = min < levep(i,j — 1) + 1, otherwise
leva,h(i -1,7— 1) + 1(,l1¢g,])
(D

where:

o lea; # bj) is the indicator function, equal to 0 when
a; = b; and 1 otherwise

« The first case represents the distance if one string is empty

o The three options in the second case represent deletion,
insertion, and substitution respectively

C. Experiment 1: Baseline Obfuscation with a Traditional
Tool

The first experiment uses a traditional rule-based obfusca-
tion tool: javascript-obfuscator, in order to establish a per-
formance baseline. javascript-obfuscator is a free and open-
source obfuscator for Javascript that applies a set of predefined
transformations on the entire dataset, including control flow
flattening, dead code insertion and string encoding. The results
of this experiment are used as a point of comparison with
the Al-drive approaches. The following code snippet performs
three primarily transformations on inputCode (the original
code snippet that we want to obfuscate):

Compaction - removing unnecessary whitespace and line
breaks from the code to reduce code size

Control flow flattening - a transformation that alters the
program’s control flow by embedding logical statements in
order to make it more difficult to understand execution order.
String array encoding - this replaces literal strings into refer-
ences stored in a separate array.

const obfuscatedCode =

.obfuscate (inputCode, {
compact: true,
controlFlowFlattening:
stringArray: true

}) .getObfuscatedCode () ;

JavaScriptObfuscator

true,

The full code for obfuscation and evaluation is in the GitHub
repository.

1) Results: Traditional obfuscators tend to increase the
number of characters in the obfuscated output due to the
insertion of conditional statements, string array encoding
and dead code insertion. The figure plots the difference in
number of characters between the original code snippet and
its obfuscated version.

Original vs Obfuscated Character Count (first 100 records)
17500
— Original Character Count
—— Obfuscated Character Count
15000

12500

10000

il O
gl L e

Fig. 1. Difference in number of characters between original and obfuscated
code
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On average, the character count increases by 1,580
characters, and the Levenshtein distance grows in proportion
to the file’s character count. The mean Levenshtein distance
between the original and obfuscated versions is approximately
2,190.77, while the average time required for obfuscation is
13.69 milliseconds (ms). Additionally, the obfuscated code
shows higher cyclomatic complexity, with an average increase
of 4.07, and greater variable name entropy, with an estimated
increase of 1.22.
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Fig. 2. Cyclomatic complexity and variable entropy changes

D. Experiment 2. LLM-based obfuscation

The second experiment explores the generative capabilities
of a free and open-source large language model via prompt
engineering. For this purpose, we used Ollama’s Mistral model
which is a free and open-source model. When using a simple
prompt such as “Obfuscate the following javascript code”,
the model fails to provide a strong obfuscation and primarily
performs variable renaming. However, when instructed to
obfuscate JavaScript code while preserving functionality and
increasing complexity, using a tailored prompt with defined
obfuscation techniques, the model was able to generate more
effective obfuscations.

1) Results: Consistent to prior research[27], the most no-
ticeable change is the tendency of LLMs to reduce the
character count, with outputs averaging 343.64 characters
shorter than the original input. Obfuscation required a longer
processing time, averaging 58.8 milliseconds, which increased
proportionally with the input length. Similarly, the Levenshtein
Distance between the original and obfuscated code also in-
creased with input size, with an average of 558.57.

o9 Characlor Courl (st 100 ecords)

A" |
i
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Fig. 3.
code

Difference in number of characters between original and obfuscated

Another interesting difference is the decrease in terms of
cyclomatic complexity, being -0.26 on average while variable
entropy exhibited only a small increase of 0.24.

3

Cycomatc Complexity

Fig. 4. Cyclomatic complexity and variable entropy changes

Despite these transformations, not all outputs were syntacti-
cally correct or functionally equivalent: 83.6% of the obfus-
cated code preserved the original functionality, whereas 16.4%
either produced different results or failed unit tests.

Functionality Preservance

False

16.4%

83.6%

Fig. 5. Pie chart for functionality preservation

E. Comparative analysis

The comparative analysis conducted on 39,162 JavasScript
scripts demonstrates that both traditional obfuscation and
obfuscation produced by Large Language Models are able
to produce functional code with lower human readability.
However, the two differ in terms of performance and code
structure. Traditional obfuscators employ aggressive tech-
niques designed to maximize confusion and prevent reverse
engineering. These techniques often include string encoding,
insertion of self-modifying logic, control flow flattening using
opaque predicates or mathematical obfuscation, and compre-
hensive variable/function renaming. The result is a transfor-
mation that, while behaviorally identical to the original, is
extremely difficult for a human to interpret or refactor. The
structural modifications introduced by these tools tend to be
consistent and rule-based, leading to code that is unreadable
but follows certain obfuscation patterns recognizable to ex-
perts. In contrast, LLM-generated transformations take a very
different approach. These models, when prompted to rewrite or
obfuscate code, tend to retain much of the original structure
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and logic flow. While comments are generally removed and
some variable names are altered, many names remain either
fully or partially recognizable.

Traditional vs LLM Character Count (first 100 records)
17500
—— Traditional Obf. Character Count

== LLM Obf. Character Count
15000

12500
10000

7500
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Fig. 6. Output length comparison between javascript-obfuscator output and
mistral output

This distinction reflects the underlying design goals of
each approach. Traditional obfuscators are explicitly built for
security and code protection. Their primary objective is to
hinder reverse engineering and intellectual property theft by
making code as incomprehensible as possible. LLMs are not
designed for security purposes. They apply natural language
transformations such as paraphrasing, simplification, and oc-
casional restructuring. These operations inadvertently create a
version of the code that is harder to analyze than the original,
but still relatively understandable.

Fig. 7. Cyclomatic complexity and variable entropy comparison

In terms of performance and execution time, the differences
for the time needed to obfuscate the code are also notable.
Traditional JavaScript obfuscators are highly optimized and
extremely fast, while generating an obfuscated version of a
JavaScript file using an LLM model takes more time. This
difference is largely due to the resource-intensive nature of
model inference and the generative step-by-step prediction
process that underlies LLM operations.

The results show that using general-purpose LLMs for
obfuscation is not ideal for code protection, however, there
are reasons why LLMs are being explored for these tasks.

Time needed for obfuscation comparison (first 30 records)

400 —— Time for Traditional Obf.
—— Time for LLM Obf. |
350

300
250

200

Time in ms
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Fig. 8. Time needed for obfuscation comparison

As supported by this research and prior work[27] The current
state of LLM code obfuscation shows that LLMs are able to
generate functionally equivalent but structurally different code,
which makes them a useful experimental starting point for
more advanced Al-driven code obfuscation. Unlike traditional
tools, machine learning models can be fine-tuned or prompted
(in the case of LLMs) to perform obfuscation transformations
that combine multiple obfuscation strategies.

F. Experiments with other models

For model selection, two primary paths emerge from the
literature:

« A sequence-to-sequence (seq2seq) neural network: [6]
trains a neural network from scratch and while taking
a novel approach of producing an output that is not
executable, it provides a starting point for a proof-of-
concept. This idea of taking input sentences and convert-
ing them into an output with a trained model of weights
for character-by-character prediction is the basis of con-
sidering this architecture for the proposed obfuscation
model. These models have had growing applications in
grammatical error correction and text summarization.

« Fine-tuning a pretrained model: This approach benefits
from the power of existing models and involves fine-
tuning a pretrained model specifically for the obfuscation
task. [13] provides a blueprint for this by suggesting
a reinforcement learning based feedback loop. In this
framework, the agent receives rewards for generating
code that passes tests (in case of obfuscation, generating
functional correct code). Pre-trained BERTSs have been
widely applied to natural language processing (NLP)
tasks and derivative models such as CodeBERT and
GraphCodeBERT have been applied to the field of pro-
gramming language processing (PLP) tasks. [25]

G. RNNs vs. Transformers

[6] uses recurrent neural networks to build a code obfus-
cator, although the output is not executable code. RNNs are
unable to handle long-range dependencies. As the sequence
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length increases, the gradients either shrink to zero or grow ex-
ponentially during backpropagation.[2] This makes it difficult
for the model to capture and learn dependencies from parts of
the code, as code obfuscation requires understanding the global
context of the program, which RNNs struggle to maintain.
Differently from transformer-based models that process tokens
in a sequence simultaneously, RNNs process information
sequentially, one token at a time, making RNNs perform
slowly and inefficiently during training for large codebases.
Transformers can process code tokens parallely and allow
long-range dependencies and global context through self-
attention, important for preserving program semantics[28].
RNNs treat code as a linear sequence of tokens without
understanding its hierarchical structure while code obfuscation
requires a semantic understanding of the code’s abstract syntax
tree (AST), making RNNs produce syntactically incorrect
and broken code. Empirical evidence from pre-trained models
like CodeBERT[7], CodeT5[29] demonstrates state-of-the-art
performance in tasks such as code translation, summarization
and refinement, all of which involve semantic-preserving code
transformations similarly to code obfuscation tasks.

H. Fine-tuning transformer-based models

To carry out the following experiments, we adopted a two-
stage fine-tuning strategy that integrates supervised learning
and reinforcement learning. In the supervised learning stage,
the dataset is labelled into input-output mappings, where each
input consists of the original JavaScript code snippet and the
corresponding output was its obfuscated version. This provides
the model with examples of desired transformations, allowing
it to learn the structural and syntactic patterns usually associ-
ated with code obfuscation. The reinforcement learning stage
introduces a reward-driven optimization process to align the
model’s outputs with task-specific requirements. For this we
design a reward function that aims to encourage the generation
of obfuscated code that is both syntactically valid but also
semantically equivalent to the original code. The model is
positively rewarded when the generated code is executable and
preserves the original functionality, which deviations result in
negative feedback.

1) Fine-tuning CodeT5: This experiment attempts to fine-
tune a CodeT5 model (Salesforce/codet5-base) in order to
perform obfuscation. CodeT5 is a language model based on
the TS architecture and is specifically pre-trained on a vast
corpus of code, making it effective for code-related tasks.[29]

Curriculum Learning: Curriculum learning is a set of
learning strategies that mimics the way humans learn, starting
with easy concepts and then progressing to more complex
ones.[32] There are two main requirements for curriculum
learning: a predefined metric which can compute the difficulty
of the input examples and a curriculum schedule, the rate at
which we can augment the training set with more complex
samples.[26] In this dataset, we decided to calculate the
complexity score (calculating the depth of the AST tree) and
separate the dataset into three levels: easy, medium and hard.
Based on the difficulty score, we start training with the easier

samples for the first iterations and then proceed to the hardest
samples in the later phases of training. Implementing curricu-
lum learning introduces a risk of the model remembering the
hardest samples better and failing to provide outputs for the
easiest samples.

Tokenization: For tokenization, the experiment uses the
RobertaTokenizerFast, which is a fast sub-word tokenizer
based on the RoBERTa architecture, designed for converting
natural language or code into numerical tokens (and vice
versa) that the model can process. This tokenizer makes the
process easier by handling important pre-processing steps such
as tokenization, padding and truncation. .

Training: All levels are partitioned into training and val-
idation sets using a 90/10 split. Some of the arguments of
the training process are the number of epochs (10), choosing
epochs as a validation strategy in order to choose the model
with the lowest validation loss. Early stopping is enabled with
a patience of 2 epochs, in order to prevent overfitting.

Performance evaluation: After the model is trained, we try
to assess it on a set of unseen data and try to make it generate
predictions. The time taken for each prediction is measured
and stored along with the input and the predicted output in a
file in order to calculate other metrics later. Omitting out the
expected output was a choice made due to the importance of
the code maintaining functionality and being executable, and
the possibility of different obfuscated forms of the same code.

Results: While CodeT5 is optimized for code-to-code
transformation tasks, limited token generation capacity was
observed during the experiment, resulting in truncated outputs
for longer scripts. [23] aims to address these limitations
that are a known challenge in dealing with tokenizers for
code models. These models are often trained in specific and
fixed sequence lengths. When the original script is longer
than the maximum number of tokens, the model will stop
generating new tokens resulting in short and truncated output.
[9] also mentions that even when properly prompted and fine-
tuned, these models struggle with generating coherent code in
complex scenarios. An open-ended task such as obfuscation,
that requires maintaining semantic integrity while altering
the readability of the code, may push the model beyond its
capabilities, making it unable to generate valid long sequences.

An attempt to scale up to a larger version of this model was
made (Salesforce/codeT5-large), however this experiment was
met with significant computational resource limitation leading
to frequent out-of-memory errors and output collisions.

2) Fine-tuning BigBird-Pegasus: BERT models use a full
attention mechanism which is computationally expensive and
limits them to short sequences, therefore we decided to try
out fine-tuning BigBird, a transformer with a block sparse
attention mechanism that reduces complexity from quadratic
to linear[30]. BigBird is a transformer model that allows us to
process sequences up to 4,069 tokens efficiently. Pegasus is a
transformer model pre-trained for abstractive summarization.
Its pre-training objective, called Gap Sentence Generation
(GSG), involves masking and reconstructing entire sentences
in order to generate a summary, which teaches the model to
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focus on important information and synthesize it into an out-
put.[31] The model selected, BigBird-Pegasus combines these
two technologies. For this model experiment, techniques such
as Low-Rank Adaptation (LoRA) and gradient accumulation
were used. The dataset is split into a training set and a test set,
with a standard 90/10 ratio. The input and target code snippets
are tokenized, padding and truncation are applied in order to
ensure uniform length for batch processing.

LoRA: is a parameter-efficient fine-tuning (PEFT) method
that adapts a pre-trained model to new tasks without retraining
all of its parameters. It freezes the pre-trained weights and
injects smaller and trainable matrices into the model’s lay-
ers[11]. This allows LoRA to reduce the number of trainable
parameters, and allows us to fine-tune a large model such as
BigBird-Pegasus-Large.

Tokenization: For tokenization, the experiment uses the
AutoTokenizer, which handles potential padding tokens to
ensure proper data formatting.

Training: Gradient accumulation is used to increase the
batch size without requiring more GPU memory by accumu-
lating gradients over multiple smaller batches before updating
weights. Epochs are used as an evaluation strategy to monitor
performance and detect potential overfitting.

Evaluation: Inference is performed on the test set to gen-
erate predictions. Beam search is used with an early stopping
mechanism to try and generate a good output sequence.

Results: The primary reason why the model fails to generate
valid output is the architectural mismatch from the pre-training
objective of the model. BigBird-Pegasus is a model specifically
pre-trained for summarization tasks. The model produces a
shorter, abstract representation of the input so when fine-tuned
to an obfuscation task, it tries to perform a function it was not
designed for. What is noticeable in the produced outputs is
the repetition of certain strings, which happens because the
model defaults to a low-risk output since it cannot correctly
map the dependencies between the input and output. Repetitive
output is a well known issue that has been addressed with
hyperparameters such as repetition_penalty.

1. Experimental environment

We use the Keras platform for conducting the experiments,
which is a deep learning library implemented in Python. All
code samples were run utilizing NVIDIA A100 GPU runtime
in Google Colab. The experimental environment parameters
are shown in the table below.

Category Parameter
CPU 2 virtual CPUs
RAM 13GB

VRAM 40GB GDDRS5
CUDA Cores 6,912
Tensor Cores 432

oS Ubuntu Linux
TABLE T

EXPERIMENTAL ENVIRONMENT PARAMETERS

IV. RESULTS

From the experimental evaluation, it is noticeable that
traditional obfuscation tools still outperform in terms of quality
and efficiency. While LLMs are able to obfuscate code, in
16.4% of the cases, the LLM-generated code fails to pass
functional tests. These results show that while LLMs can
produce code-like outputs, maintaining functional correctness
remains a key challenge. Similarly to previous research[27],
we notice a drop in the cyclomatic complexity of the code as
well as the output length in the case of LLM-generated trans-
formations, that show us an output that is harder to analyze
than the original code, but still more understandable than the
code transformed using a specialized obfuscator. Performance
analysis further reinforces this contrast. Traditional JavaScript
obfuscators are lightweight, highly optimized, and capable of
transforming scripts in near real-time. By comparison, LLM-
based obfuscation is slower and more resource-intensive, as it
relies on step-by-step generative inference. This computational
overhead makes general-purpose LLMs less practical for large-
scale obfuscation tasks. Experiments with transformer-based
models reveal important limitations. Despite being optimized
for code-to-code transformations, CodeT5 typically operates
with a maximum sequence length of tokens, which often leads
to restricted token generation capacity, therefore demonstrating
truncation and loss of structural information in larger code seg-
ments. This is a known limitation for transformer-based code
models that terminate generation once the maximum token
threshold is reached. Even when fine-tuned, CodeT5 struggled
to maintain semantic coherence and validity for complex ob-
fuscation scenarios and attempts to scale up to larger variants
were limited by computational resource bottlenecks. Similarly,
experiments with BigBird-Pegasus produced underwhelming
results. The model, originally engineered for handling long-
document inputs, when fine-tuned for obfuscation shows repet-
itive outputs, incomplete transformations and frequent errors.
Such issues are consistent with known challenges of generative
models, defaulting to low-risk repetitive strings when they
cannot reliably map input-output dependencies. Our evaluation
shows that they are not optimized for code-specific tasks
such as obfuscation due to their initial pre-training objectives.
The outputs are frequently insubstantial or structurally invalid,
producing little to no meaningful transformation. This aligns
with observations that general-purpose long-context models
often lack the requisite pretraining or structure-awareness for
reliable code manipulation. Overall, the results demonstrate
that while LLMs provide a novel and flexible experimental
approach to obfuscation, traditional tools remain superior in
terms of obfuscation quality, execution reliability, and com-
putational efficiency. LLMs show promise as a foundation
for future Al-driven obfuscation research, but their current
limitations, particularly sequence length constraints, architec-
tural mismatches, and functional instability, pose significant
challenges for practical adoption.
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V. DISCUSSION

This research aims to contribute both theoretical and practi-
cal advancements to the field of software security, specifically
code obfuscation. First, it provides a comparative analysis
of traditional obfuscation tools and Al-based approaches. By
comparing these techniques against a common set of evalu-
ation metrics, this work aims to offer new insights into the
effectiveness and limitations of each obfuscation strategy. The
results show that using general-purpose LLMs for obfuscation
is not ideal for code protection, however, previous research
shows why LLMs are being explored for these tasks. The cur-
rent state of LLM code obfuscation shows that LLMs are able
to generate functionally equivalent but structurally different
code, which makes them a useful experimental starting point
for more advanced Al-driven code obfuscation. The findings of
this study provide an evaluation of the current state of machine
learning oriented code obfuscation, setting them against the
established performance of traditional, rule-based obfuscation
tools. The results show a significant gap in performance as well
as readability and obscurity. In this section, we will interpret
these findings supported by the existing literature.

A. Readability vs. Obscurity

Similar to previous work[27], we notice the tendency of
LLMs to reduce metrics such as cyclomatic complexity,
making code less complex than traditional obfuscators that
aim to increase it. This is a counter-intuitive behavior that
comes as a consequence of being trained in a vast corpora
of clean, human-written code that is optimized for simplicity
and maintainability. Therefore, when prompted to obfuscate
code, LLMs default to their most learned pattern, simplifying
the code. Traditional obfuscators excel in their specialized
domain but lack adaptability to new strategies or programming
languages without significant manual re-engineering. LLMs,
on the other hand, demonstrate adaptability and potential
for generalization across languages and domains, yet they
currently fall short in delivering the reliability required in
security-focused applications. Bridging this gap may require
integrating reinforcement learning with execution-based feed-
back, as has been suggested in previous literature[4].

B. Unacceptable risk of functional errors and hallucinations

Beyond just efficiency, the results reveal an important
concern: the unreliability of LLM-generated code. Unlike
traditional obfuscators that guarantee functional equivalence
through reliable transformations, LLMs introduce an unac-
ceptable level of risk. The phenomenon of “hallucinations”,
where models generate syntactically plausible but nonsensical
code, further expands this risk. These errors not only introduce
bugs but also introduce the risk of creating new vulnerabilities,
making LLMs impractical for professional application in code
obfuscation tasks. Although LLMs can match abstract reason-
ing patterns, they fall short of true logical reasoning. Small
changes in input tokens can drastically alter outputs, creating
a strong token bias and suggesting that these models are highly

sensitive and fragile[18].The models have been shown to heav-
ily depend on variable and function names to infer the code’s
purpose, making them particularly vulnerable to misleading
identifiers. The models struggle with transformations that alter
the AST and with layered techniques, which are foundational
components of traditional obfuscation tools. This lack of deep,
logical understanding makes them prone to errors that might
be difficult to detect and fix. This reinforces the challenge
noted in other studies where LLMs, despite their generative
strength, may lack a full understanding of program semantics
and execution environments[1].

C. The need for domain-specific architectures

The case studies on CodeT5 and BigBird Pegasus provide
evidence that the models’ failures are not random but a conse-
quence of their architectural design and training objectives. Al-
though CodeT5, when fine-tuned on input-output obfuscation
pairs, produced what seemed like reasonable transformations,
it struggled to generate long sequences. This observation is
in line with the documented challenges[29] of sequence-to-
sequence models when handling long code inputs, where token
truncation or vanishing gradients limit performance. CodeT5’s
token generation limitations make it unsuitable for code obfus-
cation tasks on large corpora while BigBird Pegasus’s sparse
attention mechanism is misaligned with the transformations
required for obfuscation. BigBird Pegasus produced non-
functional outputs, showing the importance of task-specific
architectures and training techniques in code processing tasks.
This suggests the need for developing new domain-specific
architectures and training methodologies suited for the unique
demands of code obfuscation.

VI. THREATS TO VALIDITY

In this section, we discuss the potential threats to the validity
of this study and how we decided to treat and control these
threats.

Internal validity. Internal validity refers to the extent to
which the observed effects can be attributed to the experimen-
tal design and the manipulated variables rather than extraneous
factors. The main threat is related to the choice of hyper-
parameters when fine-tuning models. To address this threat,
we adopted configurations consistent with prior research and
repeated training the models multiple times to mitigate any
bias related to randomness. The dataset of original-obfuscated
JavaScript pairs might not fully represent the diversity of
real-world codebases that results in bias towards specific
obfuscation styles. Nevertheless, the dataset employed is a
large corpus specifically created for code-processing tasks,
with its authors documenting efforts to reduce duplication
and ensure richness in terms of variety. We obfuscated the
code snippets using different tools such as both traditional
and LLM tools and using different obfuscation strategies and
techniques. Errors in tokenization or reward function definition
during reinforcement learning may have influenced the model
performance. For tokenization, rather than working only on
token level obfuscation, we attempt to also employ Abstract
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Syntax Tree representations to ensure preservation of code
structure. The outputs of the model were printed after the
supervised learning stage and reinforcement learning stage to
check how the model was performing and to ensure the reward
function was not giving false results.

External Validity. External validity relates to the general-
izability of the study’s findings beyond the specific context
tested. The experiments are focused on JavaScript obfuscation
so the results may not generalize to other programming
languages or domains. The study uses a finite dataset and
limited hardware so large-scale training or more computational
resources might change the comparative outcomes.

Construct Validity. Construct validity assesses whether the
study measures what it intends to measure. While we chose
metrics that have been used to document obfuscation quality
in previous studies, they may not fully capture the quality
of obfuscation, which is a multifaceted construct. We ran
JavaScript code in a virtual environment, but the evaluation
of functional correctness might have missed edge cases, espe-
cially for long or complex scripts. JavaScript-Obfuscator was
designed specifically for obfuscation whereas the models used
were not so comparing them directly may introduce a construct
bias.

VII. LIMITATIONS AND FUTURE WORK

This research addresses some of the limitations of current
models in code obfuscation tasks, but as mentioned, differ-
ences in training corpora, training techniques and hyperparam-
eter selection might yield new results. Further training these
models or developing new models with training objectives
that explicitly prioritize obscurity and complexity, perhaps
through techniques such as adversarial training or reinforce-
ment learning, while still preserving functionality might offer
new insights. Furthermore, exploring hybrid approaches that
combine the deterministic nature of traditional rule-based
tools with the generative capabilities of specialized machine
learning models could provide new obfuscation techniques.
Building models that are able to generate obfuscated code
using one obfuscation technique on the abstract syntax tree
of the code and combining the power of these models might
be an approach that allows models to learn better. One of the
limitations of this study is its focus on specific models and
programming languages. Since the main focus of the research
was not traditional obfuscation nor LLM obfuscation, different
tools than the ones used might result in different results. In
the current study, these were used as comparison benchmarks,
but future research could expand this analysis to include a
wider range of LLMs and rule-based tools to provide a more
comprehensive understanding of the landscape. However, it is
notable that the consistent and fundamental nature of the errors
and architectural mismatches observed in this study, as well as
supported by existing literature, suggests that these findings are
broadly applicable to the current generation of general-purpose
LLMs. The development of adaptive obfuscation schemes
that can generalize effectively across different programming

languages remains a significant challenge. A successful obfus-
cation tool that leverages the generative capabilities of artificial
intelligence needs to move beyond simple transformations and
perhaps adopt a hybrid model architecture that combines token
and AST representations, using different learning techniques
for training the model as well as adopting a multi-faceted
evaluation framework that does not only focus on functional
correctness and code complexity but also resilience to state-of-
the-art deobfuscation tools. By approaching the problem with
a clear understanding of the technical challenges as well as the
ethical responsibilities involved, future work can contribute to
the development of more resilient software protection, while
also acknowledging the potential misuse. As mentioned previ-
ously, while code obfuscation is a legitimate technique for pro-
tecting intellectual property and proprietary algorithms it also
raises important ethical concerns. The advancement of code
obfuscation techniques that are resilient towards deobfuscation
tools might encourage the development of more sophisticated
polymorphic and metamorphic malware, posing a significant
threat to traditional anti-virus systems. This raises profound
ethical questions about the responsibility of researchers and
developers in this field. In the case of code obfuscation,
this means commitment to transparency about the employed
methodology, willingness to acknowledge the potential of
misuse and a focus on developing countermeasures. The goal
is not to enable threat actors but to equip defenders.
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Title

Focus

Method

Contributions

DeepObfusCode: Source Code
Obfuscation Through Seq2Seq
Networks

Neural network—based source
code obfuscation

Seq2Seq RNN
encoder—decoder to transform
code into non-readable form,
paired with a de-obfuscator
model

Demonstrated ML obfuscation
with reversible
transformations, introducing
stealth and execution cost
metrics

CoTran: An LLM-based Code
Translator using RL with
Compiler & Symbolic
Execution Feedback

Code translation with
correctness guarantees

LLM fine-tuned with RL,
compiler, and symbolic
execution feedback

Provides reinforcement
learning setup to preserve
semantics after heavy code
transformations

CODECIPHER: Learning to
Obfuscate Source Code
Against LLMs

Al-based obfuscation to resist
LLM code understanding

Transformer model trained
adversarially against LLMs

Introduces LLM-vs-LLM
obfuscation resistance
evaluation

Can LLMs Obfuscate Code?
A Systematic Analysis...

Evaluating LLM ability for
assembly code obfuscation

Prompt engineering + LLM
evaluation

Assesses effectiveness,
weaknesses, and consistency
of LLM-generated
obfuscations

Simplicity by Obfuscation:
Evaluating LLM-Driven Code
Transformation...

Measuring semantic elasticity
under obfuscation

LLM transformation pipeline
with correctness verification

Highlights semantic
preservation under extreme
transformations

Designing a Code
Obfuscation Scheme for
Software Protection

Traditional obfuscation
scheme

Static transformations:
control-flow flattening,
identifier renaming

Classic techniques and
evaluation metrics for
software protection

Code Obfuscation: A
Comprehensive Approach...

Survey of
detection/classification of
obfuscation

Compilation of detection
methods, ethical implications

Framework for identifying
obfuscated code, relevant for
evaluating Al outputs

Obfuscation Code Technics
Based on Neural Networks
Mechanism

Neural network—based
obfuscation

Early NN model to transform
source code

Precursor to DeepObfusCode,
proof-of-concept for Al
obfuscation

TABLE T
SUMMARY OF THE MOST RELEVANT PAPERS IN THE LITERATURE REVIEW

Method Obfuscation Quality Functional Correctness Performance/sequence handling Additional notes
Javascript-Obfuscator High 100% Moderate ‘Well-established tool
LLM (Mistral) Moderate Variable (fails occassionally) Moderate 16.4% fail functional tests
CodeT5 Low Poor on long code Prone to truncation Limited length
BigBird-Pegasus Low Invalid Poorly aligned context Not suited for code obfuscation
TABLE 1I

SUMMARY TABLE OF EXPERIMENT EVALUATION RESULTS
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Abstract—Security operations centers (SOCs) rely on large-
scale log analytics to investigate alerts and proactively hunt
for threats. Translating natural-language (NL) investigative in-
tents into safe and effective Elasticsearch (ES) DSL is error-
prone and time-consuming; naive NL—DSL generation can
yield unsafe, unbounded, or semantically off-target queries. We
present , a security-first, constrained pipeline combining schema-
aware prompting, JSON-Schema gating, a rule-based validator
(field/type discipline, hard time-window requirement, and cost
control), and a security layer that detects adversarial prompts
with calibrated abstention. The system is provider-agnostic (local
and cloud LLMs) and evaluated on a 12-scenario bank across a
standard logs index, CIC-IDS2017, a schema-drift variant, and
differentially private (DP) indices. Under identical guardrails, the
enhanced constrained method achieves macro-F1 0.91 (vs. 0.84
schema-grounded few-shot; 0.72 rules; 0.58 zero-shot). First-pass
validator success is 78 %, rising to >95 % after two critique-guided
retries with 3 % abstentions. Robustness under schema drift
shows AF1 of —0.03 with 88 % one-retry recovery for unknown-
field errors. Adversarial testing yields a malicious block-rate of
97.2% at 3.1 % FPR. Privacy-utility curves degrade monotoni-
cally with stronger DP (¢ € {2.0,1.0,0.5}), e.g., macro-F1 0.90,
0.87, 0.82; numeric-only noise outperforms numeric+timestamp
jitter at the same &. We release an IEEE-style summary aligned to
the full thesis, emphasizing safety-by-construction, reproducibil-
ity, and open evaluation assets.

Index Terms—Threat hunting, Elasticsearch, NLIDB, LLM,
validation, security, differential privacy, schema drift.

I. INTRODUCTION

Security analysts routinely translate plain-language intents
into ES DSL to triage incidents, investigate alerts, and hunt
unknown threats. This process is non-trivial under opera-
tional constraints: queries must respect time windows, field
types, and cost budgets, and they must be specific enough to
avoid unselective scans. Although recent NL—query systems
demonstrate impressive fluency, they rarely commit to strong
guardrails that are essential in SOC settings where unsafe or
costly queries can impact production systems.
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This paper introduces , a security-first NL—DSL framework
designed for SOC workflows. Our core premise is safety-by-
construction: rather than treating safety as an afterthought, we
integrate guardrails—schema-aware prompting, JSON-Schema
gating, rule-based validation, and adversarial filtering—into
the generation loop. The approach is model-agnostic and
supports both local and hosted LLMs, enabling organizations
with privacy or data-sovereignty requirements to deploy on-
prem.

Research Questions. We study: RQ1—Can constrained
generation improve execution accuracy while preserving safety
under SOC guardrails? RQ2—How robust is the system to
adversarial prompts and schema drift? RQ3—What privacy—
utility trade-offs arise when logs are differentially privatized?

Contributions. (Cl) , a constrained pipeline coupling
index-aware prompting with JSON-Schema gating and a rule-
based validator that enforces field whitelists, type correctness,
time windows, and cost caps; (C2) a multi-layer safety en-
velope with an adversarial-prompt filter and calibrated ab-
stention; (C3) a multi-dataset evaluation protocol and open
artifacts; (C4) empirical studies on robustness and privacy
(drift and DP).

II. RELATED WORK

a) NL Interfaces to Databases (NLIDB): Classic surveys
and systems in NLIDB focus largely on relational SQL with
semantic parsing and schema grounding [1], [2]. Early work
such as CHILL learned parsers from annotated data [3], while
interactive systems like NaLIR emphasized user-in-the-loop
disambiguation [4]. Large cross-domain benchmarks (e.g.,
Spider) drove rapid advances in text-to-SQL [5], including
sequence models (Seq2SQL, SQLNet) [6], [7], execution-
guided decoding [8], relation-aware schema encoders (RAT-
SQL) [9], grammar-augmented pretraining (GraPPa) [10], and
constrained decoding (PICARD) [11]. However, Elasticsearch
DSL differs from SQL in operators, time semantics, and cost
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behavior, making direct transfer of text-to-SQL techniques
non-trivial in SOC settings.

b) LLMs for Program Synthesis and Tool Use: Founda-
tion models enable few-shot program and query synthesis [12],
with prompting strategies like chain-of-thought improving
reasoning quality [13]. Code-focused evaluations and systems
highlight both capability and brittleness [14], [15]. Tool-use
paradigms such as ReAct and self-instrumentation approaches
like Toolformer illustrate how models can plan and call tools
under supervision [16], [17]. Instruction tuning and safety-
aligned training further shape model behavior [18], [19]. Our
work complements these by embedding strict, domain-specific
guardrails (schema-aware prompting, JSON-Schema gating,
and a validator) directly into the generation loop.

c) Safety and Robustness: Prompt injection and adversar-
ial prompt families can subvert tool-augmented LLM systems
[20]-[22]. Commercial SIEM assistants advertise NL-to-query
capabilities (Splunk SPL, Chronicle Gemini, Rapid7 LEQL)
but provide limited detail on formal guardrails for schema/type
correctness, temporal bounds, or cost control [23]-[25]. Our
setting treats the model as an untrusted proposer, enforcing
mandatory validation and security filtering prior to execution;
this aligns with broader guidance on operational safety for
hosted LLM services [26].

d) Privacy in Log Analytics: Differential privacy pro-
vides formal protection for analytics [27], with noise calibrated
to global sensitivity [28]. Systems research demonstrates prac-
tical DP mechanisms for databases and telemetry (e.g., PINQ
and RAPPOR) [29], [30]. At population scale, production
deployments (e.g., the Census TopDown algorithm) illustrate
engineering trade-offs between privacy budgets and utility
[31]. We quantify how DP perturbations impact bounded-time
threat-hunting queries in Elasticsearch and report the resulting
privacy-utility curves.

III. System DEsiGN
A. Architecture

Fig. 1 depicts the pipeline: (1) NL prompt enters a router;
(2) constrained generator receives index profiles (field types,
canonical examples, allowed filters/aggregations); (3) JSON-
Schema gating rejects malformed outputs; (4) the validator
enforces safety rules; (5) the security layer screens for adver-
sarial or ambiguous inputs; (6) a critique loop retries up to
two times; (7) approved queries execute with pre-flight sanity
checks.

B. Index Profiles and Prompting

For each index we build a compact profile: top fields, types,
value sketches, and canonical examples. Prompt templates bind
the profile and enforce day-bounded windows unless a stricter
bound is specified.

C. Validator and Policy
The validator implements deterministic checks:

« Field whitelist/type discipline: filters and aggregations
must target known fields with compatible types.

[ maratsangingepomt | - [ sreamiur |

—>|

4
LLM Router (Local/External)

Generator (enh. constrained
/ few-shot / rules / zero-
shot)

—

ISON-Schema Gate

Rule Validator
(fiel /cost)

Elasticsearch (logs_net,
cIc, DP, drift)

Metrics & Artifacts

m.,ms/va.,m,,,u.esyamI |

Architecture. Router — Constrained Generator (+schema con-
text) — JSON-Schema Gate — Rule-based Validator (types,
fields, time window, cost) — Security Filter & Abstain —
Critique/Retry — Execute.

Fig. 1. High-level architecture.

« Temporal bounds: enforced hard window (default < 30
days) with day-level granularity.

o Cost control: pre-flight selectivity estimate; reject if
predicted hits exceed a configured cap.

D. Security Layer

A lightweight classifier flags adversarial patterns (e.g., jail-
breaks, role-confusion, code execution requests, or attempts to
bypass time windows). If flagged, the system seeks clarifica-
tion or abstains.

IV. EXPERIMENTAL SETUP
A. Datasets and Scenario Bank

We  evaluate on: (i)
like network telemetry),
to ES, (iii) a schema-drift
semantic renames (e.g., bytes_out—bytes_sent,
label—classification), and (iv) DP-perturbed
versions at € € {2.0,1.0,0.5}. The 12-scenario bank covers
common SOC tasks (lateral movement, beaconing, data
exfiltration, privilege escalation).

logs_net  (enterprise-
CIC-IDS2017 mapped
variant  introducing

(i)

B. Methods

We compare: constrained (), schema-grounded few-shot (no
constrained decoding), rules-based, and zero-shot. All methods
receive identical index profiles; only enforces JSON-Schema
gating + validator control.
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Algorithm 1 Validator and Retry Controller
1: function VaLipaTe(dsl, profile, policy)

2: if not JsoNScHEMAVALID(dsl) then return Re-
ject(schema_violation)

3: if not FieLpsKnown(dsl, profile) then return Re-
ject(unknown_field)

4 if not TypesMarcH(dsl, profile) then return Re-
ject(type_mismatch)

5: if not HAsTIMEWINDOW(ds], policy) then return Re-

ject(missing_time_window)
6: if CostTooHiGH(dsl, policy) then return Re-
ject(cost_violation)

7: return Accept

8: end function

9: function  CrrtiQueLoop(prompt,  profile,  policy,

max_tries=2)

10: for i = 0 to max_tries do

11: dsl «— CoNSTRAINEDGENERATE(prompt, profile)

12: outcome < VALIDATE(ds], profile, policy)

13: if outcome = Accept then return dsl

14: prompt < CRITIQUE(prompt, outcome) >

explain failure and fix

15: end if

16: end for

17: return Abstain

18: end function

TABLE 1
MACRO PERFORMANCE ON LOGS_NET.

Method F1 Jaccard  Precision  Recall
Constrained (ours) 0.91 0.87 0.92 0.90
Schema-grounded (few-shot)  0.84 0.79 0.85 0.83
Rules baseline 0.72 0.67 0.74 0.70
Zero-shot 0.58 0.52 0.60 0.56

C. Metrics and Statistics

Execution overlap (Jaccard), macro-Precision/Recall/F1,
structural (AST-F1), validator outcomes (first-pass, retries,
abstentions; failure taxonomy), latency (Q2 [Q1-Q3]), and
adversarial block/FPR. We report 95% ClIs and use paired non-
parametric tests across scenarios.

D. Providers and Runtime

We route to GPT-class, Claude-class, Gemini-class, and a
local Ollama model under identical prompts and guardrails.
Latency includes prompt formatting, generation, gating, vali-
dation, and (for accepted queries) a cheap pre-flight execution
check.

V. ResuLts

A. Main Accuracy on 1ogs_net

Table I shows macro outcomes. The constrained method
attains F1 0.91 (J 0.87, P 0.92, R 0.90), a clear lift over all
baselines under the same safety envelope.

TABLE 11
'VALIDATOR FAILURE TAXONOMY ACROSS REJECTED GENERATIONS.

Category Share (%)
unknown_field 34
missing_time_window 27
schema_violation 18
type_mismatch 11
cost_violation 6
unselective_aggregation 4

TABLE III
PROVIDER LATENCY AND FIRST-PASS SUCCESS (CONSTRAINED GUARDRAILS).

Provider Latency Q2 [Q1-Q3] (s)  First-pass (%)
GPT-class 1.6 [1.3-2.0] 86
Claude-class 1.9 [1.5-2.4] 84
Gemini-class 1.5 [1.2-1.9] 83
Local (Ollama) 3.1 [2.6-3.8] 72

B. Validator Outcomes and Failure Taxonomy

First-pass success is 78 % for , reaching 95 % after two
critique-guided retries with 3 % abstention. Table II reports
failure categories across rejects.

C. Provider Performance

Table III summarizes latency and first-pass rates under the
constrained pipeline. Notably, local inference is slower but
competitive after retries.

D. Robustness to Schema Drift

Under drift, macro-F1 drops from 0.91 to 0.88 (A = —0.03).
First-pass rejects frequently cite unknown_field, and 88 %
of those cases recover after one retry with targeted critique.

E. Adversarial Safety

On a red-team prompt suite, the security layer blocks 97.2 %
of malicious prompts at 3.1 % FPR on benign prompts. End-to-
end allowed-and-safe rates after validation are 93 % to 95 %
across providers. Failures typically involve indirect attempts
to remove time bounds; these are subsequently rejected by
validator policy.

F. Privacy-Utility on DP Indices

Macro-F1 degrades monotonically with stronger privacy:
non-DP 0.91; ¢ = 2.0 0.90; ¢ = 1.0 0.87; £ = 0.5 0.82.
Table IV separates numeric-only Laplace noise from nu-
meric+timestamp jitter.

VI. COMPONENT ANALYSIS AND SENSITIVITY

We vary few-shot count, disable gating layers, and relax
time-window policy.

a) Few-shot Count (0/2/8): Macro-F1 improves from
0.88 — 0.90 — 0.91; first-pass validity from 73% — 80%
— 84% with diminishing returns at 8 shots.

b) Remove JSON-Schema Gating: Schema-grounded
only reduces first-pass from 78% to 62%, raises abstentions
from 3% to 9%, and lowers F1 from 0.91 to 0.84.
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TABLE IV
Privacy-uTiLiTY oN DP INDICES (MACRO-F1).

Setting e=2.0 &=1.0 £=05
Numeric-only 0.90 0.89 0.85
Numeric+timestamp 0.90 0.87 0.82

c) Controller Without Live Schema: Using a controller
with no live index context yields F1 0.86, dominated by
unknown_field errors.

d) Relax Time Windows: Relaxing hard windows in-
creases cost violations from 0.6% to 8.1% without improving
F1 materially, supporting the safety-by-construction stance.

VII. REPRODUCIBILITY AND ARTIFACTS

We release pinned environment manifests, index
mappings, the 12-scenario task bank, and evaluation
seeds. Artifacts include: (i) mappings.json (index

schemas), (i) prompts.yaml (templates and profiles),
(ili) validator_rules.yaml (policy), (iv) seeds.txt
(random seeds), and (v) run.sh (orchestration). Execution
logs store per-try outcomes and the failure taxonomy label
for rejected generations.

VIII. THREATS TO VALIDITY

Internal validity: cache warming and shard layout can alter
latency; we report medians with IQR and warm caches before
timed runs. External validity: datasets are representative but
not exhaustive; complex aggregations and cross-index joins
are not covered. Construct validity: structural metrics reduce
false negatives relative to execution-only metrics, but analyst-
equivalent queries may differ in clause structure.

IX. LimrtaTtions aAND ETHICS

We do not handle deeply nested aggregations or cross-index
joins; free-text relevance is limited to basic terms/filters. The
red-team suite, while diverse, cannot exhaust all adversarial
families. Ethical posture: the system abstains on ambiguous or
unsafe inputs, enforces bounded time windows, and restricts
unselective scans by default.

X. ConcLusioN AND FUTURE WoRK

demonstrates that safety-by-construction NL—DSL can
deliver high accuracy, calibrated safety, and privacy-aware
behavior under realistic SOC constraints. Future work includes
richer aggregation patterns, cross-index joins, broader datasets,
user studies on workflow fit, and formal privacy guarantees.
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Abstract— The General Data Protection Regulation
(GDPR) necessitates efficient, scalable compliance tools.
Traditional audits are time-consuming and error-prone,
hindering the management of dynamic data processing
activities. This research proposes an Al-powered real-
time GDPR compliance auditing framework, using
Natural Language Processing (NLP) to analyse legal texts
and data. The system detects compliance gaps and
provides actionable insights for compliance officers. By
integrating NLP and Machine Learning, the framework
ensures transparency, helping organisations streamline
compliance and mitigate risks in a constantly evolving
regulatory landscape.

Keywords— GDPR Compliance, Al-driven Risk
Assessment, Natural Language Processing (NLP),
Compliance Automation

I. INTRODUCTION

The General Data Protection Regulation (GDPR) has
introduced stringent data protection requirements for
organizations operating within the European Union and
beyond, making compliance a legal necessity and a key factor
in maintaining organizational trust and reputation. Among the
GDPR's most critical provisions is the obligation for
organizations to document and continuously monitor their
data processing activities. However, traditional compliance
auditing methods are manual and reactive and struggle to keep
pace with data operations' increasing volume and complexity.
The inability to track real-time compliance, coupled with the
rapid evolution of business processes and regulations, exposes
organizations to potential fines, legal risks, and reputational
damage. As the regulatory landscape becomes more dynamic,
there is an urgent need for intelligent, automated tools that can
provide real-time insights into compliance status and detect
violations proactively. This research addresses these
shortcomings by proposing an Al-powered framework for
continuous, real-time GDPR compliance auditing. By
integrating Natural Language Processing (NLP), Machine
Learning, the system can interpret and analyze legal texts,
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analyse organisational data processing activities, and detect
compliance gaps in real-time.

By providing actionable insights and enhancing
transparency, this framework enables organisations to
proactively manage compliance, reducing the risk of fines,
reputational damage, and operational inefficiencies. Through
this approach, the research aims to bridge the gap between
legal requirements and real-time data operations, providing an
innovative solution to the challenges organisations face in
ensuring GDPR compliance.

II. LITERATURE REVIEW

A. AI-Driven GDPR Compliance Diagnostics

The integration of artificial intelligence (AI) into GDPR
compliance has gained significant attention due to its potential
to automate and enhance compliance audits. Traditional
manual processes are insufficient in managing the complexity
and volume of data operations under GDPR. Recent
advancements in Natural Language Processing (NLP),
machine learning (ML), and knowledge graphs provide
innovative approaches to overcome these challenges. For
example, studies by [1] demonstrated the effectiveness of a
BERT-based NLP model for assessing the alignment of
privacy policies with GDPR Article 13, achieving high
precision and recall in policy analysis. This success highlights
the potential of Al-driven tools for automating legal document
interpretation and gap identification, which is central to the
proposed research. However, gaps such as the applicability of
these models in multilingual contexts and the integration of
policy text interpretation with operational data remain
unresolved.

B. Explainable Al in Risk Assessment

In the context of GDPR compliance, Al models are critical

for assessing and automating compliance checks across data
4§(r)cessing activities. However, many Al models' "black-box"
nature—especially in legal and regulatory settings—poses a
significant challenge. Explainable Al (XAI) ensures that Al-



driven decisions are transparent, interpretable, and auditable,
making them suitable for legal and regulatory scrutiny. [2]
emphasised the importance of transparency in decision-
making processes, noting that Al models in compliance
contexts must provide explainable outputs to be valid in legal
audits. This aligns with the research objectives, which propose
a framework that not only automates the detection of
compliance gaps but also ensures that the reasoning behind
these detections is comprehensible and verifiable by human
stakeholders. Additionally, studies on the hybridisation of ML
and deep learning [3] show that combining different models
can enhance risk diagnostics, offering a pathway for more
accurate, transparent, and adaptive compliance systems.

C. Cognitive Graph Architectures for Real-
Time Governance

Recent contributions in cognitive graph architectures
highlight their potential for real-time governance and
compliance management. [4] introduced a cognitive graph-
based framework that automates data lineage tracking across
distributed environments, improving traceability and reducing
manual compliance efforts. Cognitive graphs enhance the
interpretability and scalability of compliance systems by
offering dynamic updates and semantic enrichment. These
frameworks also address key GDPR requirements, such as
demonstrating lawful data processing and ensuring
transparency. However, challenges in integration with legacy
systems and computational costs remain.

D. Hybrid Models and Adaptive Compliance
Systems

Hybrid Al models, which combine machine learning
(ML), deep learning (DL), and NLP, are gaining traction for
improving GDPR compliance. Studies by [3] and [5]
demonstrated the effectiveness of such hybrid systems in risk
assessment and anomaly detection. These models offer
adaptability, real-time responsiveness, and interpretability,
making them suitable for complex compliance environments
like GDPR. Hybrid models can fuse structured data, such as
financial indicators, with unstructured data, such as legal texts,
to provide comprehensive compliance assessments.
Furthermore, the integration of federated learning [5] in these
models supports privacy-preserving compliance, which aligns
with GDPR's emphasis on data minimization. Despite their
promise, challenges in model interpretability and multi-
jurisdictional compliance remain.

E. Knowledge Graphs and NLP in Legal
Interpretation

The application of Knowledge Graphs (KGs) and Natural
Language Processing (NLP) in legal interpretation,
particularly for GDPR compliance, has seen significant
development. Knowledge graphs allow for semantic
reasoning across complex legal texts, while NLP techniques
enable the extraction and analysis of compliance-relevant
clauses. [6] developed a system called DERECHA, which
employs NLP to verify Data Processing Agreements (DPAs)
compliance against GDPR requirements. The system
demonstrated significant improvements in precision and
recall, outperforming conventional NLP models in legal text
analysis. [7] highlighted the trend towards domain-specific
NLP models for legal tasks, advocating for tailored pretraining
and model explainability in compliance contexts. These
findings underscore the importance of combining domain-
specific NLP with KGs to enhance the accuracy and

explainability of compliance systems. Despite these
advancements, challenges such as ensuring multilingual
support and aligning NLP outputs with legal norms remain
key hurdles in developing fully automated GDPR compliance
solutions.

III. PROBLEM STATEMENT

The General Data Protection Regulation (GDPR)
mandates that organisations continuously document and
assess their data processing activities to ensure compliance
with legal standards. However, traditional auditing methods
are manual, labour-intensive, and prone to errors, making it
difficult for organisations to keep up with the fast-evolving
data regulations. These approaches, relying on periodic
documentation reviews and static policy assessments, often
miss the dynamic nature of data flows, leaving gaps in
compliance that can expose organisations to regulatory
penalties and reputational risks. There is a critical need for
automated, scalable, and real-time compliance tools to address
these challenges. Existing rule-based systems are limited in
interpreting legal texts and assessing ongoing data processing
activities effectively, failing to provide a holistic view of
GDPR compliance. This research proposes an Al-driven
framework utilising Natural Language Processing (NLP), and
Machine Learning to develop Al-driven system that can
interpret legal documents, analyse data processing activities,
detect compliance gaps in real time, and deliver actionable
insights, while overcoming challenges related to legal
language interpretation, scalability, and explainability for
non-technical stakeholders.

IV. METHODOLOGY

The research methodology for this study is designed to
develop and validate an Al-powered framework for real-time
GDPR compliance auditing. The framework integrates
Natural Language Processing (NLP), and Machine Learning
to automate the detection of compliance gaps in data
processing activities, linking regulatory requirements directly
to operational data.

A. Data Collection

To build a comprehensive framework for GDPR compliance,
various data sources will be collected and utilized. The full
GDPR corpus and relevant legal commentary and
amendments will serve as the foundational legal text. Privacy
policies from GDPR-regulated organisations were collected
and used to evaluate how well internal practices align with
the regulatory framework. The privacy policy serves as a
comprehensive statement of an organisation’s data protection
practices, covering data collection methods, purposes for
processing, data sharing practices, and data retention periods.
These policies are totally anonymised to protect sensitive
information, focusing only on the clauses and terms related
to data collection, processing purposes, and retention. After
collection, the privacy policies were processed using NLP
techniques to identify key components related to GDPR
compliance.
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B. NLP-Based Text Preprocessing and Legal
Interpretation

The NLP component will focus on automating the
extraction and analysis of compliance-relevant information
from legal texts and organisational documentation:

Text Preprocessing: The GDPR text and
organisational documents will be preprocessed using
standard NLP techniques, including tokenisation, part-
of-speech tagging, and named entity recognition
(NER).

Legal Clause Extraction: The BERT-based
transformer models will be fine-tuned on GDPR-
specific corpora to identify key regulatory clauses,
obligations, and compliance requirements. This will
allow the system to map organisational documentation
to GDPR clauses automatically.

Semantic Classification: NLP models will classify
the identified clauses into compliance categories, such
as data subject rights, consent management, and data
minimisation.

C. AI Model Development for Gap Detection

To identify compliance gaps in real time, machine
learning (ML) models will be trained using labelled datasets
of compliant and non-compliant data:

Model Training: To detect compliance gaps, this
research will utilise a Random Forest model. The
Random Forest algorithm is selected for its intrinsic
interpretability, as it provides a natural mechanism for
determining feature importance, which will support the
explainability claim of this research. This
interpretability is crucial for ensuring compliance
officers understand the factors driving the model's
decision-making process.

Anomaly Detection: In this research, anomalies refer
to unexpected or rare instances where data processing
activities deviate from the expected or compliant
behaviour, which could indicate a potential GDPR
compliance issue. These anomalies could include, for
example, unusual patterns in data access or processing
activities, unauthorised changes in data flows, or
deviations from standard data retention policies.
Isolation Forest will be applied to identify these
outliers in the data. By detecting such anomalies, the
system can flag potential compliance gaps that have
not yet been captured through traditional rule-based
audits, providing early alerts for preventive actions.

Explainable AI (XAI): For the Random Forest model,
the importance of intrinsic features will be used to
explain the decisions made by the model. This will
allow us to identify which features (e.g., certain
clauses in GDPR or specific data processing activities)
contribute most to compliance decisions, enhancing
transparency and interpretability. Since Random
Forest inherently offers this level of explainability,
using techniques like SHAP or LIME would be
redundant.

D. System Validation and Testing

To validate the effectiveness of the proposed system, the
framework will be tested using real-world data from GDPR-
regulated organisations:

e Real-World Data Integration: For testing and
validating the system, real-world data such as Data
Protection Impact Assessments (DPIAs) and Records
of Processing Activities (ROPAs) will be collected
from organisations such as data processors (e.g., cloud
service providers), financial institutions, and
healthcare providers already subject to GDPR. The
system logs from these organisations, detailing data
flows and metadata changes, will also be used for real-
time monitoring during the testing phase.

e Accuracy and Precision Testing: To assess the
effectiveness of the Al-powered compliance detection
system, accuracy and precision will be measured
against traditional manual audits. The manual audits
will serve as a baseline for comparison, involving
compliance officers reviewing the same set of
organisational documentation and data processing
activities, as they would in a conventional compliance
check. We will measure improvements in efficiency by
calculating the time taken by the Al system to detect
compliance gaps versus the time taken by human
auditors. Additionally, precision and recall metrics
will be used to evaluate how well the Al system detects
true compliance gaps compared to the manual auditing
process. This will show that the Al system offers more
consistent and rapid detection of issues.

e User Feedback: Compliance officers and technical
teams will provide feedback on the system’s outputs,
including the comprehensibility of the compliance
reports and the actionable insights generated. This
feedback will inform further refinement of the
system’s user interface and reporting capabilities.

E. System Implementation and Dashboard
Development

Upon improvement of the system, a user-friendly
dashboard will be developed to provide actionable insights to
compliance officers:

e Real-Time Monitoring: The dashboard will display

real-time compliance statuses, including detected gaps,
risks, and recommendations for corrective actions.

e Visual Analytics: Data visualisations, such as
compliance heatmaps and risk severity graphs, will be
used to convey complex compliance information
clearly and intuitively.

e Reporting System: The system will generate detailed
reports, linking compliance gaps to specific GDPR
clauses, and offer remediation recommendations.
These reports will be designed for both legal and
technical audiences.

V. RESULT

This chapter presents a detailed discussion of the findings
from the research on the Al-driven GDPR compliance
auditing framework. The primary objective of this study was
to design and evaluate an automated system that leverages
Artificial Intelligence (Al), particularly Natural Language
AQocessing (NLP) and machine learning (ML), to monitor
GDPR compliance and identify potential compliance gaps.
The research explored how these technologies can streamline



compliance, reduce reliance on manual audits, and enhance
organisational efficiency and transparency.

The findings discussed in this chapter provide insights into
the system's effectiveness in detecting compliance gaps,
automating legal text interpretation, and enabling proactive
compliance management. Key outcomes include the system's
ability to detect non-compliant practices accurately, the role
of NLP in understanding complex legal texts, and the
system's capacity for monitoring and reporting. Additionally,
the chapter reflects on the practical implications of these
findings, the theoretical contributions to the field of legal-
tech, and the challenges faced during the implementation of
the framework. The insights and interpretations drawn from
these findings are intended to provide a comprehensive
understanding of the potential impact of Al on GDPR
compliance and its broader applications in regulatory
automation.

Summary of Key Findings

This section summarises the key findings from the research,
which evaluated the effectiveness of the Al-driven GDPR
compliance system in automating the detection of compliance
gaps, providing monitoring, and improving the accuracy of
compliance assessments. The following points highlight the
system's significant achievements and contributions.

Success in Detecting Compliance Gaps Using Machine
Learning and NLP

A primary goal of the research was to assess the system's
ability to detect compliance gaps using machine learning ML
and NLP techniques. The findings indicate that the system
effectively identified discrepancies between organisational
data processing activities and GDPR requirements.

e Machine Learning: The system successfully

applied supervised learning to detect common
compliance issues, such as missing consent or data
retention violations, by training models on labelled
datasets of compliant and non-compliant activities.
To further validate the research, multiple machine
learning models were tested for compliance gap
detection. The models were evaluated using

accuracy, precision, recall, and Fl-score on a

labelled dataset of privacy policies.

Table 1: Model Accuracy Across Machine Learning Approaches

F1-
Accuracy|[Precision|Recall
Model %) %) %) Score
(] 0 o
(%)
Logistic
) 1 79 83 80.5
Regression
Decision
83 81 84 82
Tree
Random
87 85 91 87.5
Forest
Isolation
Forest for|
77 76 80 78.5
Anomaly
Detection
Gradient
) 85 83 87 84
Boosting

In the table above, Random Forest achieved the highest
overall performance, balancing high accuracy and
interpretability. Decision Trees provide clear decision
pathways but slightly lower predictive accuracy compared to
ensemble models. Additionally, Isolation Forest, used for
unsupervised anomaly detection, identified subtle
compliance gaps not present in the labelled dataset but had
lower overall accuracy.

e NLP: Integrating NLP, particularly LegalBERT,
allowed the system to automatically parse and
interpret complex legal texts, mapping specific
GDPR clauses to corresponding data processing
activities. This process enabled the system to
identify subtle gaps in compliance, such as
incomplete privacy policies or vague descriptions of
data subject rights, that could otherwise go
unnoticed.
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Figure 1: Model performance across Compliance dimension

Table 2: Model Performance Across Compliance Dimensions

F1-
Compliance [|Accuracy|[Precision|Recall
Dimension %) |0 %) |0
imension o o o
(%)
Data
88 85 90 87.5
Retention
Consent
92 90 95 92.5
Management|
Data Sharing||85 82 88 85
Data Subject
90 88 92 90
Rights
Anomaly
80 78 82 80
Detection

Consent Management and Data Subject Rights achieve
highest accuracy, demonstrating the system’s effectiveness in
critical compliance areas.

The combined analysis of performance dimensions and
model accuracy supports the research claims that:

1. The Al-driven framework outperforms traditional
compliance audits in monitoring, predictive
accuracy, and adaptability.

2. Random Forest is the most suitable model for GDPR

compliance due to its balance between high

predictive accuracy and interpretability.

ol -

3. Incorporating anomaly detection (Isolation Forest)
allows the system to capture previously unseen gaps,
increasing the robustness of the compliance
monitoring.

4. Feature importance and decision pathway insights
from Random Forest provide transparent reasoning
for flagged non-compliant activities, which is

critical for audit accountability.

m Forest Feature Importance in C

Semantic Similarity Score 035

Data Processing Activity Type

Clause Importance

Contextual Metadata

Historical Compliance Records. 0.05

000 005 010 0I5 020 025 030 035 040
Importance Score

Figure 2: Random Forest Importance in the Compliance Classification

1. Semantic Similarity Score (0.35): Most important
feature, showing the system heavily relies on how
closely a privacy policy matches GDPR clauses.
Semantic similarity is the most influential feature,
validating the NLP preprocessing strategy.

2. Data Processing Activity Type (0.25): Shows the
type of activity (collection, sharing, retention)
strongly influences predictions.

(0.20)

Metadata (0.15): Highlights that weighted critical

3. Clause Importance and Contextual

clauses and contextual information matter in
classification.

4. Historical Compliance Records (0.05): Lower
importance, indicating the model relies more on
current document analysis than historical trends.

The Accuracy of the Compliance Gap Detection System
Accuracy was a central focus of this research, and the
findings suggest that the Al-driven system demonstrated high
accuracy in detecting compliance gaps, thanks to its
sophisticated use of NLP and machine learning. The system's
effectiveness was evaluated through internal validation,
expert reviews, and comparisons with traditional manual
audits.

Detection Precision: The system was highly
effective in correctly identifying compliance gaps,
such as improper handling of sensitive personal

Classification



data, inadequate data subject consent mechanisms,
and failure to comply with data retention policies.
The machine learning models could learn from
labelled datasets, improving their accuracy over
time by distinguishing between compliant and non-
compliant data processing activities.

e Minimising False Positives: One of the system's
strengths was its ability to minimise false positives
(i.e., incorrectly flagging compliant activities as
non-compliant). The system improved its precision
by continuously learning and refining its predictions
based on a growing dataset, providing stakeholders
with reliable compliance assessments.

e Model Interpretability: In addition to accuracy, the
system also ensured interpretability through
explainable Al techniques, allowing users to
understand why certain activities were flagged as
non-compliant. This transparency, combined with
high detection accuracy, made the system reliable
and user-friendly, enabling compliance officers to
trust the system's findings and take appropriate
action.

Ethical and Practical Limitations

e Data privacy and security: Sensitive data
anonymized; risk of re-identification acknowledged.

e Interpretability and trust: Random Forest
pathways and feature importance improve
transparency, but complex models may still require
expert review.

e Generalization: System optimized for GDPR;
adaptation to HIPAA, CCPA requires retraining and
rule adjustment.

The system demonstrated exceptional accuracy in detecting
compliance gaps across a range of data processing activities,
offering a high degree of precision in identifying real
violations and minimising errors in compliance assessment.
The system successfully detected compliance gaps using
machine learning and NLP, providing monitoring capabilities
that enable proactive compliance management. Furthermore,
the accuracy of the compliance gap detection system was
validated through rigorous testing, confirming its reliability
and precision in identifying both evident and subtle non-
compliance issues. These findings demonstrate the potential
of Al to revolutionise GDPR compliance auditing, making it
more efficient, accurate, and scalable for organisations of all
sizes.

VI. DISCUSSION AND ANALYSIS

The Al-driven GDPR compliance system developed in
this research successfully integrated NLP and machine
learning techniques to identify compliance gaps in
organizational privacy policies. The system demonstrated
high predictive accuracy across key compliance dimensions
such as Data Retention, Consent Management, and Data
Subject Rights, while maintaining interpretability through
Random Forest feature importance and decision pathways.

Additionally, the framework provided monitoring
capabilities, enabling proactive compliance management and
actionable reporting for stakeholders

The findings of this study highlight several important insights
regarding the automation of GDPR compliance auditing:

1. Effectiveness of NLP in Compliance
Interpretation:

e NLP models, particularly LegalBERT
embeddings, successfully extracted compliance-
relevant information from GDPR texts and

organizational documentation.

e Preprocessing techniques such as tokenization,
lemmatization, and semantic vectorization allowed
the system to map organizational practices to
relevant regulatory clauses.

e Optimization strategies, including domain-specific

fine-tuning and semantic similarity threshold
adjustments, further improved classification
performance.

e Implication: Properly optimized NLP can

significantly reduce the manual effort required to
interpret complex legal texts, supporting the
research objective of improving compliance
monitoring efficiency.

2. Al Techniques for Compliance Gap Detection
and Risk Assessment:

e Random Forest effectively classified data
processing activities as compliant, or non-
compliant.

e  Anomaly detection using Isolation Forest identified
previously unseen gaps, enhancing risk assessment
capabilities.

e Risk scoring methodology translated detected gaps
into actionable metrics for prioritizing interventions.

The combination of supervised and unsupervised

techniques provides a robust framework for both

identifying known compliance gaps and discovering
novel risks, aligning with the objective of effective Al-
based compliance monitoring.

3. Interpretability and Stakeholder
Communication:

e Feature importance scores and decision pathways
from Random Forest provided transparency in
decision-making.

e Automated report generation, coupled with
visualizations such as accuracy tables and bar charts,
allowed stakeholders to understand compliance
risks and recommended actions efficiently.

These tools support actionable insights, helping
compliance officers, executives, and regulators make
informed decisions, fulfilling the objective of
interpretable compliance insights.
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4. Monitoring and Practical Impact:

e Continuous evaluation of data processing activities
allowed for proactive detection of non-compliant
actions.

e The system’s scalability ensures that even large
datasets across multiple departments or regions can
be analyzed efficiently.

e  Monitoring transforms compliance management
from a reactive to a proactive approach, directly
supporting the research objective of enhancing
GDPR oversight.

METHODOLOGICAL LIMITATIONS

Despite the system’s effectiveness, several limitations must
be acknowledged:

1. Dataset Scope: The study analyzed 20 privacy
policies, which may limit generalizability across
organizations with vastly different privacy
practices.

2. Regulatory Focus: The system was optimized
specifically for GDPR; applying it to other
regulatory frameworks such as HIPAA, CCPA
would require model adaptation and retraining.

3. Data Privacy Concerns: Handling sensitive
personal data, even in anonymized form, poses
ethical risks and necessitates strict data governance.

4. Al Interpretability: While Random Forest
improves transparency, some complexity remains in
fully understanding ensemble model decisions.

These limitations indicate that while the findings are
promising, caution should be applied when extrapolating
results to broader populations or regulatory contexts.

COMPARISON WITH LITERATURE REVIEW

The study’s findings generally align with prior research on
Al-based compliance automation:

e Consistent with studies demonstrating NLP
effectiveness in legal text analysis, the system
accurately interpreted GDPR clauses and linked
them to organizational practices.

e Aligns with literature on ensemble machine
learning, showing Random Forest and Gradient
Boosting provide high accuracy and reliable
predictions for classification tasks.

e Divergence exists regarding monitoring: previous
studies often focus on periodic audits, whereas this

study demonstrates continuous  compliance
assessment, indicating a methodological
advancement.

Underlying reasons for differences:

e The combination of supervised and unsupervised
learning for both known and novel compliance gaps.

e The use of semantic similarity scoring with domain-
specific embeddings, which enhances NLP
performance beyond generic models.

TRANSFERABILITY OF RESULTS

The results of this study can be generalized to a broader range
of organizations, industries, and regulatory contexts under
certain conditions:

1. Cross-Industry Application: Organizations with
structured privacy policies and formalized data
processing practices can implement the system with
minimal adaptation.

2. International Adaptation: While designed for
GDPR, the methodology is adaptable to other data
protection frameworks by retraining NLP models
and adjusting regulatory clause mappings.

3. Scalability: monitoring and Al-driven reporting are
applicable to both small enterprises and large
multinational organizations with diverse datasets.

Limitations to transferability: Adaptation to industries with
unstructured or highly customized data policies may require
additional preprocessing and domain-specific model tuning.
This study demonstrates that an Al-driven framework
integrating optimized NLP, supervised and unsupervised
machine learning, and interpretable reporting can effectively
identify GDPR compliance gaps, assess associated risks, and
deliver actionable insights to stakeholders. While
methodological limitations and regulatory scope require
careful consideration, the system represents a scalable,
interpretable, and practical approach to automated GDPR
compliance monitoring, contributing both theoretically and
practically to the field of legal-tech compliance.

VII. CONCLUSION

The Al-driven GDPR compliance framework developed
in this research represents a significant step forward in
automating compliance auditing for organizations. By
integrating NLP and ML, the system provides an efficient,
and scalable solution for real-time compliance monitoring.
Key findings from the study include:

1. ML and NLP for Gap Detection: The system
detected both common and subtle compliance gaps
by leveraging Random Forest and Isolation Forest
ML algorithms, combined with LegalBERT for
parsing and interpreting complex legal texts.

2. Proactive Compliance Management:  Unlike
traditional periodic audits, the system would enable
proactive compliance, continuously monitoring and
flagging potential violations before they result in
regulatory breaches.

3. High Accuracy and Model Interpretability: The
system demonstrated high precision and low false
positives, making it a reliable tool for GDPR
compliance auditing, with explainable Al
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techniques ensuring transparency in decision-
making.
4. Scalability and Efficiency: The Al-driven

framework proved scalable, capable of handling
large and diverse datasets, thus meeting the needs of
organizations of varying sizes and complexities.

IMPACT ON INDUSTRY AND SOCIETY

The implications of this research extend beyond academic
contributions and into the practical realm of data privacy and
regulatory compliance. By automating compliance
monitoring, the proposed Al-driven framework has the
potential to significantly reduce the burden on organizations,
both financially and operationally. As we understand,
traditional compliance audits are time-consuming and prone
to human error, often leading to missed violations and
delayed detection. This Al-driven approach minimizes those
risks, allowing for continuous monitoring of data processing
activities in an organization.

For businesses, the ability to ensure proactive compliance
means that they can mitigate regulatory risks, avoid costly
fines, and build trust with their customers and regulators. By
providing stakeholders with clear, actionable compliance
insights, the system fosters a culture of transparency and
accountability, aligning with evolving data privacy
regulations. Customers benefit from enhanced data
protection, knowing their personal information is being
processed in compliance with stringent laws like GDPR,
which in turn improves customer confidence. The societal
impact is equally significant, as the framework contributes to
greater privacy protection for individuals. As more
organizations implement such Al systems, the overall
safeguard of personal data improves, fostering a culture of
privacy-conscious organizations and reducing the risk of data
breaches.

LESSONS LEARNED

While the Al-driven compliance framework is a major
advancement in regulatory automation, the research revealed
several important lessons:

1. Data Quality is Key: The success of ML models
heavily relies on the quality of the input data.
Incomplete or inaccurate privacy policies or
regulatory documents can hinder the effectiveness
of the system. Continuous efforts are needed to
ensure that data remains up-to-date and accurate.

2. Continuous Model Improvement: The Al system’s
ability to adapt and improve through continuous
learning is crucial. As new regulations or updates to
GDPR are introduced, the system must be retrained
to accommodate these changes, ensuring its long-
term effectiveness.

3. Collaboration Between Legal and Technical Teams:
Bridging the gap between legal and technical

domains is essential. The complexity of GDPR
compliance necessitates a collaborative approach
between legal experts and IT teams to ensure the

framework remains effective across various
organizational contexts.
METHODOLOGICAL STRENGTHS AND
LIMITATIONS

The methodological strengths of this research lie in the
integration of NLP for legal text interpretation and ML for
compliance gap detection. These innovations allow for
scalability, efficiency, and real-time monitoring, which are
significant improvements over traditional compliance
methods.

However, the research also encountered several limitations:

1. Regulatory Specificity: While the framework was
developed with GDPR in mind, its generalization to
other regulatory frameworks, such as HIPAA or
CCPA, would require further adaptation. Each
regulation has unique clauses and requirements that
would necessitate retraining the AI models.

2. Interpretability of Complex Models: Although
Random Forest models provide a high degree of
interpretability, they still present challenges in fully
explaining every decision. More research into
explainable Al techniques for legal compliance is
necessary to increase trust in these systems.

3. Data Privacy Concerns: Handling sensitive data,
even with anonymization techniques, presents
inherent privacy risks. Ensuring robust encryption,
access controls, and data minimization practices is
essential to mitigate these risks.

POTENTIAL FOR FURTHER RESEARCH

This research opens several avenues for future investigation
in the field of automated compliance auditing:

1. Extension to Other Regulatory Frameworks: Future
studies could focus on adapting the Al framework
for other legal systems such as healthcare privacy
laws (HIPAA) or financial regulations (PCI-DSS).
Customizing the system for these frameworks could
provide a more comprehensive solution for multi-
regulatory environments.

2. Enhanced NLP Models: The integration of more
sophisticated NLP models, such as transformer-
based architectures, could improve the system's
ability to understand legal context and semantics.
Further exploration into contextual language
understanding is crucial for improving compliance
gap detection.

3. Improving Al Explainability: As Al-driven
decision-making becomes more prevalent in
regulatory settings, improving the explainability of
Al models will be critical. Future research could
explore advanced techniques like LIME, SHAP, and
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counterfactual explanations to enhance the
transparency of compliance gap detection.

4. Real-Time Adaptation to Regulatory Changes: The
system could be enhanced to automatically adapt to
changing  regulations, ensuring  continuous
compliance without manual intervention. This could
be achieved through the use of knowledge graphs or
dynamic rule engines that update the system’s
compliance checks as legal requirements evolve.

It has been shown that Al-driven frameworks can
significantly streamline GDPR compliance monitoring,
transforming it from a reactive process into a proactive one.
The ability to detect compliance gaps using machine learning
and NLP not only improves efficiency and accuracy but also
ensures organizations can act before non-compliance results
in penalties. This research offers organizations a practical,
scalable solution that reduces audit costs, mitigates risks, and
enhances transparency and trust. As data protection
regulations continue to evolve globally, the Al-driven
compliance auditing framework provides a powerful tool for
ensuring organizations stay ahead in meeting their regulatory
obligations.
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Abstract—The increasing frequency and sophistication of cy-
berattacks underscore the need for adequate cybersecurity solu-
tions, particularly by utilizing Cyber Threat Intelligence (CTI).
CTI is critical for maintaining a proactive security posture, but
its collaborative sharing is often hindered by concerns over
data privacy, reputation risk, and the potential exposure of
sensitive or proprietary information. To defeat these deficiencies,
this research proposes a novel plan for privacy-preserving CTI
sharing. Our approach is to include an OPRF-based Private Set
Intersection (PSI) scheme as an external sidecar of OpenCTI,
which is a popular open-source threat intelligence solution. With
such an arrangement, two organizations are able to compute
the intersection of their CTI datasets privately and only publish
the common IoCs without disclosing the remainder of their CTI
data. The architecture is built to interoperate with industry
standard Structured Threat Information eXpression (STIX),
enabling interoperability. The success and experimentation with
this protocol prove its potential to enable secure, cooperative
CTI sharing without compromising privacy, while supporting a
trusted, intelligence-driven cybersecurity environment.

Index Terms—Cyber Threat Intelligence, Private Set Intersec-
tion, Anonymous sharing, Privacy, CTI sharing

I. INTRODUCTION

The number of reported cyberattacks, such as ransomware,
phishing, and social engineering, has increased significantly
in recent years, drawing the attention of both the public and
commercial sectors [3]. Cyber Threat Intelligence (CTI) has
emerged as a key player in modern cybersecurity defense
mechanisms, allowing organizations to predict, detect, and
respond to threats more effectively. Cyber Threat Intelligence
(CTI) involves analyzing data to generate actionable insights
about existing or emerging cyber threats targeting an organi-
zation. By understanding attackers’ motives and capabilities,
CTI enables organizations to proactively prevent or mitigate
cyberattacks, shifting from a reactive to a proactive security
approach. This approach improves decision making, strength-
ens defense mechanisms, and reduces potential financial and
reputational damage [10].

The primary goal of CTI is to transform raw data into
meaningful intelligence that can inform decision making and
improve the security posture of an organization. By analyz-
ing indicators of compromise (IoCs), threat actors’ tactics,
techniques, and procedures (TTPs), and broader trends in the
cyber threat space, CTI empowers organizations to identify
vulnerabilities, prioritize remediation process, and respond to
incidents with greater speed and precision [5]. For example,
CTI can reveal patterns in phishing campaigns, malware

distribution, or ransomware attacks, allowing organizations to
implement targeted defenses and reduce their risk exposure
[25]. This intelligence-driven approach is particularly critical
in an era where cyber threats not only are increasing in fre-
quency but are also becoming more sophisticated and difficult
to detect.

The value of CTI goes beyond mere threat detection; it
also plays a crucial role in strategic planning and risk man-
agement. By understanding the motivations and capabilities
of threat actors, organizations can better allocate resources,
develop robust incident response plans, and strengthen their
overall security infrastructure [10]. For example, CTI can
help organizations identify which assets are most likely to be
targeted, enabling them to implement proper security measures
and reduce the likelihood of a successful attack. Furthermore,
CTI fosters collaboration within the cybersecurity community,
as organizations share threat data and insights to collectively
combat cybercrime [25].

Despite its many benefits, the implementation of CTI is
not without challenges. The large amount of data generated
by modern IT environments can overwhelm security teams,
making it difficult to distinguish between relevant threats and
false positives. Furthermore, the dynamic nature of the cyber
threat landscape requires organizations to continuously update
their intelligence-gathering and analysis capabilities to stay
ahead of adversaries [14]. To address these challenges, many
organizations are turning to automated tools and platforms that
leverage artificial intelligence (AI) and machine learning (ML)
to streamline the CTI process and improve its accuracy [5].

Cyber Threat Intelligence reports contain many Indicators
of Compromise (IoC) data, which might reveal sensitive
information about the organization’s infrastructure, such as
IP addresses, file hashes and network domains. Moreover, it
could violate the privacy of users by revealing usernames,
emails, and IP addresses [11]. Additionally, companies hesitate
to share CTI data because it may expose details about their
security posture, which may lead to reputation loss [24].

This research addresses the above limitations by proposing
a novel approach for privacy-preserving, CTI sharing built on
Oblivious Pseudorandom Function (OPRF)-based Private Set
Intersection (PSI). Specifically, it presents an implementation
framework that integrates an OPRF-based PSI protocol as an
external sidecar to OpenCTI, a popular open-source threat
intelligence platform, with data feeds such as AlienVault’s
OTX. This allows two parties to compare CTI datasets (e.g.,
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IoCs) and securely compute their intersection—revealing only
the shared elements—without disclosing the rest of their threat
data to each other.

The approach aligns with CTI standards such as STIX
(Structured Threat Information eXpression) and TAXII
(Trusted Automated eXchange of Indicator Information) en-
abling interoperability while preserving privacy at the data
layer. The protocol is particularly suitable for structured data
environments like OpenCTI, where observables (domains, IPs,
URLs, hashes) can be extracted, normalized, and securely
compared across parties.

The research objective is to address the following questions:

o What is the privacy risk of sharing cyber threat intelli-

gence reports?

o How can Secure Multi-Party Computation (SMPC) pre-

serve privacy in CTI sharing between entities?

Answering these questions requires deep investigation of
the current literature and proposed solutions, and that will be
discussed in the next section, which include literature review
discussing different approaches to secure CTI sharing, and
finally, a Proof of Concept of our implementation, along with
a discussion of the results.

II. LITERATURE REVIEW

This section explores the landscape of Cyber Threat In-
telligence sharing, beginning with surveys of the current
approaches in sharing CTI data, and extending to various
methods of implementing frameworks to share and process
CTI feeds. We followed a scoping review methodology that
aims to identify and evaluate key sources related to a specific
research topic. The current review follows the guidelines set
forth by [19] and draws upon previous systematic reviews. The
reviewed studies are categorized based on their research area
1. Most of the research we reviewed included surveys and
challenges related to CTI sharing, in addition to conducted
studies on different approaches to implementing CTI.

Taxonomy of
Literature

Survey-based CTI sharing
research Implementation

blockchain-based et Privacy-focused
implementation P §-bas ji ion

Fig. 1: Taxonomy of Literature

When choosing the papers for our literature review, we
ensure that only relevant articles will be included in the
scoping review. Each critically assessed study should cover
at least one of the following topics:

o CTI challenges

o Safe Threat Intelligence sharing

o Secure Multiparty Computation

o Private Set Intersection

The studies included in this scoping review were col-
lected from various online databases, including PubMed, IEEE
Xplore, Science Direct, and Google Scholar. The search key-
words employed were ("Cyber Threat Intelligence sharing”
OR “Cyber Threat Intelligence” OR “Data sharing privacy”).
The articles were extracted in March 2025. The search results
yielded 1130 studies using these keywords. Among these, we
chose the selected ones in accordance with our criteria, align-
ing with the primary objective of this review. In summary, the
total number of included studies is 12. This comprise research
articles from journals, books, and conference papers. The
articles were meticulously analyzed to ensure the reliability
of the findings. Table I summarizes the literature found in the
area of CTI sharing.

III. IMPLEMENTATION

The model aims to achieve anonymity when sharing IoCs
between two organizations. This is done by employing Open-
Mined [18] implementation of Private Set Intersection (PSI)
protocol in the context of OpenCTI threat sharing platform
[17]. In practice, Organization A resembles a Server that has
a larger CTI data - could be obtained from public sources -
and Organization B resembles a client that want to know the
intersection of both CTI datasets. In OpenMined PSI, only the
client knows the common elements between both parties. In
this case, Organization B (client) does not reveal raw data,
and Organization A (server) only share necessary knowledge,
without compromising rest of the dataset.

This model is designed to work with OpenCTI platform, and
tailored for STIX (Structured Threat Information eXpression)
[16] observable objects, to easily integrate with other CTI
platforms such as MISP [23]. The figure 2 below illustrates
the workflow of the model.

STIX]

J 4. Compute intersection

AlienVault connector
and save fo STIX file

PSI Client

2. Create encrypted request
'\7 S

PSI Server

1. Exctract and Normalize loCs

3. Process request and return
encrypted elements.

Fig. 2: PSI pipeline workflow

A. Experimental Setup

The test scenario was set to evaluate the integration of a
Private Set Intersection (PSI) protocol with an OpenCTI-based
Cyber Threat Intelligence (CTI) sharing process workflow. The
deployment was a virtualized, containerized architecture to
ensure portability, reproducibility, and component isolation.
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TABLE I: Summary of Literature Review on Anonymous and General CTI Sharing

Threat Intelligence Plat-
form and Role of Al and
Machine Learning [9]

based Implemen-
tation

improved intelligence extraction.

Reference Year Category Contribution Authors
Collective Threshold | 2024 Privacy-focused Presents a generic composition that extends any | C. Guan, J.S. van Assen
Multiparty Private Set Implementation threshold multiparty private set intersection (T- | and Z. Erkin
Intersection  Protocols MPSI) protocol into a collective T-MPSI pro-
for Cyber Threat tocol for privacy-preserving cyber threat intelli-
Intelligence [12] gence sharing.
A Privacy-Preserving | 2024 Privacy-focused introduces a system to facilitate the secure ex- | Philip Huff, Spencer
Cyber Threat Implementation change of cyber observables across trust bound- | Massengale, Tran Viet
Intelligence Sharing aries without compromising the anonymity of the | Xuan Phuong, Sri Nikhil
System [13] sharing entities Gupta Gourisetti
SeCTIS: A framework to | 2024 Blockchain-based | introduces a novel framework that securely | Dincy R. Arikkata et al.
Secure CTI Sharing [4] Implementation shares Cyber Threat Intelligence using Swarm

Learning and Blockchain
Current approaches and | 2024 Survey-based A comprehensive survey on CTI sharing, ana- | Poopak Alaeifar, Shan-
future directions for Cy- research lyzing architectures, challenges, solutions, and | tanu Pal, Zahra Jadidi,
ber Threat Intelligence future directions. Mukhtar Hussain, Ernest
sharing: A survey [2] Foo
Standards-based  Cyber | 2023 Blockchain-based | Develops a decentralized CTI platform via Hy- | Kimonas Provatas, Ioan-
Threat Intelligence Implementation perledger Fabric using STIX/TAXII to enhance | nis Tzannetos, Vassilios
sharing using private security, auditability, and trust. Vescoukis
Blockchains [20]
Blockchain-Based Cyber | 2023 Blockchain-based | Introduces PoQ consensus mechanism with val- | Dimitrios Chatziamane-
Threat Intelligence Implementation idator selection based on reputation and quality | toglou, Konstantinos
Sharing Using Proof-of- to enhance trust. Rantos
Quality Consensus [7]
A Systematic Literature | 2023 Survey-based Proposes a CTI framework for detection and risk | Saqib Saeed et al.
Review on Cyber Threat research visualization to support organizational cyberse-
Intelligence for Orga- curity hardening.
nizational Cybersecurity
Resilience [21]
A Democratically | 2022 Blockchain-based | Develops a novel blockchain-based architecture | Kealan Dunnett et al.
Anonymous and Implementation to securely share Cyber Threat Intelligence (CTI)
Trusted Architecture data, addressing challenges of privacy, trust, and
for CTI Sharing using accountability
Blockchain [8]
LUUNU — Blockchain, | 2022 Blockchain-based | Presents "LUUNU”, a blockchain, MISP, Model | Eranga Bandara, Abdul
MISP, Model Cards and Implementation Cards, and Federated Learning enabled platform | Rahaman, Xueping
Federated Learning En- for secure and private Cyber Threat Intelligence | Liang
abled Cyber Threat Intel- sharing, ensuring anonymity and data provenance
ligence Sharing Platform
[6]
Robust Botnet DGA De- | 2022 Machine learning- | Proposes botnet DGA detection using statistical | Hatma  Suryotrisongko,
tection: Blending XAI based Implemen- | features; blends XAI and OSINT for explainable, | Yasuo Musashi, Akio
and OSINT for Cyber tation bias-resistant intelligence. Tsuneda, Kenichi
Threat Intelligence Shar- Sugitani
ing [22]
A Theoretical Review | 2021 Survey-based Highlights existing platforms and the need for | Sandhya Sukhabogia, M.
on the Importance of research automation and standardization in CTI sharing. | Anushab
Threat Intelligence Shar-
ing & The Challenges
Intricated [1]
An Overview of Cyber | 2020 Machine learning- | Proposes AI/ML-enhanced CTI framework for | Abir Dutta, Shri Kant

The PSI server is connected to OpenCTI instance running
within Docker containers, as per the official OpenCTI deploy-
ment guidelines [17]. The threat intelligence content of the
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server originated from the AlienVault OTX connector [15],
which imports Indicators of Compromise (IoCs) in Structured
Threat Information Expression (STIX) format.




PSI server and client are both running on the same Linux
Mint VirtualBox virtual machine to create a controlled network
environment. PSI client was simulated locally and configured
to read a prepared test STIX file containing IoCs imported
from AlienVault pulse. The client securely transmitted this set
of IoCs to the PSI server, which will be later compared against
OpenCTI-stored IoCs without revealing non-intersecting parts,
keeping data confidential.

B. PSI pipeline

The communication process between the PSI client and
server followed a structured, privacy-preserving pipeline de-
signed to ensure that only intersecting Indicators of Com-
promise (IoCs) were revealed [18]. The server 3 first ac-
cessed IoCs from OpenCTI using GraphQL API, which were
first consumed using AlienVault OTX connector. The IoCs
were normalized into a consistent format and subsequently
encrypted using the private PSI key (s) of the server in prepa-
ration for sending it to the client for matching procedures.

i env) asem@asem-VirtualBox:
-08-09 17:39:42,476 [INFO]
-08- :42,502 [INFO]
-08- 42,588 [INFO]
-08- 46,432 [INFO]
-08- »433 [INFO]
-08- ,526 [INFO]
-08- ,295 [INFO]
-08- ,300 [INFO]

$ python psi_server.py

Health check (platform version)...

Listing Identities with filters

Listing Indicators with filters

Extracted 244 10Cs from OpenCTI for author 'AlienVault’
OpenCTI IOCs extracted and normalized: 244

Server listening on localhost:65432

Client connected: ('127.6.6.1', 39746)

sent PSI response to client

Fig. 3: Running PSI server

On the client side 4, a formatted STIX file of IoCs was

imported and processed to create a PSI request. The client

encrypted its collection of IoCs using its private key (c) and
invoked the create_request function to create a PSI
protocol-compatible request message.

(psi env) asem@asem-VirtualBox: $ python psi client3.py
2025-08-09 17:40:08,281 [INFO] Loaded 33 IOCs from STIX file
2025-08-09 17:40:08,281 [INFO] Client IOCs loaded and normalized: 33
2025-08-09 17:40:08,295 [INFO] Connected to server at localhost:65432
2025-08-09 17:40:08,306 [INFO] PSI Matches found: 9

Fig. 4: Running PSI client

The encrypted request was sent to the server, which invoked
its process_request procedure to perform the PSI com-
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putation. The server responded with an encrypted reply that,

contained the double-encrypted elements, in addition to the

encrypted server’s collection. The client, being the intendedo
recipient, used get_intersection to decrypt and reveal'

only the IoCs common to both sets. It securely compared’

2

the server’s encrypted data set to the encrypted client set,
without revealing non-common elements. This way, each side;s

maintains the confidentiality guarantees of the PSI protocol.
Table II lists the components of PSI protocol, each with its
functional role in the protocol workflow.

TABLE II: Roles and functions in OpenMined PSI implemen-
tation

Comp t OpenMined Function | Description

Client psi_client Has the smaller dataset. Cre-
ates and sends a request.

Server psi_server Has the larger dataset, pro-
cesses client requests.

Request create_request Encrypted client dataset sent to
server.

Response process_request | Server’s encrypted response
sent back to client.

Intersection get_intersection| Client computes intersection
(common items).

IV. RESULTS & DISCUSSION

After running the PSI pipeline successfully, matched IoCs
are saved in a separate file, which can be later imported into
another OpenCTI instance on the client side, or shared with
trusted partners for further analysis.

Table III shows a summary of the finding metrics. Note
that this is a very small sample of IoCs, some datasets may
include thousands of records or even more. Despite the small
number of intersecting IoCs, it shows the high accuracy of
PSI protocol when reducing the false positives rate. This is of
course will increase the communication costs.

TABLE III: PSI Matching Summary

Metric Value
Client IoCs (STIX file) 33
Server IoCs (OpenCTI) 244

Intersecting IoCs 9

Matching Rate 27%
An example of a matched IoC is the STIX
object shown in Listing 1, representing the domain

canonicalconnect.com, which appears in both the
client and server datasets.

Listing 1: Example of a STIX Indicator in JSON format

"created": "2(
"description":
"id": "indicator--6
af9bdlblle",
"labels": [],
"modified": "2025-C 8T17:08:
"name": "OTX pulse_name=Exposed
Exploited in the Wild:
What Happens When Debug Ports Are Left Open

nn
’

32.000z",

JDWP

’
"pattern": "[domain-name:value = '
canonicalconnect.com’]",

"pattern_type": "stix",
"pattern_version": "2.1",
"spec_version": "2.1",

"indicator",

"2025-08-08T17

"type":
"valid_from":

The same observable also appears on OpenCTI platform
(server side):
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Fig. 5: Matched domain-name

A. Performance evaluation

When it comes to implementing PSI with Golomb Com-
pressed Sets (GCS), False-positive Rate (FPR) is a key factor
that affects the accuracy and communication cost, changing
this parameter will significantly reflect on the matching pro-
cess, especially with a larger dataset size. Here, we run the PSI
pipeline again with a slightly larger and fixed sample with 999
IoCs loaded from the server, and 1773 IoCs loaded from the
client, along with a variant FPR. Table IV displays the results
of each test.

TABLE 1V: Effect of False Positive Rate (FPR) on PSI
Performance

FPR | Setup Time (ms) | Contai Size (KB) | Matches Found
0.0001 256.83 3.03 136

0.01 274.70 2.22 136

0.3 267.43 1.62 136

0.8 168.23 1.45 137

As shown in the figure 6, changing false positive rate (FPR)
directly affects the container size: low values of FPR produce
larger containers, and higher values of FPR reduce commu-
nication overhead. Similarly, the server-side initialization time
grows slightly for smaller values of FPR, but this effect is still
not considerable for the dataset size used in this experiment.
On larger data sets, however, the impact on setup time may
become significant. These results highlight the fundamental
trade-off between accuracy and communication cost in PSI
protocol. It is noteworthy that with the highest tested FPR
(0.8), one additional matched IoC was added, which implies
a false positive. Although this variation is small in the current
experiment, the impact may be noticeable when implementing
the protocol on larger datasets.

B. Discussion

The PSI protocol implementation achieved its primary
objective of enabling collaborative threat intelligence ex-
change without exposing entire datasets, utilizing Elliptic-
curve Diffie-Hellman (ECDH) encryption and Golomb Com-
pressed Sets for efficient set representation. Relevant IoCs
from the client side was found in the server’s OpenCTI repos-
itory via the AlienVault OTX connector. Using this approach
limited full data disclosure and protected sensitive informa-
tion from unwanted sharing, directly contributed in tackling
the trust and confidentiality concerns that often hinder CTI

Effect of False Positive Rate (FPR) on PSI Performance

Container Size (KB)

S
Setup Time (ms)

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
False Positive Rate (FPR)

Fig. 6: FPR effect

sharing. The results also showed how the False Positive Rate
(FPR) influences performance: smaller FPR values increase
container size and setup time, while larger values improve
efficiency but risk introducing more false positives. Although
the effect was minimal in our experiment, these findings
highlights the importance of carefully choosing the FPR in
larger deployments to get the right balance between accuracy
and performance.

V. CONCLUSION

Cyber Threat Intelligence (CTI) is key to modern cyber
defense, but as attacks grow more intelligent and focused,
sharing Indicators of Compromise (IoC) remains a challenge.
The paper introduced a privacy-preserving mechanism for
CTI sharing based on OPRF-based Private Set Intersection
(PSI) protocol with OpenCTI platform, in which IoC matching
can be done securely and anonymously without disclosure
of non-intersecting data. Using open-source technologies and
complying with standards like STIX, the solution provides
a deployable model for collaborative sharing of CTI. Ex-
perimental deployment in OpenCTI showed smooth integra-
tion into existing workflows, identifying overlaps even with
small datasets while reducing trust barriers and safeguarding
sensitive information like Personally Identifiable Information
(PII). Scaling to larger datasets and integration with other CTI
systems remains a promising direction for standardization and
wider adoption.
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Assessing Vulnerabilities in IoT Protocols: A
Cross-Layer Approach
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Abstract—Security problems have grown as a result of the
expanding use of Internet of Things (IoT) devices in industries,
smart homes, and healthcare. Many of the IoT protocols, such as
MQTT and CoAP, were created with portability and efficiency
in mind, however they lack inherent security. Others, such as
AMQP and HTTP, include stronger mechanisms but introduce
more overhead, which makes them harder to use in constrained
environments. Because of these distinctions, IoT systems are
vulnerable to various attacks.

This paper studies the vulnerabilities of four commonly used
IoT protocols—MQTT, CoAP, AMQP, and HTTP—through a
cross-layer perspective. Controlled experiments were carried out
to test how these protocols behave under real attack scenarios
at the application, transport, and network layers. Mitigation
techniques, including authentication, access control, TLS/DTLS
encryption, and rate limiting, were then applied to see how
effective they were and what kind of performance cost they
introduced.

The findings demonstrate that all of the evaluated protocols
have cross-layer vulnerabilities, but they also demonstrate that
light mitigations can be successful without always resulting in
significant performance loss. The study emphasizes that the
deployment context has a significant impact on selecting the
“right” protocol and security configuration, and that layered
and protocol-aware protection tactics are most effective for IoT
systems. Also it shows that choosing the “right” protocol and
security setup depends strongly on the deployment context, and
that IoT systems benefit most from layered and protocol-aware
defense strategies.

Index Terms—IoT, protocol vulnerabilities, MQTT, CoAP,
AMQP, HTTP, cross-layer security, mitigation, performance

I. INTRODUCTION

IoT technologies have seen rapid adoption in areas includ-
ing healthcare, smart homes, and industrial automation [1].
Protocols like MQTT and CoAP have become popular in
IoT systems due to their efficiency and suitability for low-
power, resource-limited devices [2]. While AMQP and HTTP
are widely supported and provide advanced features such as
authentication and reliable delivery, their higher complexity
makes them less suitable for constrained IoT environments
[3]. However, many of these protocols were not designed
with strong security in mind [4]. As a result, IoT systems
face vulnerabilities ranging from data interception and unau-
thorized access to denial-of-service and replay attacks [4].
Weaknesses at the application, transport, and network layers
can be chained together, creating cross-layer attack paths
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that traditional single-layer defenses fail to address [5]. Prior
surveys (e.g., Naik [2], Tournier et al. [3]) have compared
IoT protocols and highlighted their security limitations, but
these works focus mainly on conceptual analysis rather than
experimental validation. In addition, many studies propose
security mechanisms for IoT protocols, although their per-
formance implications in constrained environments are not
systematically evaluated [6], [7].

This paper addresses these gaps through an experimental,
cross-layer analysis of four widely used IoT communication
protocols: MQTT, CoAP, AMQP, and HTTP. We identify and
validate real attack scenarios across multiple layers, implement
protocol-specific mitigation techniques, and evaluate their ef-
fectiveness under low- and high-load traffic conditions. The
contributions of this paper consists of: a systematic cross-layer
vulnerability mapping of MQTT, CoAP, AMQP, and HTTP,
an experimental evaluation of protocol-specific mitigations,
including authentication, access control, TLS/DTLS encryp-
tion, and rate limiting, a performance analysis quantifying the
trade-offs between security and efficiency in constrained IoT
environments. By combining vulnerability validation with per-
formance measurements, this work provides practical insights
for deploying protocol-aware, layered defenses in IoT systems.

II. RELATED WORK

The security and application domain of IoT protocols has
been widely studied in the past decade. Among the most
referenced surveys in IoT research is Al-Fuqaha et al. [1],
which reviews enabling technologies and protocols but does
not address security in detail. Naik [2] compared messaging
protocols including MQTT, CoAP, AMQP, and HTTP, iden-
tifying trade-offs in efficiency and functionality, but stopping
short of analyzing their vulnerabilities in depth. Tournier et al.
[3] extended this perspective with a survey of IoT protocols
through a generic stack model, highlighting security issues
across layers but without experimental validation.

Other works have examined other aspects of IoT security.
Butun et al. [4] reviewed vulnerabilities, attack vectors, and
countermeasures, showing the broad range of threats facing
IoT systems, while Mustafa et al. [5] proposed a cross-layer
security framework to address these threats. However, these
contributions remain at the theoretical level and do not include
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protocol-level experimentation. Similarly, Singh et al. [6]
examined lightweight encryption methods for IoT devices, and
Munir et al. [7] proposed authentication and defense strategies,
but both do not systematically assess the performance impact
of these mechanisms under resource constraints.

Protocol-specific problems have also been the subject of
recent research. For example, Hintaw et al. [8] analyzed
vulnerabilities in MQTT implementations, identifying vulner-
abilities such as weak authentication and retained message
misuse. Dandotiya et al. [9] proposed enhancements for CoAP
security through theoretical proposals. McAteer et al. [10]
discussed AMQP vulnerabilities in IoT environments, focusing
on security gaps in RabbitMQ deployments.

In conclusion, eventhough these studies provides a per-
spective of how important IoT and protocol security, they
still lack three important aspects; (i) most surveys remain
conceptual without experimental validation, (ii) the perfor-
mance implications of security mechanisms are rarely exam-
ined in constrained environments, and (iii) protocol-specific
vulnerabilities are studied in isolation rather than through
a unified, cross-layer approach. This paper addresses these
gaps through experimental analysis of four widely used IoT
protocols, systematic vulnerability—mitigation mapping, and
performance evaluation of defense mechanisms under realistic
traffic conditions.

III. METHODOLOGY
A. Protocol Selection

Four widely used IoT communication protocols were se-
lected for analysis: MQTT, CoAP, AMQP, and HTTP. MQTT
and CoAP were chosen as lightweight protocols optimized for
constrained environments, while AMQP and HTTP represent
more feature-rich options commonly used in cloud-integrated
or enterprise IoT systems [2], [3]. This combination allows
comparison between protocols that prioritize efficiency and
those that emphasize functionality and reliability.

B. Attack Scenarios

The experiments were designed to replicate realistic
protocol-specific vulnerabilities that are frequently reported in
IoT environments. For MQTT, the study investigated cases
of missing authentication, retained message abuse, and topic
flooding, reflecting misconfigurations that leave deployments
exposed [8]. CoAP experiments focused on spoofing and
replay attacks achieved through crafted UDP packets, which
tested server robustness and client response validation [9].
For AMQP, the analysis targeted two common weaknesses in
RabbitMQ: the use of default guest credentials and message
queue flooding [10]. HTTP testing considered both transport
and application-level issues, including plaintext credential
leakage in unencrypted sessions and susceptibility to CSRF-
style exploits [4]. All experiments can be seen in Table
I were carried out in a controlled laboratory environment
using protocol clients and servers, together with tools such
as Wireshark, Scapy, MITMproxy, and RawCap. Each attack

was validated through packet captures and system-level ob-
servations such as broker crashes, performance slowdowns, or
credential exposure.

TABLE I
ATTACK SCENARIOS EVALUATED
Protocol Vulnerability Tested Tools Used
MQTT No authentication, retained | Mosquitto, Paho
message abuse, flooding client, Wireshark
CoAP Spoofed responses, replay, | CoAPthon, Scapy,
malformed packets RawCap
AMQP Default guest account, queue | RabbitMQ, Pika
flooding client
HTTP Plaintext login, CSRF attacks Python requests,
MITMproxy

C. Mitigations Applied

For every identified vulnerability, a security mechanism was
implemented to evalute if the attack feasibility will reduce.
MQTT and AMQP were tested with enforced authentica-
tion and fine-grained access control lists, while TLS and
DTLS encryption were enabled across all protocols to prevent
credential interception and message tampering. Broker-level
defenses such as rate limiting and queue length restrictions
were introduced to mitigate flooding-based attacks. For CoAP,
lightweight replay protection was applied by adding response
validation and caching mechanisms. These mitigations were
selected according to existing standards and recommendations
[5]1-[7], and were deployed in minimal configurations to reflect
the constraints of resource-limited IoT environments.

D. Performance Metrics

To quantify the trade-offs between added security and
system efficiency, each protocol was evaluated under two
configurations: an unsecured baseline with default settings
and a secured setup with mitigations enabled. Similar to
prior IoT protocol studies [2], [5], performance was assessed
using packet analysis to measure network overhead, retrans-
missions, and latency. System resource usage, including CPU
and memory utilization, was also monitored in line with
previous evaluations of lightweight cryptographic and defense
mechanisms [6], [7]. Tests were conducted under both low-
load (50 packets) and high-load (5000 packets) conditions to
capture the scalability of security measures.

IV. RESULTS
A. Vulnerability Validation and Mitigation

1) MQTT: With default configurations, the broker allowed
anonymous connections, enabling unauthorized clients to pub-
lish and subscribe. Retained message abuse was confirmed, as
malicious payloads persisted in the broker and were delivered
to new subscribers even after the attacker disconnected. Topic
flooding overwhelmed the broker under high load, leading to
increased latency and dropped messages. When authentication
and access control lists (ACLs) were enforced, unauthorized
access was blocked and retained message abuse was no longer
possible. Rate limiting also reduced the effect of flooding by
constraining throughput.
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2) CoAP: Sending malformed packages to CoAP resulted
in server shutting down even if the package was legit.
Replay and spoofing attacks were successfully executed by
injecting crafted UDP packets. In the default configurations,
servers processed duplicate requests and accepted forged mes-
sages, highlighting weaknesses in minimal packet validation.
Two mitigation strategies were tested. First, AES encryption
was applied to secure messages, which successfully blocked
spoofed packets but increased packet counts and message size,
particularly under 5000 messages, and introduced noticeable
latency overhead. Second, a replay cache was implemented,
which effectively filtered duplicate packets without altering
traffic volume or CPU consumption.

Although DTLS is the standard security mechanism for
CoAP in the literature [9], it was not implemented in this study
due to incompatibility with DTLS libraries and deployment
constraints in the experimental testbed. Instead, AES encryp-
tion was selected as a practical lightweight alternative that
could be integrated into the existing setup without requiring
full DTLS support. This approach enabled the validation
of message confidentiality and integrity while still allowing
performance measurements under constrained conditions.

3) AMQP: In RabbitMQ’s default configuration, the guest
account allowed administrative access when not disabled,
enabling full unauthorized control of queues. Queue flooding
was also validated, as the broker became unstable when pro-
cessing sustained high-volume traffic, eventually exhausting
memory and dropping connections. Mitigations were applied
by disabling the guest account and enforcing user authenti-
cation, which eliminated unauthorized access. Queue length
restrictions prevented flooding, and unlike other mitigations, it
did not affect performance. TLS encryption was also applied
to secure credentials, preventing their exposure in plaintext
traffic.

4) HTTP: With default configurations a simple HTTP
packet was sent and verified that all conversation happens
in plaintext. A CSRF attack was also demonstrated, where
forged requests were accepted without additional validation.
Migrating to HTTPS prevented credential leakage during
transmission, while the addition of CSRF tokens ensured
that forged requests were rejected. Together, these mitigations
eliminated the risks of both eavesdropping and request forgery
in HTTP-based IoT communication.

In the Table II all summary of vulnerabilities and mitiga-
tions applied can be seen.

B. Performance Impact Evaluation

The assess the efficieny of the determined mitigations
according to the vulnerabilities, each protocol was tested under
high 10ad(5000 messages) and low load(50 messages). For
every run, packet counts and byte volumes were captured
alongside server-side CPU usage, using the same controlled
environment as vulnerability testing to ensure comparability.

1) MQTT: Authentication & ACLs: Enforcing client au-
thentication and topic-level ACLs introduced negligible net-
work overhead. In fact, authentication improved efficiency: at

TABLE II
SUMMARY OF VULNERABILITIES AND MITIGATIONS

Protocol Vulnerability Mitigation

MQTT No authentication, | Authentication &
retained message | ACLs; Retained
abuse, flooding, | message restriction;
plaintext traffic Rate limiting; TLS

CoAP Malformed packets, | Exception handling;
replay, spoofing, no | Replay cache; AES-
encryption GCM encryption

AMQP Default guest | User hardening;
account, queue | Queue limits; TLS
flooding, no TLS

HTTP Plaintext login, | HTTPS/TLS; CSRF
CSRE, spoofing tokens; Static ARP

entries

5,000 messages, CPU usage dropped by 25.8% (1.24% —
0.92%), and total bytes decreased by 4%, since authenticated
sessions benefit from cached authorization and optimized
broker pathways. Strict ACLs added a modest 7% increase
in bytes, with no measurable CPU penalty.

DoS Mitigation: Connection limits, queued message caps,
and packet size restrictions provided strong resilience with vir-
tually no performance cost. CPU overhead stayed below 1%,
and packet/byte counts remained stable. So, no performance
difference observed before or after mitigation application.

Retained Message Control: Restricting retained messages
introduced measurable overhead, increasing MQTT bytes by
19% and total traffic by 7% across both low and high loads.
CPU usage also rose slightly (0.1% at 50 messages; +17.7%
at 5,000 messages). This mitigation carries a consistent per-
formance cost in both bandwidth and processing but its still
negligible.

TLS Encryption: TLS emerged as the most resource-
intensive mitigation for MQTT. At 50 messages, MQTT bytes
increased by +228.8% (2,310 — 7,576), driving a +44.9%
rise in total bytes, while CPU usage increased only slightly
to 0.27%. At 5,000 messages, the impact scaled predictably:
MQTT bytes grew by +66.5% (238,910 — 397,642) and total
bytes by +24.9%, with CPU usage rising modestly from 1.24%
to 1.60% (+29%). These results show that TLS imposes a
substantial bandwidth penalty in MQTT but only a minor CPU
cost, making encryption feasible in many deployments but po-
tentially challenging for bandwidth-constrained IoT networks.

2) CoAP: Exception Handling (Malformed Packets): At
low load, CPU usage dropped 29% due to early rejection of
invalid input, but at high load, validation overhead increased
CPU by +66%, revealing scale-dependent trade-offs. Network
overhead was negligible.

Replay Protection: The anti-replay mechanism showed a
clear scale-dependent effect. At low load (50 messages), it
actually improved efficiency, with CPU usage dropping from
0.82% to 0.60 (-27%) because structured message validation
replaced the less optimized baseline handling. At high load
(5,000 messages), however, the server needed to constantly
check and update its replay cache, pushing CPU usage from
4.74% t0 6.75% (+42%). Network overhead remained minimal
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(1% byte increase), confirming that the cost of replay protec-
tion is almost entirely computational. In practice, this means
replay defense is lightweight for small IoT deployments but
becomes progressively heavier as traffic volume grows.

AES-GCM Encryption: Applying AES-256-GCM intro-
duced predictable overhead in both network traffic and CPU
usage. At 50 messages, total bytes rose from 5,290 to 12,450
(+135%) and server CPU usage increased from 0.82% to
1.31% (+59.8%). At 5,000 messages, the cost scaled further,
with bytes increasing from 538,890 to 1,245,249 (+131%) and
CPU usage nearly doubling from 4.74% to 9.23% (+94.9%).
This overhead stems from the added 28-byte nonce and au-
thentication tag appended to each packet and the cryptographic
operations required for encryption and verification. While
AES-GCM ensures confidentiality and integrity, the results
demonstrate that it is among the most resource-intensive mit-
igations, particularly for CPU-constrained IoT deployments.

UDP Flood Mitigation: Iptables rate limiting and reverse-
path filtering imposed no measurable cost under normal traffic,
since filtering activated only under abnormal packet bursts.

3) AMQP: User Hardening & Queue Policies: Removing
the default “guest” account and applying queue length limits
had zero measurable performance impact in normal operation,
since these mitigations only trigger under attack. Flood pro-
tections (max-length, overflow rules) did not alter throughput
in baseline scenarios.

TLS Encryption: TLS significantly increased overhead. At
50 messages, bytes rose +28% and CPU usage +40%. At 5,000
messages, byte overhead nearly doubled (+93%) and CPU
surged +163% (1.9% — 5.0%), reflecting heavy cryptographic
processing and RabbitMQ’s enterprise-grade TLS stack. This
makes TLS protective but resource-intensive, less suitable for
constrained IoT nodes.

4) HTTP: CSRF Protection: Token-based CSRF mitigation
added virtually no overhead (j0.5% CPU variance, zero packet
change), proving highly efficient. TLS/HTTPS: Encryption
produced the highest overhead of all protocols. At 50 mes-
sages, total bytes rose +642% and CPU increased slightly
(+23%). At 5,000 messages, bytes rose +261% while CPU
appeared to decrease (1.94% — 1.09%); this anomaly was
traced to throughput reduction, not efficiency gains. In prac-
tice, TLS on HTTP imposes very high network cost, making
it the least efficient option in bandwidth-sensitive IoT.

To better illustrate cross-protocol differences, Figure 1
summarizes the relative encryption overhead on total bytes
under high load. As shown, MQTT’s TLS overhead remains
moderate compared to the much higher costs in CoAP, AMQP,
and HTTP.

C. Cross-Protocol Comparison

1) Security Implementation Difficulty:: MQTT and AMQP
were relatively straightforward to secure. With MQTT’s sim-
plicity authentication and ACLs were easy to configure, though
the risk of forgetting defaults is high. AMQP provided rich
built-in options like a user interface which made everything
easier. CoAP proved the hardest to secure: DTLS support was
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Fig. 1. Encryption overhead on total bytes at high load (5,000 messages):
MQTT (TLS), CoAP (AES-GCM), AMQP (TLS), HTTP (TLS).

unstable, AES-GCM had to be substituted, and lightweight
servers often crashed on malformed input. HTTP was easy
to secure at the transport layer via TLS, but higher-layer
protections like CSRF tokens, ARP defenses had to be added
manually.

2) Performance in Constrained Environments:: MQTT
proved to have thelowest overhead after adding the mitigtions,
making it a great fit for low-power devices. CoAP, although
lightweight by design, became unstable and inefficient under
security measures, limiting its viability. AMQP had strong
safety features but paid large CPU and bandwidth expenses,
making it primarily appropriate for edge or backend systems.
HTTP consistently had the heaviest overhead due to verbose
message formats and TLS, making it the least practical for
constrained IoT .

3) Security vs. Overhead Trade-off:: MQTT achieved the
best balance, with mitigations like authentication even improv-
ing CPU efficiency by rejecting unauthorized clients early.
AMQP offered robust resilience but at high cost, with TLS
alone raising CPU usage by over 160% under load. CoAP
required non-standard workarounds (AES-GCM), and over-
head scaled disproportionately with traffic. HTTP lacked IoT-
specific defenses and relied heavily on TLS, which inflated
bandwidth usage massively.

4) Resilience to Cross-Layer Attacks:: All protocols
showed cross-layer weaknesses. MQTT and AMQP without
authentication allowed network-layer floods to escalate into
unauthorized application actions. CoAP’s UDP base made it
highly vulnerable to spoofing, replay, and malformed packets
crashing servers. HTTP, without encryption or access control,
remained open to MITM, credential theft, CSRF, and injection.
These results confirm that effective IoT security must be layer-
aware, as failures at one layer often cascade to others.

Overall, these observations are consolidated in Table III,
which provides a qualitative comparison of the four protocols.
The matrix highlights that MQTT offers the best balance
of security and efficiency for constrained IoT devices, while
CoAP becomes fragile under mitigations, AMQP is too heavy
for resource-limited settings, and HTTP remains the least

65



TABLE III

CROSS-PROTOCOL SUITABILITY MATRIX

Protocol | Easy to Secure? | Light Overhead? | Secure Defaults?
MQTT Yes Yes No

CoAP Hard Mixed No
AMQP Medium Heavy Partially
HTTP Easy Heavy No

[5] R. Mustafa, N. I. Sarkar, M. Mohaghegh, and S. Pervez, “A cross-layer
secure and energy-efficient framework for the Internet of Things: A
comprehensive survey,” Sensors, vol. 24, no. 22, p. 7209, 2024.

[6] S. Singh, P. K. Sharma, S. Y. Moon, and J. H. Park, “Advanced
lightweight encryption algorithms for IoT devices: survey, challenges
and solutions,” J. Ambient Intell. Humaniz. Comput., vol. 15, no. 6, pp.
1625-1642, 2024.

[7]1 A. Munir, I. A. Sumra, R. Naveed, and M. A. Javed, “Techniques for

practical despite its ease of use.

V. CONCLUSION AND FUTURE WORK

This work developed a cross-layer methodology to iden-
tify, exploit, and mitigate vulnerabilities in four IoT pro-
tocols—MQTT, CoAP, AMQP, and HTTP—and to quantify
the performance cost of these mitigations under realistic
workloads. The study confirmed that attacks at one layer can
propagate to others, and that all four protocols are insecure
by default. Yet, in the case of MQTT lightweight measures
such as authentication, early request rejection, and broker-
side throttling not only improved resilience but in some cases
reduced CPU load, challenging the assumption that “security
always costs performance.” TLS and AES-GCM provided
strong confidentiality but introduced significant network and
CPU overheads, highlighting the importance of context-aware
deployment.

Three main contributions emerge: (i) a structured, repeatable
framework for cross-layer testing, (ii) empirical evidence that
some mitigations can be both secure and efficient, and (iii)
practical insights into deployment realities such as DTLS
instability and AMQP cluster risks. Together, these findings
provide practitioners with actionable guidance on which miti-
gations to prioritize and protocol designers with evidence for
secure-by-default enhancements.

Future work should extend this methodology to physical
IoT hardware to capture timing, energy, and radio-layer ef-
fects, expand protocol coverage to ecosystems like LoRaWAN,
Zigbee, and DDS, and integrate automated orchestration tools
for large-scale attack/mitigation testing. Another promising
direction is to prototype a secure-by-default MQTT profile
with built-in authentication, bounded state, and AEAD encryp-
tion, and to apply fuzzing and stricter flow-control rules for
resilience against protocol misuse.
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Abstract—Cyberattacks are becoming increasingly sophisti-
cated day by day. As a result, the Authentication of users is very
important in a secure system. The authentication is performed
by something that a real user knows, has, or is. The last one
is called biometrics, which is most linked with fingerprint and
face modalities. You can also authenticate a user by his or her
behavior, called behavioral biometrics. Behavioral authentica-
tion based on user behavior patterns like keystroke dynamics
and mouse interactions has become a promising technique to
enhance web security. This paper argues that the long-term
reliability dimension operationalized as the ability to maintain
consistent performance in real-world environments with diverse
conditions has not been thoroughly explored. In this paper,
through a systematized review of multiple studies related to
behavioral authentication, we examine the impact of behavioral
drift, variability in environmental conditions and attacks on the
precision and reliability of behavioral authentication systems.
Additionally, from a network and internet perspective, issues such
as packet loss, latency, and insecure communication channels
can further challenge and affect real-time performance and
data quality, reducing the reliability confidence. Also, other
user’s psychological factors can also affect and impact the
user behavior. The outcome shows that single-modal techniques
suffer a reduction of up to 15% in open environments, while
multi-modal approaches (keystroke, mouse movements or other
behavioral signals) maintain error rates below 2% consistently.

Index Terms—Behavioral authentication, keystroke dynamics,
mouse dynamics, multi-modal fusion, reliability

I. INTRODUCTION

Over the last two decades, measures for behavioral authen-
tication systems like keystroke, mouse dynamics and touch in-
teractions have progressed from preliminary feasibility studies
[1] to full-scale investigations of the methods used [2] which
clearly demonstrate their progress. At the same time, evaluat-
ing a continuous authentication system has also proven vital
to accurately demonstrate its effectiveness. Bours and Mondal
performed extensive performance assessments with a focus
on long-term reliability and environmental factors, thereby
emphasizing the requirement of a flexible testing paradigm [3].
In contrast, Wang et al. enriched the discussion by proposing
state-of-the-art evaluation methods that are marked by signif-
icantly robust statistical measures with the ability to transmit
genuine real-world performance and reduce systematic errors
in the field of behavioral authentication research [4]. Addition-
ally, Zhou et al. further developed this perspective by shedding

Ivan Chorbev
Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, Republic of North Macedonia
ivan.chorbev @finki.ukim.mk

light on ongoing shortcomings in different evaluation methods,
which, as a result, clearly signals the need for standardized
benchmarks and detailed error rate investigations in order to
better understand real-world performance scenarios [5], [6].
It’s also important to consider other non-technical aspects
like psychological factors and environmental conditions if we
want better reliability of the system. For example, stress and
sadness can reduce precision and speed, while a positive mood
at the same time can improve coordination [7]. Different
environmental conditions like cold or hot weather can also
impact the user’s cognitive and behavioral abilities, which are
crucial to behavioral biometrics systems [8].

A. Background

The growing sophistication of cyber-attacks seen over the
last few years has placed even more demands on advanced se-
curity on web security infrastructures. Traditional approaches
such as passwords and physical token-based methods have
been found vulnerable against a wide range of attacks like
phishing, credential compromise and brute-force attacks [9].
These static credential-based techniques show limited effec-
tiveness against adaptive attackers. Hence, the search for
more dynamic alternatives is a must. Behavioral authentication
presents itself as a strong replacement by leveraging unique
patterns of human-computer interaction like keystroke dynam-
ics [10], mouse movement [11], and graphical user interface
(GUI) interaction [12] to provide a non-intrusive and persistent
security solution that efficiently balances protection and user
experience altogether [3], [13].

Biometrics is divided into two main categories: behavioral
and physiological. Physiological Biometrics contains features
like fingerprints and facial characteristics, which have long
dominated in authentication research. However, behavioral
biometrics focuses on the user’s actions by looking at patterns
that emerge from how people interact with the computer
systems. For example, keystroke dynamics capture the rhythm
and time of typing metrics such as key hold time and flight
time rather than the content typed [14]. These characteristics
are influenced by a blend of physiological factors such as
hand geometry and motor skills as well as human neurological
factors which include typing proficiency and cognitive habits
rendering them distinct across individuals [15], [16].
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Li and Yu proposed privacy-preserving methodologies for
behavioral biometric authentication utilizing encryption tech-
niques, substantially mitigating risks associated with data leak-
age and misuse in continuous authentication scenarios [17].
Moreover, predictive analytics techniques examined by Drouin
and Boyd have been instrumental in proactively managing au-
thentication systems demonstrating significant benefits while
detecting and mitigating suspicious user behaviors [13].

To illustrate, Fig.1 depicts the pattern of keystroke dynamics
for two different successive key presses, key A and key B.
It includes critical metrics like, Hold Time (duration a key
is pressed), Press-Release Time (interval from pressing to
releasing a key), Release-Press Time (interval between releas-
ing and pressing keys), Press-Press Time (interval between
consecutive key presses) and Release-Release Time (interval
between consecutive key releases). These characteristics as
discussed by [15], provide a solid foundation for identifying
users based on their typing rhythms which are unique and
influenced by physical and cognitive characteristics. Likewise,
mouse dynamics record movement speed, click sequences and
cursor trajectories, forged by similar physical and experiential
variables [16].

Press
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Hold Time (A)

Release

-

Press-Release Time (A)

Press

Release-Press Time (Ato B)

Release

Hold Time (B)

Press-Press Time (Ato B)

Release-Release Time (A to B)

Fig. 1. Important Features of Keystroke Dynamics. Adapted from [14].

Behavioral authentication systems can be static, one-time
authentication or continuous - continuous session monitoring
(such as anomaly detection during user activity) [18]. Static
systems require only a little data and hence are adequate for
shallow verification whereas continuous ones require richer
and more intricate data to effectively model the behavior of
a user over the long term offering an active defense against
various threats like session hijacking or unauthorized access

[3]. Putting together different behavior patterns like how
people type, move their mouse and interact with computer
interfaces into one system makes it more dependable, as Fig. 2
shows. This figure displays a full check-in process: collecting
data from typing, mouse usage and interface actions then
extracting key features and preparing them to select a model
(using deep learning or hybrid models) combining all the
signals deciding who’s using the system, and evaluating its
performance using metrics like how often it allows access to
the wrong person or denies access to the right one. In the end,
it figures out if the user is who they say they are.
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Fig. 2. Multi-modal Behavioral Authentication System.

Dabrowski et al. [19] reported that combining keystroke
data alongside mouse movements data can greatly decrease
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error rates and enhance accuracy, which helps to boost system
reliability and accuracy. Mondal and Bours study also sug-
gested a hybrid strategy that combines several data sources
to address user behavioral drift. As a result, the behavioral
authentication system obtains better accuracy and consistency,
even for a single modal-based system [20]. Roy et al. study
investigated the robustness and effectiveness of multi-modal
behavioral systems in different dynamic situations [21].

At the same time, advances in machine learning algorithms
have significantly enhanced the performance of behavioral
authentication systems in recent years. Alshehri and Traoré
research showed that recurrent neural networks can exhibit
high resilience against behavioral drift, thus ensuring high re-
liability in continuous authentication scenarios [22]. Chen and
Lai’s research showed that the combination of convolutional
and recurrent neural networks can learn complex user patterns
and help enhance the system to be better [23]. Such complex
models illustrate the ways in which deep learning methods
can enhance behavioral authentication systems. However, such
complex behavioral information also brings about issues of
privacy that need to be resolved through proper protection
mechanisms [17]. Kar et al. (2023) went a step further in this
respect by suggesting continuous user authentication through
multi-modal systems for enhancing security and reliability
[24], whereas Panasiuk and Saeed (2017) suggested a risk-
based static authentication system using behavioral biometrics
and session context analysis [25]. Despite these advances, the
attainment of long-term reliability, evinced by stability in the
face of diverse unpredictable real-world situations, remains a
major impediment to large-scale deployment [26]. As cyber
threats continue to evolve, it is very crucial that such critical
systems maintain accuracy and robustness outside controlled
environment settings.

B. Problem Statement

Behavioral authentication system shows promise in
laboratory-controlled environments by recording an outstand-
ing accuracy of 91.67% by utilizing deep multilayer percep-
trons in keystroke dynamics analysis [27]. Nevertheless, appli-
cation to real-world contexts reveals significant discrepancies
due to multiple factors such as behavioral drift and environ-
mental fluctuation, along with network constraints and sus-
ceptibility to different attacks [3], [26]. The evidence implies
that single modal systems, relying only on keystroke dynamics
or mouse movements are subject to declines in performance
up to 15% when put in uncontrolled environments [28], thus
leaving serious doubts over their scalability and reliability in
heterogeneous and dynamic contexts [29]. Environmental and
psychological variations like cold, render typing and mouse
behavior unpredictable. Multi-modal systems, however, tend
to be more robust and reliable. For example, Bhattacharya et
al. [30] found error rates to be below 3% using keystroke
and mouse behavior collectively, which shows that the multi-
modal system is effective and reliable. Through multi-modal
based approaches and using sophisticated machine learning
techniques promises well [19], [31], their performance over the

longer term and in uncontrolled environments is inadequately
studied, which only points towards the intensive exploration
of their long-term effectiveness.

C. Research Questions and Objectives

This review synthesizes findings from 32 scientific research
papers to systematically assess the reliability of behavioral
authentication systems primarily focusing on web security and
addressing two major questions:

1) How do factors such as behavioral drift, environmental
variability, network challenges and attacks impact the
long-term reliability of behavioral authentication meth-
ods?

2) How do single-modal systems compare to multi-modal
systems in terms of performance across diverse, real-
world datasets and varying environments?

The main focus of our study is to evaluate and understand
how these systems work in a real-world environment and
find key differences between progress in theory and actual
results without proposing new solutions. By looking into these
areas, the study aims to build a solid foundation to understand
the advantages and disadvantages of behavioral authentication
systems.

D. Significance of the Study

This study responds to the growing demand for a reliable
and secure authentication system that addresses the challenges
posed by modern web security threats. This provides an
important implication for both researchers working to improve
these systems and practitioners looking for the best and most
effective ways to use them. As a result, helps to understand
the right balance between theoretical and practical realization.
It also lists the important factors affecting it, which makes it
possible for more research to be done in this area. Finally,
this study encourages the use of adaptive user modeling to
reduce the effects of behavioral drift. It shows that we need
standardized ways to test how well they work in different real-
world situations. It also highlights the need for standardized
evaluation methods to establish the reliability under various
practical applications.

II. METHODOLOGY

This study conducts a systematic literature review(SLR)
from 32 scientific research papers focusing on behavioral
authentication systems based on systematic research guide-
lines. The methodology follows a scientific, transparent, and
comprehensive analysis of the reliability of behavior-based
authentication systems, primarily focusing on web application
security contexts. This research focused on these few key
questions: what factors are affecting system reliability, how do
single-modal and multi-modal systems compare and how do
performance metrics like accuracy, FAR, FRR and EER reflect
on system effectiveness and reliability. In addition, this study
also examines ML Techniques, testing environments, different
datasets, real-world challenges and different types of attacks.
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A. Scientific Framework and Metrics

For the comparison and contrast of the effectiveness and
performance of behavior-based authentication systems, several
standard test measures are employed:

« False Acceptance Rate(FAR): The probability of a
malicious or an unauthorized user being authenticated
inappropriately, defined by:

Number of false acceptances

FAR = x 100%

@
A low FAR is critical for security, ensuring unauthorized
users are rejected [3].
« False Rejection Rate(FRR): The probability that an
authorized user is incorrectly rejected, calculated as:

Total number of unauthorized attempts

Number of false rejections
Total number of genuine attempts

FRR = x 100% (2)
A low FRR increases usability by reducing real legit user
rejections [3].

« Equal Error Rate(EER): The point where FAR is

equal to FRR, indicates an equitable system performance.

Lower EER means greater reliability, as it provides the

best trade-off between security (low FAR) and usability

(low FRR) [18].

Accuracy: The typical performance metric for behavioral

authentication classification models is given as:

TP + TN
Accuracy = TP T TN + FP £ FN 3)
where True Positives(TP), True Negative(TN), False Posi-
tive(FP) and False Negative(FN) are correct and incorrect
results. Higher accuracy here means better overall system
performance.

B. Scope and Limitations

This work focuses on behavioral authentication systems
for web security, not including physiological biometrics like
fingerprints or face recognition. We focus on keystroke dynam-
ics, mouse movements and User Interface interaction patterns,
which are better suited for continuous desktop or web-based
authentication settings [23], [30]. Single-modal systems (e.g.
keystroke-only or mouse-only) achieve an average accuracy of
85-92% and do not perform well in uncontrolled environments
because of noise and behavioral variability [19], [27]. Multi-
modal systems are more consistent, commonly with FAR
< 1% and FRR < 2.5% [19], [30]. Focusing on continuous
authentication in web applications, we accept that our findings
might not explicitly generalize to different modalities (e.g.,
mobile sensor-based behavior) or other various types of de-
ployment settings.

Furthermore, our SLR methodology relies on the quality
of results, experimental settings, datasets, testing approaches,
threat models, etc, reported in the papers we have chosen
to proceed with. We work around this by normalizing data
where possible and by comparing qualitative trends instead

of absolute numbers. Second, even as we outline possi-
ble improvements and protection mechanisms (like privacy-
preservation solutions or defenses against adversarial attacks),
recommendations or speculation of novel solutions are outside
the scope of our inquiry [23], [30]. Our aim is to discover
current shortcomings and reliability-related issues in order to
inform future research efforts.

C. SLR Process and Study Selection

Following best practices for SLR, we defined specific
research questions and inclusion criteria before searching
relevant digital libraries IEEE Xplore, ACM Digital Library,
etc.). The keywords used included combinations of “behav-
ioral authentication”, “continuous authentication”, “keystroke
dynamics”, “mouse dynamics”, “web security”, “long-term
reliability” and “behavioral biometrics”. We initially retrieved
53 papers and then applied different screening criteria: we
included only those studies focusing on behavioral authenti-
cation with empirical evaluations of performance or reliability
(excluding purely theoretical works). After title and abstract
screening, 43 papers were eligible for full-text review, from
which we further excluded those not centered on web/desktop
environments or lacking sufficient experimental detail. This
resulted in 32 primary studies that form the basis for our
analysis. Each of the selected papers was reviewed carefully
in detail and extracted data regarding their methodology,
dataset, features, classifier and results. Since every study that
was chosen for this analysis was released between 2005 and
2023, our examination includes both classical (such as early
keystroke studies) and the most recent modern developments
(such as deep learning-based methodologies). Based on their
main objectives performance evaluation, multi-modal system
design and tackling certain particular issues (such as user
behavior drift or various threats), we have grouped the studies.

D. Data Analysis

We employed both quantitative and qualitative analysis

techniques to synthesize the findings:

« Quantitative Synthesis: We studied different perfor-
mance metrics like accuracy, FAR, FRR, EER, etc. from
each study under comparable scenarios and visualized
trends. For example, we compared reported error rates for
single-modal with multi-modal systems across studies to
identify the typical performance gaps. We also studied
and analyzed how performance degrades over time or
under different attack simulations (like replay attacks) as
reported from the extracted data and various psycholog-
ical and environmental situations.

o Qualitative Synthesis: We performed an analysis of
discussion sections in the studies to extract common chal-
lenges and proposed solutions. Recurring themes included
the impact of user behavior change over time, the benefits
of combining modalities, the influence of environmental
factors and the trade-offs between security and usability.

The combination of these analyses allowed us to answer the

research questions comprehensively: quantitative results illus-
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trate the extent of reliability issues and improvements while
qualitative insights explain why those issues are occurring and
how researchers are aiming to address them.

E. Scope and Limitations

The current research explores behavioral authentication sys-
tems in the field of web security, highlighting the importance
of long-term reliability, accuracy and robustness for real-world
applications under various critical circumstances. Prominent
limitations include reliance on reported results, inconsistency
in dataset quality, and the lack of real-time testing for some
models. However, by combining controlled and real-world
investigations, this research offers a balanced view of both
theoretical and practical performance.

III. RESULTS AND DISCUSSION

This section synthesizes findings from a systematic review
of 32 studies on behavioral authentication systems, categorized
into performance metrics, machine learning techniques, multi-
modal and single-modal approaches, different testing environ-
ments, vulnerabilities, trends, and their implications.

A. Performance Metrics

Behavioral authentication systems are evaluated using ac-
curacy, FAR, FRR and EER. Multi-modal systems combining
keystroke dynamics, mouse movements and GUI interactions
can achieve over 98% accuracy, with FAR below 1% and FRR
under 2% [23], [30]. Single-modal systems (e.g. keystroke-
only or mouse-only) average 85-92% accuracy, which strug-
gles in uncontrolled settings due to noise and behavioral
variability [19], [27]. Multi-modal systems report EER as low
as 0.5%, which highlights their effectiveness and robustness.

B. Machine Learning Techniques

Machine learning in behavioral authentication systems has
evolved from traditional static approaches to the latest dynamic
deep learning methods.

1) Traditional Algorithms: Support Vector Machines
(SVM), Random Forests and XGBoost dominate early
studies in the field. They perform really well on small
datasets but really struggle with complex, sequential data
achieving ~85% accuracy in single-modal setups.

2) Deep Learning Techniques: Recent studies focus on
RNN, LSTM and Transformers for capturing and mon-
itoring various temporal patterns and achieve over 96%
accuracy, while Transformers excel in scalability and
better applicability.

C. Multi-Modal vs Single-Modal Approaches

Multi-modal system uses multiple traits at a time. This helps
them be better than a single-modal system.

o Accuracy averages 98% by manipulating complementary
features (keystroke, mouse, GUI) [23], [30].

o FAR (< 1%) and FRR (< 2%) are lower due to enhanced
robustness [23], [30].

Single-modal systems are simpler but more prone to noise,
environmental variations and adversarial attacks [3], [32].
Keystroke-only models or Mouse dynamics-only models de-
grade significantly across devices and network latencies [19],
[27].

D. Testing Environments and Datasets

Performance varies across environments:

1) Controlled Environments: Controlled Lab settings
achieve over 95% accuracy due to minimal noise and
static-controlled environment settings.

Real-World Environments: Accuracy drops to 85-90%
due to network latency, device heterogeneity and various
environmental noise which underscores the need for
advanced adaptive models.

Datasets: Public datasets like CMU Keystroke Bench-
mark and Mouse Dynamics Challenge are common but
lack demographic and environmental diversity, limiting
broad applicability. Proprietary datasets yield higher
accuracy but lack various standardizations.
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E. Vulnerabilities and Challenges

Key issues include:

1) Behavioral Drift: User behavior changes over time,
which increases FAR and FRR. Accuracy can drop 10-
15% within months without retraining [32].
Adversarial Attacks: Replay and imitation attacks in-
crease FAR by up to 40% in open systems. Neural
networks are vulnerable to adversarial attacks without
proper training datasets [3].

Environmental Variability: Behavioral Authentication
System performance can be significantly impacted by
various devices, network latency, users interactions, vari-
ations in mood, and changes in weather conditions like
hot and cold temperatures, etc., that degrade the system’s
reliability.
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TABLE I
THREAT MODEL MATRIX FOR BEHAVIORAL AUTHENTICATION SYSTEMS

Threat Example Attack Reported Effect
Imitation Mimicking typing/mouse rthythm | FAR T by 20-30%
Replay Reusing recorded input traces FAR 1 by up to 40%

Device Variability
Behavioral Drift

Different keyboards/mice
Long-term user change

Accuracy | 10-15%
FRR 1 after months

F. Emerging Trends and Insights

1) Machine Learning Evolution: Deep learning (e.g.,
Transformers) outperforms traditional models by cap-
turing complex patterns and at the same time improving
the system’s reliability.

Multi-modal Systems: Combining modalities enhances
resilience and accuracy with advanced feature fusion
techniques showing realistic promise.
Privacy-Preserving Methods: Federated learning and
homomorphic encryption address privacy concerns en-
abling secure model training without compromising user
data.
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G. Implications and Recommendations

Behavioral authentication offers a secure and advanced
user-friendly alternative to traditional authentication methods.
Future research should:

o Develop adaptive models to counter user’s behavioral
drifts.

« Adopt privacy-preserving and highly secure techniques to
meet ethical and regulatory standards.

« Standardize evaluation metrics for consistent study com-
parisons.

IV. CONCLUSION

Behavioral authentication systems using keystroke dynam-
ics, mouse movements, and GUI interactions present an en-
couraging supplement to conventional security systems by
implementing ongoing, user-specific authentication. This com-
pilation of 32 papers concludes that multi-modal solutions tend
to have more than 98% accuracy, FAR less than 1%, and FRR
less than 2%. Single-modal solutions tend to deteriorate in
practical applications because of environmental variation and
behavioral drift. More sophisticated deep models like RNNs,
LSTMs, and Transformers have demonstrated improved re-
silience by extracting more complex temporal and contextual
features, and privacy-preserving techniques (like federated
learning) prevent data leakage attacks. However, there are
still some challenges: system resilience is compromised by
adversarial attacks and limited dataset diversity, and network
problems (like latency, packet loss, or insecure communica-
tion channels) can compromise real-time performance and
data integrity. User’s psychological factors and environmental
variability can also impact the implementation and long-
term reliability of the system. Future work must address
adaptive user modeling to counteract drift, privacy-focused
resilient architectures, and test protocols standardized to accept
heterogeneous network conditions and threat models so that
the transition from controlled laboratory settings to real-world
deployments is effortless.
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Abstract—This study proposes a focused and explainable multi-
class intrusion detection system (IDS) to detect four web-based
attacks (DDoS, SQL Injection, Cross-Site Scripting (XSS), and
Brute Force) that are frequently encountered in IoT environ-
ments. Using the ML-Edge-IIoT dataset containing realistic and
heterogeneous traffic scenarios, the relevant attack types are
meticulously selected and relabeled to create a targeted clas-
sification environment. Five different machine learning models
(Random Forest, XGBoost, LightGBM, TabNet, and LSTM)
are impl ted, and the highest success is achieved by the
Random Forest model. The decisions of the model are interpreted
by SHAP-based explainability analysis, and the protocol-level
deterministic features that affect the detection performance are
revealed. The system has proven its real-time operation with
low latency and minimal resource consumption; in this context,
the paper offers a structure that can be integrated into edge
devices. To the best of our knowledge, this study presents the
first explainable and multi-class IDS solution that focuses on
these four web attack types in IoT systems.

Index Terms—IoT, web attack types, SQLi, XSS, Brute Force,
DDoS.

I. INTRODUCTION

ITH the acceleration of digitalization, the number

and complexity of cyberattacks have increased signif-
icantly, and IoT devices, in particular, have become primary
targets [1], [2]. Distributed denial of service (DDoS), SQL
injection (SQLi), script injection (XSS), and brute force (brute
force) are prominent among these attacks. Despite their static
controls, traditional security solutions are inadequate in the
face of evolving attack techniques [3], [4]; attacks occurring
at the web application layer, in particular, lead to serious data
breaches and service disruptions [5].

Most existing intrusion detection systems (IDS) address
the problem only as a binary classification (normal/attack) or
focus on a single attack type. Furthermore, many studies rely
on simulation-based or incompletely labeled datasets that do
not reflect the real attack environment. In contrast, the Edge-
IToTset dataset provides multi-layered and realistic IoT traffic,
enabling more reliable model development.

This study proposes an explainable, multi-class IDS model
that focuses on four critical web-based attacks: DDoS, SQLi,
XSS, and Brute Force. Machine learning algorithms were
applied to reconstruct the dataset, and the highest performance
was achieved with the Random Forest model (macro F1 =
0.94). Furthermore, SHAP-based explainability analysis re-
vealed the protocol-level characteristics that guide the model’s
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decisions. This focused and interpretable approach fills a
significant gap in the literature by providing a practical IDS
solution tailored to IoT environments.

II. RELATED WORK

The literature on the four attack types focused on in
this study (DDoS, SQL Injection, XSS, and Brute Force)
can be generally examined under three headings: (i) binary
classification-based intrusion detection systems, (ii) multi-
class classification approaches, and (iii) web-based attack
detection. Most existing studies either only distinguish nor-
mal/attack or focus on a single attack type. The evolving threat
landscape has increased the need for explainable, multi-class
models that can distinguish attack types.

A. Binary Classification-Based IDS

First-generation intrusion detection systems (IDS) classified
network traffic solely as “normal” or “attack.” While these
methods offer advantages such as low computational cost and
fast decision-making, they have critical limitations such as
their inability to distinguish attack types and their inability
to effectively handle class imbalance [6], [7]. For example,
a study using classical models such as random forest (RF)
and linear discriminant analysis (LDA) after dimensionality
reduction with principal component analysis (PCA) achieved
over 99% accuracy on CICIDS2017. However, rare attack
types such as SQL injection were classified with high error
rates, necessitating the need for balancing methods such as
UDBB [6]. Newer hybrid methods (e.g., Transformer-CNN,
Autoencoder-CNN) have achieved over 99.9% accuracy [7],
[8]. However, these binary approaches fall short of capturing
the diversity of low-frequency classes.

B. Multi-Classification-Based IDS

With the diversification of attack vectors in IoT envi-
ronments, binary IDS structures that only detect anomalies
are insufficient for comprehensive threat analysis. Therefore,
interest in multi-class approaches that can distinguish different
attack types has increased. For example, Trifa and Abdullah
succeeded in classifying 15 different attack types with 99%
accuracy on the IoT-23 dataset with an ANN-based model.
However, they emphasized that classical balancing methods
such as SMOTE did not significantly improve accuracy on
rare classes [9]. In [10], the CSE-CIC-IDS2018 dataset was
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used to evaluate CNN, Random Forest, LGBM, and their
hybrid combinations. The models were tested on Normal,
Bot, Brute Force, XSS, DDoS, and SQL Injection attacks.
The hybrid approaches, especially CNN + Random Forest and
LGBM + Random Forest, achieved the highest performance
with an Fl-score of 0.98. Similarly, the RF algorithm has
been reported to demonstrate higher accuracy and robustness
compared to methods such as support vector machines (SVM)
and Naive Bayes [11]. Recently, hybrid methods have gained
prominence: CNN-LSTM, CNN+XGBoost, and CNN+RF-
based models achieved over 99% accuracy on the CICIDS
and CSE-CIC-IDS2018 datasets, particularly enhanced by
feature selection and balancing steps [12], [13]. These findings
demonstrate that multi-class IDS approaches not only increase
accuracy but also real-world applicability.

C. Detection of Web-Based Attacks

The web application layer is one of the most frequently
targeted components of IoT networks, capable of inflicting the
most devastating damage. DDoS attacks are known to cause
significant resource consumption and service disruptions, espe-
cially in SDN-based environments [14]. SQL injection attacks
are annually included in the OWASP Top 10 list, and studies
using SVM and LSTM-based methods have reported F1 scores
above 99% [15]. In a study [16], a two-layer LSTM-based
Web Application Firewall (WAF) model was proposed to
enhance intrusion detection. The architecture consisted of two
sequential detection layers trained separately for specific attack
types. The first layer was dedicated to DDoS detection and
achieved an accuracy of 97.57% , while the second layer
focused on SQL injection and XSS detection, reaching an
accuracy of 89.34% . By tailoring each layer to a distinct attack
category, the model aimed to improve prediction accuracy and
provide a more reliable defense mechanism against diverse
web-based threats.

In a study [17], a multi-layer LSTM model with self-
attention achieved detection accuracies of 94.06% for Brute
Force, 99.95% for DDoS, and 93.57% for Web attacks, with
corresponding F1 scores of 0.89, 1.00, and 0.44. Another study
[18] evaluated an LSTM-based hybrid RNN-CNN model on
the CSE-CICIDS2018 dataset, reaching an accuracy of 98.15%
for DDoS attacks. XSS attacks remain a prevalent threat, and
character vectors and NLP-based approaches have been shown
to yield successful results [19], [20]. Brute force attacks target
authentication systems, and studies on the MQTT protocol in
the IoT context have achieved success rates above 99% with
RF and LSTM algorithms , [21], [22].

While effective methods have been developed for each
attack type, the literature remains limited in providing a multi-
class, explainable framework that simultaneously classifies
DDoS, SQL injection, XSS, and brute force attacks. In this
context, our study aims to fill a significant gap in the literature
by developing an explainable and operationally applicable
framework that focuses on four critical web-based attack types.

III. METHODOLOGY

In this study, a multi-class intrusion detection system (IDS)
was developed to detect four web-based attacks commonly
encountered in IoT environments (DDoS, SQL Injection, XSS,
and Brute Force). Focusing on these attack types was chosen
to increase both the interpretability and predictive accuracy of
the model. It is known in the literature that comprehensive
models that simultaneously address all attack types face vari-
ous challenges in terms of class imbalance and explainability.
Therefore, the proposed approach offers a more focused,
scenario-based, and realistic framework. The model’s training
and testing processes were conducted on the Edge-IloTset
dataset, specifically designed for IoT and IIoT environments.

The ML-Edge-1IoTset is a comprehensive dataset containing
63 features and 157,800 samples. The dataset includes both
network layer (IP, TCP, UDP) and application layer (HTTP,
MQTT) information, enabling simultaneous analysis of pro-
tocol behavior at different levels. The dataset contains a total
of 15 classes; These include attacks such as normal traffic,
DDoS, SQL Injection, XSS, Ransomware, Man-in-the-Middle,
Backdoor, and Port Scanning. In this study, only four critical
attack types were selected and a five-class problem was defined
along with normal traffic. Thus, the model was restructured to
focus on distinguishing attack types in a realistic scenario.

In the preprocessing process, DDoS subtypes (TCP, UDP,
HTTP, ICMP) were first combined into a single class due to
their structural similarities. Off-target attacks were removed
from the dataset, leaving only the four selected attack types
and normal traffic. At this stage, repetitive or meaningless
columns were cleaned, and some columns were converted
to numerical format. To ensure efficient data processing by
machine learning algorithms, categorical variables were rep-
resented using One-Hot Encoding, and any missing values
that might occur during this process were filled with zeros to
maintain integrity. The class imbalance observed in the dataset
was compensated for using the SMOTE method to ensure
that classes with few examples, such as SQL Injection and
Brute Force attacks, were not overlooked during the training
process. These steps resulted in a dataset that is both suitable
for distinguishing attack types and provides fair representation
across classes.

Random Forest-based importance scores were used during
the feature selection phase to increase the model’s efficiency
and ensure it focused only on significant variables during the
training process. This method was chosen because it provides
high classification accuracy and allows it to measure the
relative contribution of features in an embedded manner. The
analysis revealed that the 20 most significant features out
of 63 were identified. TCP port information, ACK and SEQ
flags, HTTP version information, and some flags specific to
the MQTT protocol were particularly prominent. The selected
features were scaled between 0 and 1 using the Min-Max nor-
malization method, preventing variables with different scales
from dominating the model. Finally, the data was split into
80% training and 20% test, making it ready for the modeling
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process.

The dataset generated by all these steps has been optimized
to both distinguish the targeted attack types with high accuracy
and minimize class imbalance. Thus, the proposed method pro-
vides the necessary infrastructure for developing an IDS model
with a focused classification structure, high interpretability,
and direct application to realistic IoT scenarios.

Fig. 1. Flowchart of the proposed method
To summarize the overall workflow, Figure 1 illustrates
the proposed intrusion detection pipeline. Starting from data
initialization with the ML-EdgelloTset dataset, the process
continues with preprocessing, exploratory data analysis, and
feature selection. Machine learning and deep learning models
(Random Forest, XGBoost, LSTM, TabNet, LightGBM) were
trained and compared. Finally, explainability, real-time perfor-
mance testing, automated reporting, and ablation studies were
carried out to ensure transparency and operational applicabil-
ity.
IV. CLASSIFICATION FRAMEWORK

In order to evaluate the intrusion detection performance,
five different classifier models were trained, three of which
are classical machine learning (Random Forest, XGBoost,
LightGBM) and two of which are deep learning based (LSTM,
TabNet). The model selection was made to evaluate the
flexibility and generalizability of the system with different data
structures and learning strategies. In this section, the general
strategy of each model is summarized; then, the outputs of the
best-performing Random Forest model are detailed.

A. Overall Evaluation of Model Performances

In this study, five classifier models representing different
learning paradigms were tested: Random Forest, XGBoost,
LightGBM, LSTM and TabNet. Each model was used to test
its robustness against the multidimensional and imbalanced
structure of the Edge-IIoT dataset and to analyze the discrim-
ination between various attack types.

XGBoost is a powerful decision tree ensemble algorithm
based on boosted learning. Hyperparameter optimization was
performed with RandomizedSearchCV; 95.2% accuracy and
93.8% F1 score were obtained by obtaining the appropriate
parameter combination. The model showed high success es-
pecially in Normal (100% F1), DDoS (97% F1) and SQL
Injection (87% F1) classes. However, some confusion was
observed between SQL Injection and Password attacks, which
revealed the discrimination difficulties due to common traffic
characteristics.

LightGBM is a classifier with a similar boosted tree struc-
ture. By optimizing the hyperparameters of the model, satisfac-
tory performance was achieved with 95% accuracy and 93%
macro F1 score. When the confusion matrix was examined,
while high accuracy rates were observed in Normal and DDoS
traffic, some overlapping predictions were made between the
Password and SQL Injection classes. This situation indicates
situations where the model’s discrimination power is limited
due to the behavioral similarities of the classes.

The LSTM model has the potential to analyze temporal
patterns in network traffic thanks to its structure specific
to time series data. The model’s accuracy rate was 90.6%,
and the macro F1 score was around 84%. Successful results
were produced in classes with a strong number of examples
such as DDoS (94% F1), XSS (88% F1) and Normal (100%
F1); however, performance decreased in complex and less
representative classes such as Password (62% F1) and SQL
Injection (78% F1). This situation shows that deep models
may be more vulnerable to class imbalance.

TabNet was chosen as a neural network architecture that can
work with the attention mechanism and is suitable for tabular
data structure. Hyperparameter optimization was performed
with Optuna library, the model achieved 91.4% accuracy and
85.7% macro F1 score. Although high accuracy rates were
observed in normal, DDoS and XSS traffic, a low success rate
of 49.5% was observed in the Password class; this class is
often confused with SQL Injection and DDoS. The behavior of
the model revealed that it had difficulty distinguishing between
classes with low sample numbers and semantic overlap.

The results obtained from these four models show that the
tendency to make errors increases, especially in low-frequency
and similar attack types. The Random Forest model, which
showed the highest success among the five models and offered
an advantage in terms of interpretability, was analyzed in more
detail in the final stage of the study.

TABLE I
OVERALL PERFORMANCE COMPARISON OF CLASSIFIER MODELS

Model Accuracy (%) Macro F1 (%)
Random Forest 96.0 94.4
XGBoost 95.2 93.8
LightGBM 95.0 93.0
LSTM 90.6 84.0
TabNet 91.4 85.7

The comparative performances of the five evaluated models
are summarized in Table 1. Random Forest achieved the
highest performance with 96% accuracy and a macro F1 score
of 94.4%, making it the most suitable model for the proposed
IDS framework. XGBoost and LightGBM also showed strong
results, with accuracies above 95% and macro F1 scores
above 93%. Deep learning-based models, LSTM and TabNet,
provided competitive but relatively lower results, particularly
in minority classes, due to sensitivity to class imbalance. These
results confirm that while ensemble-based tree models are
more stable across heterogeneous traffic, deep models may
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require larger and more balanced datasets to achieve similar
robustness.

B. Random Forest

In this study, the Random Forest (RF) model is used for
multi-class attack detection. The main reasons for choosing
this model are its ability to achieve high accuracy rates, its
robustness against class imbalance, and its ability to internally
evaluate the importance of features. Before model training,
label data was converted to numerical form with LabelEncoder
and SMOTE method was applied to the training data to reduce
class imbalance. In this way, minority classes (e.g. SQL Injec-
tion, XSS, Brute Force) were better represented by the model.
Random Forest model was trained with hyperparameters n
estimator = 100 and random case = 42 and evaluated on test
data. The accuracy rate of the model was measured as 96%.
Precision, recall, and F1 score metrics calculated for each
of the five classes are given below: While high success was
achieved especially in Normal and XSS classes, balanced and
acceptable results were also obtained in classes with relatively
fewer examples, such as SQL Injection and Password. This
performance shows the success of resampling and correct fea-
ture selection with SMOTE. The success metrics of the model
after training and testing are visualized with the classification
report and confusion matrix. In this study, Random Forest was
preferred as the final model because it gave the highest and
most balanced results compared to other models.

209 248 66
8000
0 0 0
6000
@
2
< password{ 52 0 1753 151 42
2 4000
SQL_injection { 42 0 96 1920 4
2000
xss4 3 0 9 0 1999
. . . . : 0
&P & S &
k%) & &
& §
&
Predicted label

Fig. 2. Confusion matrix of random forest

In Figure 2, the confusion matrix shows how accurately the
random forest model classifies DDoS, Normal, Password, SQL
injection, and XSS attacks. The model achieved 100 percent
success in the “Normal” class and correctly classified 4860
samples. Secondly, it correctly predicted the vast majority
of “DDoS” attacks with 9356 samples, but confused them
slightly with 209 samples as Password, 248 samples as SQL
injection, and 66 samples as XSS. However, when looking at
the Password and SQL injection classes, more confusion was

observed. In SQL injection attacks, 96 samples were classified
as Password. In Password attacks, 151 samples were classified
as SQL injection and 42 samples as XSS. This reveals the
possibility that attacks have common characteristics in terms
of traffic.

V. MODEL EVALUATION AND APPLIED ANALYSIS

The success of the model is not limited to the accuracy rate;
explainability, system resource usage, automatic reporting in-
frastructure and understanding the contribution of the model’s
components are also of great importance. In this direction,
the developed system was evaluated under four headings:
(i) explainable artificial intelligence (XAI), (ii) latency and
memory usage, (iii) automatic reporting, (iv) component effect
with ablation analysis.

A. Explaining Decision Processes with Explainable Al (XAI)

SHAP (SHapley Additive Explanations) method was ap-
plied in order to make the decisions of the intrusion detection
system interpretable. SHAP was analyzed especially on the
Random Forest model and the effect of the features on the
decision was calculated for each example.

Two basic criteria stood out within the scope of this analy-
sis:

Fidelity: The level of overlap of SHAP explanations with
model decisions was calculated as 0.96, which shows the
reliability of the explanations.

Sparsity: On average, 19.6 features played an active role
in the decision process, which shows that the model is not
dependent on too many features at the same time.

Additionally, a SHAP summary plot was created to visualize
the global impact on all samples (See Figure 3). In this plot,
the average SHAP values of the most influential features for
samples belonging to different classes are shown in color.
In particular, it was observed that protocol-specific variables
such as http.request.version_0_0, mqtt.conack.flags_0_0 and
tep.dstport had a discriminatory power between classes on
model decisions.

matt.conack.flags_0.0. |
http.request.method_0.0 _
ep.fiags | NN - Class 0
tep.flags.ock [N m—Closs 1
. Class 4
W= Class 2
tcp.checksum - - Clace 3
000 005 010 015 020 025 030 035
mean(|SHAP value|) (average impact on model output magnituc

Fig. 3. SHAP values based on the classes
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B. Latency and Memory Usage Measurement

In order to evaluate the potential usability of the developed
system, the average latency and memory usage were measured
on 100 samples. The average prediction time of the Random
Forest model for each sample was determined as 0.0865 ms
and the average memory consumption was determined as
12.08 MB. These results show that the model can be used
in resource-constrained environments such as edge devices.

In the tests conducted with synthetic data, it was observed
that the model successfully learned structures similar to real
data. The average minimum sample distance was calculated as
1.23, and the correlation difference between the features was
calculated as 0.1844, which showed that the synthetic data
structurally represented the real data [23].

C. Automated Reporting of Classification Results

A Python-based automatic reporting system was developed
to report the classification results in a regular, reproducible
and understandable manner. The reporting workflow consists
of the following steps:

Calculating the basic metrics with the compute_metrics
function,

Converting these metrics to a stylized HTML table with the
make_report_html function,

Saving them in an automatic folder structure
(reports/auto/YYYY-MM-DD.html) based on daily dates.

In the reported examples, the Random Forest model
achieved 96% accuracy and 94% macro F1 score.

D. FI-Based Ablation and False Positive Investigation on the
Random Forest Model

The effect of the SMOTE method was evaluated with
ablation analysis to understand the contribution level of the
model components. The F1 score of the model trained without
SMOTE was measured as 0.9443, while the full model was
measured as 0.9387. The p value obtained in the statistical
analysis performed with the McNemar test was = 1.46x 1078,
indicating that the difference was significant.

In addition, SHAP-based analyses were performed on false
positive examples and it was observed that features such as
tep.sreport, tep.ack, mqtt.conack.flags played a dominant role
in the decision process. This analysis revealed that the model
successfully interpreted low-level protocol patterns, but tended
to classify some normal examples as attacks.

VI. CONCLUSION AND FUTURE WORK

This study presents a multi-class attack detection system
that can accurately detect four basic web application layer
attacks in IoT network traffic — DDoS, SQL Injection, XSS,
and Brute Force. Addressing these attacks under a single clas-
sifier eliminates the need to develop separate binary models for
each attack and increases the efficiency of the system in terms
of distribution and resource usage. In addition, this integrated
structure enables learning common malicious traffic patterns
among different attack types, producing outputs that quickly

and directly determine the attack type for real-time security
measures.

The seven-layer ML-Edge-IloTset dataset, which simulates
a realistic and heterogeneous environment, allowed the mod-
els to be tested in complex scenarios. Many preprocessing
steps such as label merging, missing value management, one-
hot coding, and Random Forest-based feature selection were
applied during the model development process. The class
imbalance problem was addressed with the SMOTE method
and fairness in representation was achieved among attack
types.

Five models representing different learning paradigms (Ran-
dom Forest, LightGBM, XGBoost, LSTM and TabNet) were
comparatively evaluated. Among these, the Random Forest
model showed the highest success with a macro F1 score
of 94.4%, while it was the most resource-efficient model
with a latency of 0.0865 ms/sample and 12.08 MB memory
usage. While LightGBM and XGBoost produced similarly
strong results, LSTM successfully captured especially time-
dependent patterns, and TabNet offered a balanced structure
in terms of interpretability and performance.

The decision processes of the model were explained with
the SHAP (SHapley Additive Explanations) method, and it
was shown that a strong agreement was achieved between
model decisions and explanations with a fidelity value of 96%.
It was observed that protocol-specific variables, especially
tep.dstport and mgqtt.conack.flags, played a decisive role in
distinguishing between classes. The SHAP analysis performed
on false positive samples revealed that there was confusion
due to the overlap of some patterns with other attack types,
especially in the Brute Force class.

In the ablation analysis performed to examine the effect of
the SMOTE application, a remarkable result was obtained: The
model without SMOTE gave better results with a macro F1
score of 94.43% and this difference was found to be statisti-
cally significant with the McNemar test (p = 1.46 x 107%).
This finding shows that although it provides efficiency for
minority classes, oversampling methods can blur the decision
boundaries.

In addition, the developed system provides reproducibility
and traceability by automatically reporting the results obtained
in each run as timestamped files in HTML format. This
structure provides an important infrastructure especially for
integration into the production environment or continuous
monitoring processes.

As a result, this study not only suggests an attack detection
framework with a high success rate; it also offers a strong
structure in terms of interpretability, efficiency and opera-
tional applicability. The developed system meets the basic
requirements of modern intrusion detection systems operating
in today’s layered and complex IoT/web environments and
creates a solid foundation for sustainable security monitoring
processes.

Although the findings are promising, some limitations of
the study should be considered. First of all, although the ML-
Edge-IIoTset dataset reflects realistic traffic patterns, it was
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obtained from a simulation-based environment. Furthermore,
the research was limited to only four attack types; although this
increases the interpretability and performance of the model, it
would be useful to address a wider range of attacks such as
Ransomware or Man-in-the-Middle (MITM) in the future for
general validity. Finally, although SHAP-based explainability
analyses provide meaningful insights, it may be necessary to
turn to more efficient methods due to computational costs in
big data scenarios.
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Abstract—Modern web sites run on plain HyperText Transfer
Protocol (HTTP). Two common approaches are to achieve main-
tained user-state: the traditional session that lives on the server
and the newer JSON Web Token, or JWT, that lives only in the
browser and gets checked by a signature. The big question here
is: which one is more secure, and which one has better resource
utilization? To answer this, two Node.js apps were built in a local
environment. One app used express-session along with Redis,
an in-memory database. The other used jsonwebtoken library
with an HS256 signing algorithm that uses the secret ‘“thesis-
secret-123”. To test security, user request was sent using Postman
to the apps through OWASP ZAP’s proxy. When ZAP ran its
scans, it reported 6 different alert types, about 42 and 44 for
session-based and JWT-based web session systems respectively.
A manual check with Burp Suite was used to manipulate the
user requests. Tempering the connect.sid cookie to something
random gave a 401 error. Same with JWT token, the JWT-based
server responded with a 401 error. That tells the server-side
storage can spot an invalid cookie, but the token can be peeked
at by anyone who cares to decode it. Performance was measured
with JMeter, simulating 1000 users sending requests to each
server in total duration of 20s. The JWT version answered in
about 279 ms on average, while the session version took roughly
7870 ms. Throughput followed a different pattern: about 3.39
requests per second for each server app. Grafana graphs made
the gap look clear. The system stats showed JWT using a little
less CPU (0.127 % vs 0.128 %) and a bit less memory (59.3 MB
vs 76.1 MB). These insights underscores that the sessions give
you tight control on the server, which can stop some attacks, but
they add a little lag. JWTs run fast, but it requires a robust
secret management.

Index Terms—session management, JWT, authentication, secu-
rity, performance, OWASP ZAP, JMeter, Grafana, Prometheus,
Node.js, Express.js, Burp Suite, Redis

I. INTRODUCTION

The web application’s backbone of modern digital inter-
actions, from e-commerce platforms to banking systems, all
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rely on the HyperText Transfer Protocol (HTTP) to facilitate
communication between clients and servers. When it comes
to relaying messages back and forth, however, the stateless
nature of HTTP—that is, each request made and answered
is independent—means that there must be very robust session
management mechanisms to ensure that that all-important user
authentication state is maintained when the user interacts with
the system. In terms of popular approaches used to solve
this problem, two modes of authentication dominate public
discourse on the web: session-based authentication and JWT-
based authentication. Both have distinct pros and cons. This
thesis compares the performance and security of two methods
of user authentication: session-based and JSON Web Token
(JWT)-based. The research involves building two prototypes
using Node.js and the Express framework. The first prototype
uses traditional session management with express-session and
Redis, an in-memroy database, as the session store. The
second prototype uses JSON (JavaScript Object Notation)
Web Tokens and the jsonwebtoken library to sign and verify
tokens. The two prototypes were put through both security and
performance testing.

A. Subject Relevance

Safeguarding the web app’s sessions ensures users can
trust the app and ensures the app can scale. Second, session-
based authentication is good at doing that because it ensures
only the right people can access the app. Third, the web
app developers who build such authentication systems need
to understand where their systems can be vulnerable (as in
sending unprotected messages over the internet), and where the
session or JWT based authentication systems be implemented.
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Fig. 1. Research Workflow

B. Research Gap

While session management is well covered in the literature,
there is a gap in direct comparisons between session-based and
JWT-based session management systems in empirical studies.
They propose that the payload should be encrypted to mitigate
those dangers, but they put forward no real-world tests for this
assertion. [2] tackles the much larger question of performance
in distributed systems. He also seems to think that this is a
much larger question of theoretical framework issues, rather
than one that could be solved with a proof of concept. [18]
and [35] have a lot to say about session hijacking and how
to make cookies safer. But their proposed methods are from a
time before JWTs were common.

C. Objectives and Goals

This thesis primarily aims to empirically test and compare,
from security and performance perspective as shown in Fig. 1,
the two ways of session management systems across stateless
servers. The first way, session-based, has been in use for a long
time. The second way, using JSON Web Tokens (JWTs), has
become popular in recent years. I have created two prototypes
using Node.js and Express web framework: a server that
manages client sessions with Redis, and the other uses JWT
for session management. Using OWASP ZAP and Burp Suite
to evaluate security and find vulnerabilities. Evaluating per-
formance with JMeter alongside Prometheus/Grafana metrics.
Examining pros and cons to guide the development of safe
and streamlined authentication. Our objectives are to produce
developer-friendly insights that they can act upon. This is
nothing less than a hope to achieve session management ideal
place.

D. Research Questions

This research investigates the subsequent questions: How
both session management systems compare regarding security

vulnerabilities, such as token tampering and CSRF. Authen-
tication via sessions and authentication via JWTs exhibit
different behaviours due to their differing characteristics?
While a session’s lifespan will typically extend until the user
explicitly logs out or until a session-expiration event occurs,
a typical JWT will remain valid until its expiration time is
reached. However, a session can be kept alive through the
use of a refresh token (e.g., a cookie). A JWT that has not
expired but is somehow compromised can cause serious issues,
but a compromised session also causes serious problems. So,
from the point of view of using sessions versus using JWTs,
both have their pros and cons when it comes to security
and expiration. How do session-based and JWT-based systems
perform (in terms of latency and throughput) under a load of
1,000 users? These trade-offs mean real things in the world for
web application design. What are the practical implications on
the functionality of a web application if implemented either?

E. Scope & Limitations

This study’s scope is confined to a self-hosted environment
local environemnt (macOS, Redis, Node.js) with no-cost tools
with free-tier plans (Postman, OWASP ZAP, Burp Suite Com-
munity, JMeter, Prometheus, Grafana). The prototypes (server-
session.js, server-jwt.js) employ overly basic configurations
(e.g., a weak secret) to stand in for actual, hazardous-to-your-
application configurations that you might find in the real world.
Limitations include:

Localhost Limitations: Absence of network latency can
lead to an underestimation of the performance disparities in
production environments. Simplified Secrets: Using a weak
secret makes JWT vulnerabilities look worse than they are,
implying that they are far more dangerous than they actually
are and that they apply to much more than just JWTs. Scale:
Testing with 1,000 users may not fully capture high-volume
scenarios. Limitations of the Tools: Tools at the free-tier may
not possess the many advanced features found in their paid-tier
plans or enterprise-level counterparts.

FE Structure/Overview

This dissertation has the following structure:

Review of the literature: examines important works that
pertain to the management of user sessions. It calls out
weaknesses that have been identified in these works and looks
to see if there are any performance trade-offs that might
account for the identified session management vulnerabili-
ties. Methodology: details the prototype development, security
testing and performance testing. Finding: shows results from
security (ZAP reports, burp suite tests) and performance
(latency, throughput) studies. Discussion: analyzes trade-offs
and implications for web application design. Conclusion:
key findings and future research directions are summarized.
References: cited works relevant to the traditional session and
jwt session mechanisms are listed.

II. LITERATURE REVIEW

Web session management serves as a fundamental pillar
in the architecture of secure web applications, ensuring that
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user interactions remain authenticated, authorized, and stateful
across multiple requests in inherently stateless protocols like
HTTP. Effective session management mechanisms are critical
for maintaining user privacy, preventing unauthorized access,
and mitigating a wide array of cyber threats, including session
hijacking, fixation, and replay attacks. As web applications
evolve to support distributed systems, mobile integrations, and
high-traffic environments, the choice of session management
technique has profound implications for both security and
performance. Traditionally, two primary paradigms dominate
this domain: server-side session management, which relies on
storing session data centrally on the server and referencing
it via identifiers (often cookies), and stateless token-based
approaches, exemplified by JSON Web Tokens (JWTs), which
embed session information directly into client-side tokens
secured through cryptography.

Session management in web applications has been changing.
While it once relied on a traditional session-based approach, it
is now moving toward stateless token-based methods that bear
no resemblance to sessions—like JWTs—to meet the demands
of large-scale distributed systems. Early sessions managing
systems were forced to work around the limitations of HTTP,
which was not designed with the notion of state in mind. They
achieved this via cookies, for instance. Many servers and many
users, each of whom the server must keep track of for only
as long as the user is logged in, posed a somewhat a huge
dilemma that was only solved by viably scaling up the server.
This was managed by using key/value stores that maintained
user sessions (like Redis, for example) and insecurely kept the
tokens (or keys) that allowed the server to perform Cross-Site
Request Forgery (CSRF)-unsafe operations on behalf of users.

Server-side session management has long been the standard
in web development, where a unique session identifier (SID)
is generated upon user authentication and stored in a cookie or
URL parameter. The server maintains the associated session
data in memory, databases, or caches, allowing for straight-
forward revocation, monitoring, and updates. This approach
excels in environments requiring tight control over session
lifecycle, such as invalidating sessions upon logout or detect-
ing anomalies in user behavior [10]. However, it introduces
scalability challenges, particularly in distributed architectures,
as session data must be synchronized across servers, often
necessitating shared storage solutions like Redis or databases,
which can become bottlenecks under high load [2]. Moreover,
vulnerabilities such as session fixation—where an attacker pre-
sets a session ID—or hijacking via intercepted cookies remain
prevalent if secure transport (e.g., HTTPS) and cookie flags
(e.g., HttpOnly, Secure) are not rigorously enforced [29].

In contrast, JWT-based session management represents a
shift toward stateless, client-side paradigms, where session
data is encoded into a compact, self-contained token compris-
ing a header, payload, and signature. Introduced as a standard
in RFC 7519, JWTs leverage cryptographic signing (e.g.,
HMAC-SHA256 or RS256) to ensure integrity and authen-
ticity without requiring server-side storage for each session
[33]. This enables seamless scalability in microservices, cloud-

native applications, and cross-origin scenarios, as servers
validate tokens independently without database queries [5]
[4][12] [34]. Recent advancements highlight JWTs’ efficacy
in high-volume contexts, such as e-government systems and
RESTful APIs, where they facilitate token rotation, refresh
mechanisms, and integration with protocols like OAuth 2.0 and
OpenlID Connect [30] [14] [17] [8]. For instance, implemen-
tations using HMAC-SHAS12 for signing have demonstrated
robust resistance to tampering, while custom handlers enhance
session persistence and security [22] [13].

Studies highlighted both the benefits and the vulnerabilities
associated with using JSON Web Tokens (JWT). For instance,
in [32] it has discussed that using JWT with something like
a Quick Response (QR) code check-in could be a really fast
and simple way of obtaining the type of login that a web
application required, but they identified some serious security
issues with the way in which base64-encoded payloads could
be extracted by a malicious person who might steal a JWT.
They advocated for encrypting both the payload and header
of the JWT as a better practice and something that would
certainly fall in line with what this thesis encompasses when
it comes to addressing the security of session tokens. Token
leakage through cross-site scripting (XSS) or insecure stor-
age (e.g., localStorage vulnerable to JavaScript access) can
lead to unauthorized use, as stolen tokens remain valid until
expiration [9] [19] [23] [36]. Revocation poses a particular
challenge in stateless designs, often requiring supplementary
mechanisms like blacklists or short-lived tokens, which can
partially negate scalability benefits [15] [24] [27]. Comparative
studies underscore that while JWTs reduce server overhead
and enhance interoperability in distributed environments, they
demand meticulous key management and algorithm selection
to avoid exploits like algorithm confusion attacks [3] [31]
[11]. Server-side sessions, conversely, offer inherent revoca-
tion capabilities but may falter in cross-domain or mobile
scenarios due to cookie restrictions and state synchronization
overhead [16] [7]. Research also investigates and evaluates
performance trade-offs. [2] adjusts session management in
distributed systems using JWTs, reducing server load and pre-
venting scalability issues associated with HTTP cookies. Still,
he notes an increase to the client’s exposure. [35]introduces a
different take on session management, analysing the security
of SSO and proposing reverse proxies as a way to reach
new levels of integrity, efficiency, and performance. Finally,
[10] discusses an often-overlooked problem with maintaining
secure sessions—session fixation attacks. He warns that, to
thwart such attacks, using random session identifiers is an ab-
solute must. Recurrent are the vulnerability themes in session
management. They highlight the need for cookie attributes
to be secure. They inform the reader about secure ways to
generate session IDs. While [32] propose encryption solutions
for JWT vulnerabilities, they lack practical prototype-based
testing. [2] advocate for Role-Based Access Control(RBAC)
and Multi-Factor Authentication (MFA) but do not directly
compare session and JWT systems. [2] focuses on theoretical
frameworks for distributed systems, overlooking local imple-
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mentations.

The importance of encryption and secure configurations is
also emphasized in the literature. [32] address the base64
encoding vulnerability of JWT, suggesting that to truly secure
it, one must be encrypting the payload and header, to protect
user information from network thieves who would steal tokens.
This study is particularly relevant because the JWT prototype
used in this project used a weak secret, which was easily
hacked, leading to some vulnerabilities that were found in the
ZAP scans. Saving the best for last, [10] highlights session
fixation in session-based systems, pointing out that the old
standby of using random IDs is good, but is made even better
by also having short expiration times.

Moreover, the literature stresses performance in applications
with a high volume of transactions. [2] observed that JWTs
serve to lighten the load on servers since they do not neces-
sitate database queries. This makes JWTs a good choice for
applications that must scale up. This contrasts somewhat with
the JMeter results from this study, which showed that JWTs
had lower latency than session identifiers. Still, both tokens
were fast enough to keep up with what most people would
consider real time.

The growing complexity of web €cosys-
tems—encompassing IoT, single-page applications (SPAs),
and hybrid mobile-web platforms—has amplified the
need for empirical comparisons between these techniques.
Vulnerabilities in session management continue to rank
among the top risks in frameworks like OWASP Top 10, with
broken authentication accounting for significant breaches
[21] [25]. Emerging hybrid models, such as combining JWTs
with server-side checks or using token splitting for enhanced
leakage prevention, aim to bridge these gaps [24] [6] [26]
[20]. Additionally, research by [21] highlights the importance
of secure session handling in RESTful API contexts, further
emphasizing the need for robust implementation strategies.

This review synthesizes recent literature to evaluate the
web security implications of JWT versus server-side session
management, drawing on over 39 or more high-quality studies
to analyze strengths, weaknesses, attack vectors, and practical
implementations. By addressing these dimensions, this paper
aims to guide developers and researchers in selecting optimal
strategies for secure, scalable web applications in an era of
escalating cyber threats. To summarize, the empirical evidence
in the literature makes it possible to understand reasonably
well how session management works. But when we look at
the literature’s local, controlled, side-by-side comparisons of
session management method performance and security, we find
the local comparisons to be quite limited. This thesis localizes
the analysis with two session management prototypes: one
based on session IDs and the other based on JWT token. It pro-
totypes both practically, contributing two new artifacts to the
field, and tests both prototypes for security and performance
to understand how local conditions affect the prototypes.

III. METHODOLOGY

This chapter systematically compares the security and per-
formance of two session management mechanisms used in web
applications: session-based and JWT-based. The comparison is
done by developing two prototypes using Node.js and Express
web framework. One prototype uses JWTs for authentication,
the other uses session-based authentication. Both are run under
the same conditions in a performance test. The source code of
both prototypes are hosted on GitHub [1] and are made public
for anyone to examine along with the configuration files for
some of tools used for assessing the prototypes. Meanwhile,
I am assessing the security of both prototypes by using the
OWASP Risk Rating Methodology [28]. The tools I am using
to do this are all open-source, which helps keep costs low,
ensures accessibility, and makes it easier for others to replicate
what I have done. And there’s no way around it: keeping costs
low and using tools that are accessible to everyone makes it
possible for anyone to follow my lead.

A. Prototype Development

Two prototypes were created with Node.js (v22.16.0) and
Express (v5.1.0), operating in a localhost environment (macOS
Sequoia v16.6.1 with 16 GB RAM). The first prototype,
accessible at http://localhost:3000, implements session-based
authentication using the express-session (v1.18.2) middleware
with Redis (v4.6.5) as the session store. The configuration
includes a session secret “thesis-secret-123”, a cookie with
httpOnly: true, sameSite: ’strict’, and a max age of 1 hour,
throughout which the session is expected to be active. A weak
secret is used intentionally to examine the effectiveness of each
web session management system or its resilience to threats.
The second prototype, accessible at http://localhost:3001, em-
ploys JWT-based session management system using the json-
webtoken (v9.0.2) library, responsible for the creation and val-
idation of JWTs. This prototype generates tokens that, like the
first, are expected to be useful for about 1 hour, with the time
to be reached validated via the /protected endpoint. The server
that uses JWT handles requests (that require authentication)
via the JWT protocol. The server validates the token in every
request where authentication is required. The vulnerabilities of
the server stem, to a great extent, from a weak encryption key
that was used to encrypt the tokens. For our tests, we configure
it to use a signing algorithm called HS256, which is Hash-
Based Message Authentication Code (HMAC), a symmetric
key encryption algorithm, used in combination with SHA-256,
would produce a signed JWT that is essentially secure, so long
as a secure (not weak) secret is used. The server, however, uses
SHA-256 combined with the secret “thesis-secret-123”. The
user list for the authentication test was stored in a database
that is backed by Redis.

B. Data Collection

1) Security Testing: Security testing was carried out using
the OWASP ZAP (v2.16.1) and Burp Suite Community Edition
(v2025.7.3) to find security holes in the prototypes as shown
in Fig. 2. The work started with setting ZAP up as a proxy
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(127.0.0.1:8080) to catch the HTTP requests that Postman
(v11.58.4) was sending to the endpoints /register, /login, and
/protected. ZAP then used its spider scan feature to crawl
the application, map its structure, and take an inventory of
the endpoints. Finally, ZAP performed an active scan to find
security problems like CSREF, insecure cookie flags, and weak
secret (key) configurations. We used the OWASP Risk Rating
Methodology [28] to guide our assessment of the hit” taken
during the active scan. The methodology asks assessors to
think about two dimensions when coming up with a risk rating.
First, how likely is it that an average attacker could get through
the defenses? (This is sometimes called the “ease of attack™
or, alternatively, the “’skill level” needed by an attacker.) Then,
how serious would it be if the attack succeeded? (This is the
“impact” dimension.) Scan reports, generated for the session-
based server and for the JWT-based server, provided detailed
alert counts sorted by risk (low, medium, high) and confidence
levels. Burp Suite complemented ZAP by allowing us to do
some manual tampering tests. For example, we intercepted a
couple of requests and modified them in ways to see how the
server would respond before and after our modifications. One
thing we tried was to change the connect.sid cookie in http
request header by re-running the connect.sid command after
we had already made the cookie once. Another thing we tried
was to alter the JWT in the Authorization header in ways to
see what would happen.

Security Testing

Postman Requests
/register , flogin ,
/protected

ZAP Proxy Burp Suite
localhost:8080 Intercept
OWASP ZAP Burp Suite

Spider Scan , Active Scan Token Tampering

Fig. 2. Security Testing Workflow

2) Performance Testing: Performance testing occurred
using Apache JMeter (v5.6.3) for both prototypes under
simulated load to evaluate efficiency. The JMeter script
configured thread groups for 1,000 concurrent users with a
ramp-up period of 20 seconds to avoid sudden spikes that
could skew results. Requests were sent to the endpoints
/register for both servers while measuring not just
response times but also throughput (requests per second), and
resource utilization. The results were saved to summary.csv
and aggregate.csv. In the prototypes, Prometheus was
integrated in both prototypes using the library prom-client
and configured to collect server-side metrics like
http_request_duration_seconds which represents

the latency in seconds and http_requests_total which
represents the total request count. These metrics were made
available at the /metrics endpoint of our REST APL To
visualize and make sense of all these metrics, we configured
dashboards in Grafana to use Prometheus as their data source
as shown in Fig. 3. They then directly rendered and made
some quite nice visualizations of the metrics, plus others like
average latency and overall throughput. Then, to see how well
our service performed, we also had Grafana visualize what is
essentially a rehash of the classic system monitor when one
runs top or htop on a Linux machine: how much CPU we
are using node_process_cpu_seconds_total,
how much memory we are using
node_process_resident_memory_bytes.

Performance Testing

IMeter Load Test
1000 Users
/register

Prometheus Metrics
httpRequestDuration ,
httpRequestsTotal

Grafana Visualizations
Latency , Throughput ,
CPU Usage , Memory Usage

Fig. 3. Performance Testing Workflow

IV. FINDINGS

This part shows the empirical results from tests on the
security and performance of the two prototypes: session-
based and JWT-based. The prototypes were comprehensively
scanned and tested for vulnerabilities. Security testing was per-
formed using OWASP ZAP and Burp Suite, while performance
testing was done with JMeter, Prometheus, and Grafana, on
up to 1,000 users. These tools allowed us to find several
severe vulnerabilities, which are outlined here in the security
findings section. No tool is perfect, though, and these two tools
(especially Burp Suite) allow for a lot of user-defined manual
testing as well.

A. Security Findings

Vulnerabilities like CSREF, session hijacking, and token tam-
pering were the focus of security testing, which used OWASP
ZAP for automated scans and Burp Suite Community Edition
for manual interception. Postman sent requests through ZAP’s
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proxy to capture traffic for endpoints (/register, /login, /pro-
tected, /logout). Alert evaluation was guided by the OWASP
Risk Rating Methodology, which considers threat agents (who
could possibly tamper with the system) and technical impacts
(like the possibly undetectable exposure of was-it-secured-or-
was-it-not secure data which could be base64 decoded).

1) Session-Based Server Security: The app runs a session-
based server. It uses the express-session package and stores the
sessions in Redis. The code signs the connect.sid cookie with
a secret “thesis-secret-123". The idea is that the server checks
the session each time, which should be solid. But at the same
time, the weak secret may let someone forge cookies. Also, the
headers aren’t locked down — I didn’t see any strict-transport-
security or content-security-policy set. When we ran OWASP
ZAP we got six different alert types as shown in Fig. 4. In
total there were 42 alerts. 5 of them were in the medium/high
risk bucket, mostly CSP failures. 11 were low/medium, like
server leaks and missing headers. The remaining 26 were
informational — things like authentication IDs being exposed
or fuzzing results. The distribution tells most of the warnings
are low-risk, which kind of matches what you’d expect from a
default Express setup. Still, the presence of any CSP failures
is worrisome because they can be used to inject malicious
scripts. The high count (42) means the scanner hit the server
a lot, sending many requests. So, we probably saw most of
the easy-to-find problems. The missing directives and info
leakage could be taken advantage of in a real production run.
Tamper resistance was confirmed by manual tests with Burp
Suite: when connect.sid was modified in intercepted requests
to /protected, the server responded with 401 errors. Those
errors validated that the session ID was being checked against
a server-side Redis store before the request was authorized. In
short, the checking mechanism works, even if the system is
not completely secure.

Alert Counts by Alert Type

This table shows the number of alerts of each alert type, together with the
alert type's risk level.

(The percantages in brackets represent each count as a percentage, rounded

to one decimal place, of the total numbzr of alerts included in this report.)

Medium 5
183.3%)

CSP: Failure to Define Diredtive with Ha
Fallback

Server Leaks Information via "X Low 8
Powered-By" HTTP Resnonsz Header (133.3%)
Field(s)

X=Content-Type-Options Header Missing Low 3
150.0%)

Authentication Reguest Identified Informational 1

116.7%)

Session Management Respanse Informational 1
Identified 116.7%)
ser Agent Fuzzer Infornational 2
(490.0%)

Total 6

Fig. 4. ZAP Scan Report of Session-based Server

2) JWT-Based Server Security: The JWT-based server runs
on Express and uses the jsonwebtoken package. It signs
everything with HS256, and it uses the same weak secret
“thesis-secret-123”. We store user information in Redis as
shown in Fig 5, then hand out stateless tokens to the browser.
It lets the app grow without a bunch of session files, but it
also means the token format itself can leak stuff if we’re not
careful. When OWASP ZAP ran on the server, the tool spit
out 7 different alert types, totaling about 44 alerts. Five of
those were Medium-or-High risk, mostly CSP failures that
could let a sneaky script slip in. Thirteen fell into Low-or-
Medium; those were things like server leaks, missing security
headers, and the token’s timestamp showing up where it maybe
shouldn’t. The remaining 27 were informational — things like
authentication IDs being exposed or fuzzing results were
having informational-level risk about how authentication and
session handling were identified by the scanner. Mostly, the
default Express setup left a lot of low-level warnings hanging
around, and the JWT code itself exposed timestamps. In short,
the JIWT-server got some real-world-usable flaws, even if most
of the warnings look “low-risk”. It probably needs to change
the secret, add proper headers, and maybe tighten the CSP.
Otherwise, a curious user could probably figure out a way to
trick the system. Tamper resistance was confirmed by manual
tests with Burp Suite in the case of JWT-based systems. Burp
Suite tests demonstrated that JWTs can be tampered with.
When testers modified the JWT payloads, it was returning 401
errors. The errors validated recomputing the HMAC-SHA256
hash of the encoded Header and Payload using the secret key
and comparing it with the signature in the request, if they
match, the token’s integrity is confirmed. A mismatch indicates
tampering. So this case too, the checking mechanism works,
even if the system is not completely secure.

Alert Counts by Alert Type

This table shows the number of alerts of each alert type, together with the
alert type's risk level.

(The percentages in brackets represent each count as a percentage, rounded
to one decimal place, of the total number of alerts included in this report.)

Mediun

5
Ealiback (71.0%)

Low 8

‘Server Leaks Information via *X-
powered-By” HTTP Response Header (114.3%)

Held(s)
Timestamp Disciosure - Unix Tow 3

(28.6%)
X-Content Type-Options Header Missing Tow 3

(a2.0%)

‘Authentication Request Identified Informational

i
(14.3%)

informational i
(14.3%)

Session Management Response.

Total 7
vam O —

User Agent Fuzzer. Informational 24

(342.0%)

Total 7

Fig. 5. ZAP Scan Report of JWT-based Server
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B. Performance Findings

Testing conducted in JMeter simulated 1,000 users and
pinpointed the superiority of the JWTs. On average, the latency
for retrieving or verifying the ID token was 279ms (JWTs)
compared to 7870ms (SessionIDs), and the requests per sec-
ond for throughput were same for both web authentication
systems (refer to Table 1). Additionally, a look at the Grafana
dashboards (Fig. 6, Fig. 7, Fig. 8, Fig. 9) for the same
tests showed the following averages for CPU and memory
usage, which support the claims of better performance with
JWTs as opposed to SessionIDs. These are reliable results

TABLE I
PERFORMANCE METRICS (1,000 USERS)
Metric Session-Based | JWT-Based
Maximum Latency (ms) 7870 279
Maximum Throughput (req/s) 3.39 3.39
Maximum CPU Usage (%) 0.128 0.127
Maximum Memory Usage (MB) 76.1 59.3

for the performance of the two authentication methods in
retrieving or verifying the ID token at the time of access. We
rated the performance using good old four-point scales for
latency, throughput, CPU, and memory, with low being better
or higher performance in case of CPU usage, Memory Usage
and Latency while high being better or higher performance in
case of Throughput.

Fig. 6. Throughput Comparison

Fig. 7. Latency Comparison

V. DISCUSSION OF FINDINGS

Through empirical research, this thesis sheds light on the
complex trade-offs between security and performance that
come into play when using either session or JWT-based session
mechanisms. These two approaches to maintaining authen-
ticated user sessions were implemented as local prototypes
for the research. Using a variety of testing methods, ranging
from web application security scans to low-level performance
and observability tools, the research found that, while both

Memory Usage (MB)

{instance="localhost:3000", job="session nodejs app"}

761 ve

{instance="localhost:3001", job="session nodejs app"}

59.3 ws

Fig. 8. Memory Usage Comparison

Fig. 9. CPU Usage Comparison

mechanisms have their strengths and weaknesses, they offer
fundamentally different security profiles that affect web appli-
cation design.

A. Interpretation of Security Findings

When the OWASP ZAP scan ran on the two prototpyes
— one that uses normal sessions and one that uses JWTs
— a lot of warnings were reported in the OWASP ZAP
scan. This gap hints that the stateless token system just
touches fewer endpoints, while the session server talks to more
places or endpoints. The biggest thing that jumped out was a
medium-risk CSRF issue that ZAP marked as high-confidence.
This means that attacker could trick a logged-in user into
clicking a hidden link and the server would think it’s legit
because it relies on the connect.sid cookie alone. The code
in session-based server didn’t have a CSRF token generator.
According to the OWASP rating method, this lands in the
middle but worth fixing. There were also of low-risk alerts
about missing security headers. Eight alerts said the Content-
Security-Policy header was missing completely. Without CSP,
a sneaky script could slip into a page and run XSS (Cross-Site
Scripting) attacks. Three alerts flagged that the X-Content-
Type-Options header was absent, meaning browsers might
sniff the MIME (Multipurpose Internet Mail Extensions) type
of JSON responses and treat them like HTML. There were
also three “Server leaks info via X-Powered-By” warnings.
This is not a serious alert to consider but it gives a hacker
a clue about what stack a client is running. One alert each
pointed out that /login could be brute-forced (no rate limiting)
and that the session management response itself was exposed.
Finally, there were twenty-four “User Agent Fuzzer” notices
— low confidence, low risk alert. This basically means that
a malicious could use different user-agents or browsers to
send requests, enabling them to get information indicates
potential information disclosure from varied headers in server-
responses. The report indicates that the session server does
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a decent job of checking cookies (Burp Suite showed that
tampering with the connect.sid token gave a 401), but it forgets
the extra layers like CSRF tokens or strict headers.

The JWT pattern looked familiar but with token-specific
occurrence. The biggest medium-risk thing was again the
missing CSP header — five instances this time. Same risk as
before: no CSP means an attacker could inject script into any
page that returns a token. The server also leaked its tech stack
via the X-Powered-By header eight times. This is not a high
security risk on its own but still useful intel for anyone scan-
ning for Node.js targets. Two alerts pointed out that the JWT
payload exposed Unix timestamps. That’s a low-risk warning
but it could let a clever attacker guess token lifetimes or do
timing attacks. Missing X-Content-Type-Options showed up
three more times, so the same MIME-sniffing risk exists here
too. The informational bits — authentication request identified,
and session management response identified — basically say
“the /login route could be brute-forced or used to enumerate
valid accounts”. The intentionally used weak secret which
Burp Suite caught was that the secret used to sign tokens
was “thesis-secret-123”. If an attacker guesses that secret,
they can forge any token they want. The JWT endpoint did
reject tampered own payloads (you get 401), but weak secrets
undermine that protection. Based on the OWAPS ZAP scan
reports from both servers, the session-based system leans on
server memory and cookies, yet it forgets some easy defenses
like CSRF tokens or CSP headers. The JWT system cuts out
server state, which is nice for scaling, but then one is trusting
the client with everything: timestamps, signatures, and it is
critical to hide secret well.

B. Interpretation of Performance Findings

The  performance  findings  demonstrate  JWT’s
advantages in efficiency, with JMeter tests showing
lower latency (279ms vs 7870ms) with the same

throughput 3.39req/s vs 3.39req/s for 1,000 users on
/register. Grafana visualized Prometheus metrics
(http_request_duration_seconds), revealing
reduced CPU (0.127 % vs. 0.128 %) and memory (59.3 MB
vs. 76.1 MB) for JWTs, which we can attribute to stateless
validation eliminating Redis lookups.

The session-based server suffers from an overloaded Redis
which lead to the increased latency increased. Full Redis
I/O operations (like GET user:$username) under load
perform poorly, as do all I/O-bound operations. The OWASP
risk rating methodology indirectly supports this, as impacts
on performance (good or bad) have a direct bearing on
availability—potentially the most serious risk of all. In the
case of the session-based server, the sessions reside on the
server side; this guarantees consistent validation.

C. Implications for Web Application Design

The results imply that systems based on sessions are suitable
for use in applications where security is a top priority (e.g.,
banking). In these kinds of applications, even if a malicious
user manages to lodge a forged session into the server, one

is by this process limited to a particular time, hence session-
based systems can provide decent security. But that requires
tokens and headers to maintain the integrity of the application.
At the same time, if your application is designed in such a way
that it makes API calls to various microservices, then using
JWTs is better because they are much more suitable for that
kind of architecture. Yet JWT also must be well secured. And
developers may want to adopt a hybrid approach using JWTs
with server-side revocation lists.

The localhost environment (no network latency), the weak
secret exaggeration of JWT vulnerabilities, and the 1,000-user
scale may limit production risk estimates. They may also un-
derestimate advanced attacks that a free-tier Burp Suite could
miss. These three factors might make tool limitations appear
more favorable than production reality. In future research,
these could be addressed through testing in cloud environments
with stronger encryption.

VI. CONCLUSION

Both approaches have trade-offs. The session server shows
lower-level slips because it talks to more routes; the JWT
server shows fewer alerts, but each one could be more severe
if an attacker cracks the secret. The OWASP risk rating
methodology puts most of these in low-to-medium buckets,
but here it is important to note that “medium” could still mean
a real breach if one ignores it. So, security is not just about
picking sessions or tokens — it’s about layering defenses, even
the simple ones like headers and proper secrets.

If one is building a bank site, keeping control on the server
— like with sessions — this is a secure approach, but there is
still need CSRF tokens and proper headers to fix the ZAP
warnings. For a micro-service that needs quick replies, JWT
looks attractive, yet to pick a strong secret and maybe encrypt
the token is critical. There is a possibility of a hybrid approach
—use JWT for the front-end but keep a revocation list on the
server — that could give the best of both worlds. The choice
of authentication depends on the application context. The fact
that there is no one-size-fits-all login method. You must weigh
security against speed to get the best of both worlds and
achieve optimum results.
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Abstract—Cloud computing technology has revolutionized
data storage, access, and management,offering a scalable, and
economically significant solution. Nevertheless, its rapid adoption
of has introduced complex security risks that traditional perimeter-
based security tools can no longer mitigate effectively. The nature
of Cloud infrastructures is evolving, and cyber threats level
is so high that they become a massive risk to organizational
information and activities. This paper reviews the changing
environment of threats in the cloud and the role advanced
firewalls contribute to the benefit of the cloud with regard to
security. Advanced cloud firewalls have capabilities of Deep Packet
Inspection (DPI), Intrusion Detection and Prevention Systems
(IDPS), application-aware filtering, and multi-cloud and hybrid
environments. Key cloud security challenges include multi-tenancy,
misconfiguration, insider threats, and regulatory compliance (e.g.,
GDPR, HIPAA, PCI DSS which demand dynamic and integrated
controls. We then explore how advanced firewalls, combined
with artificial intelligence and threat intelligence feeds, offer real-
time threat detection, traffic control, and resilience. Deployment
strategies include cloud- native integration, infrastructure-as-
code, segmentation through Network Security Groups (NSGs),
and zero trust. Best practices are outlined for optimizing
performance, visibility, and enforcing consistent policies including
integration with SIEM and SOAR. Industry case studies, such
as Capital One and Dropbox, demonstrate the implications of
poor firewall configurations and the value of advanced security
strategies. Integrating firewalls with CI/CD pipelines in DevOps
is emphasized for continuous protection. Despite challenges in
configuration scalability, performance, and costs, these demands
are driving scalability in AI machine learning and automation
within cloud security.

Index Terms—Cloud Security, Advanced Firewalls, Deep Packet
Inspection (DPI), Intrusion Detection and Prevention System
(IDPS), Network Security Groups (NSG), Zero Trust, SIEM,
SOAR, Multi-cloud, Firewall Deployment, Threat Mitigation

I. INTRODUCTION

Cloud computing technology has revolutionized large data
storage, access, and management, and has offered flexible,
scalable, and economically significant solutions to organizations.
Nevertheless, due to the growing popularity of cloud architec-
ture (Figure 1), there have been extreme security problems.
The ever-changing character of cloud infrastructures and a high
and sophisticated level of cyber threats pose an enormous risk
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Figure 1. Multi-cloud reference security architecture [1]

to the organizational data and business operations. Complex
firewalls are some of the most vital security measures that could
be used in cloud shielding. These firewalls are better and more
preferred than those offered by traditional network firewalls, as
they incorporate application-based filtering, threat identification
and prevention, and compatibility with threat databases. They
are very important in cloud security because they are there
to fill gaps, manage access, and minimize losses of data. The
intended research paper aims at studying and defining the
appropriate approach to the implementation of sophisticated
cloud infrastructure firewalls. The objectives are to discuss
the advantages and the drawbacks of the upcoming advanced
firewalls, describe how they are possible to apply them, and
know their issues and limitations. This article assesses the way
in which designed firewalls optimize a joyful cloud environment
based on real-life predictions and the trend of the organization.
Since the world is more connected than ever, proper cloud
security strengthening has become crucial for organizations
keen on protecting their properties and staying relevant. When
used appropriately, an advanced firewall is one of the best
security layers against new and emerging threats.

II. OVERVIEW OF CLOUD SECURITY
A. Cloud Security Fundamentals

Cloud security refers to a concept that embraces technologies,
policies, and controls for the protection of cloud-based systems,
data, and cloud infrastructure. This model of responsibility that
is shared is at the center of cloud security, which prescribes
different responsibilities for cloud Service Providers (CSPs)
and their consumers. CSPs are required to secure space within
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Figure 2. Distributed Cloud Security Firewalls [2]

the cloud, while customers are expected to safeguard the
applications and data and control entry to the cloud [1].
The inability of these divisions to effectively protect these
crucial intels emphasizes the importance of organizations not
waiting for threat incidents to put into practice efficient security
systems.

B. Cloud Security Issues

However, cloud computing has unique security issues that
differentiate it from traditional models.

Multi-tenancy: Using pools, of which shared resources are
present in the public clouds, raises the threats posed by
data breaches.

Misconfiguration: The Contravene of presets on the cloud
service is one of the top consistent causes of cloud
breaches, for instance, when one leaves open data in
the cloud folder.

Insider Threats: Threats originating from employees or con-
tractors working for the cloud services provider or the
enterprise can endanger cloud environments.

Compliance Requirements: Industry-specific guidelines such
as the General Data Protection Regulation(GDPR), Health
Insurance Portability and Accountability Act(HIPAA), and
Payment Card Industry Data Security Standard(PCI DSS)
are always in force, making cloud security challenging
for organizations.

Due to the activation of cloud services and the fast deploy-
ment of applications, information security often lacks a solid
envelope; therefore, using advanced tools is necessary [2].

C. The Use of Firewalls in Cloud-Related Security

Firewalls are the first layer of security in cloud technol-
ogy. Conventional firewalls that protect well-defined physical
perimeters (Figure 2), perfected for local area inheritance,
are unfit for cloud infrastructures’ foggy, dispersed nature.
On the other hand, more excellent firewalls are developed to
overcome the above challenges. Some features include Deep
Packet Inspection (DPI), Intrusion Detection and Prevention
System(IDPS), and multi-cloud and hybrid cloud systems policy
management. Advanced firewalls’ benefits include filtering
traffic, identifying everyday issues, and preventing threats that
compromise organizations’ stability and compliance. Due to
their adaptability to changing threats, they play an irreplaceable
role in protecting contemporary cloud structures.

III. ADVANCED FIREWALLS: FEATURES AND CAPABILITIES
A. Characteristics of advanced firewalls

The current type of firewall is enhanced to meet the
challenges of modern cloud networks beyond the network
firewall. Application awareness filtering is provided, which,
instead of filtering by IP addresses or ports, filters applications
with built-in easy access control for the client. The intrusion
detection and prevention systems (IDPS) provide accurate time-
based prevention and detection. At the same time, deep packet
inspection DPI is the inspection of the content of packets
in the network for threats. These capabilities offer integrated
protection, covering traffic flowing in inputs and outputs.

B. Accelerating Technologies in Enhanced Firewall

To increase the capabilities of firewalls, modern technologies
are used in the production of advanced firewalls. Machine
learning and artificial intelligence are combined for the most
effortless predictive data analysis, and these firewalls may have
the ability to identify and mitigate emergent threats quickly.
It was reported that many solutions are now being made to
integrate threat intelligence feeds, which are a feed of data
that details current global threats and weaknesses. Furthermore,
cloud-native firewalls are designed to work within the cloud
computing environment while adjusting to the workload of
cloud deployments.

C. The comparison with traditional firewalls

Conventional firewalls act at a network level, enforcing
packet filtering that is consistent with standard rules. They are
efficient for organizing on-premise systems’ elements, but do
not work effectively with the flexibility and evolution of cloud-
based systems. However, advanced firewalls are designed not to
have such constraints and give the following features: dynamic
policy, deep traffic analysis across several layers, and integration
with cloud- native services. In addition, conventional firewalls
mainly afford poor protection against application layer attacks,
which has become a significant issue in the context of the
cloud. These firewalls incorporate innovative technologies and
an integrated approach, providing a higher degree of protection
necessary for contemporary cloud environments. Because of
this flexibility, the Network Security Groups (NSGs) are a
crucial part of any sound cloud security plan.

IV. DEPLOYMENT STRATEGIES FOR ADVANCED FIREWALLS
IN CLOUD ARCHITECTURES

A. Planning and Design

To efficiently put into use the manifold misconceptions
about an advanced firewall in a cloud environment, some
considerations should be made on the planning and design
aspects. The organizational security requirements must be
determined depending on the information the organization
processes, the regulations it needs to fulfill, and the threats it
faces. Most importantly, the firewall settings must consider fea-
tures provided by the cloud provider, including Azure Network
Security Groups, Google Cloud Firewalls, and AWS Security
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Groups. That way, it is compatible with other applications and
has the optimum function in the cloud environment. Organizing
logical zones and network segmentation is necessary to call
a design well-structured. To achieve better security, team
workloads should be divided into zones according to risk levels;
this minimizes the execution space when applying security
policies since the risk of escalation should be minimized.

B. Implementation Best Practices

During the implementation process, organizations should
pay attention to using technology tools to perform such duties
as generating and enforcing policies to minimize mistakes and
improve standardization [3]. It’s also possible to create policy
blueprints and leverage infrastructure-as-code Configurations
to deploy security settings across many cloud providers. API
level integration is also key in ensuring firewalls are integrated
with other layers of security gadgets like IPS or IAM. They
should apply firewalls pervasively, referencing the zero-trust
architecture, in which under no circumstance is any user or
device trusted. This includes implementing least privilege
access and continuously authenticating users and their activities.
A decentralized firewall framework provides a competitive
advantage as it reduces a critical failure point, guaranteeing
better performance and scalability [4]. In addition to these
measures, administering pre-authentication request filtering at
the firewall level enhances organizational security. For instance,
cloud firewalls utilize Bloom filter technology to swiftly identify
and stop doubtful login attempts prior to them hitting the
authentication server. [5].

C. Performance Optimization

One must always choose between security and performance,
mainly when using advanced firewalls. When misconfigured,
firewalls act like choke points and thus hinder the performance
and Quality of Service delivered in a given network. Load
balancing solutions must divide traffic across firewalls so that
all firewalls work optimally during high-traffic periods [6].
Further, auto-scalable solutions enable firewalls to adapt their
capabilities according to the current traffic load while keeping
protection steady and fast.

D. Monitoring and Maintenance

Maintenance thus becomes critical once the systems have
been deployed, as threats are likely to be identified and
countered without long waiting periods. Sophisticated im-
plementations provide highly usable and extensible firewall
management consoles and logging and analysis gear to support
visibility into network traffic [7], and therefore leveraging file
monitoring and security analytics is essential [8]. Firewalls have
frequently updated policies and software to decrease the effects
of new vulnerabilities. Security audits should be conducted
regularly to ensure that the firewall settings correspond to the
changes in the business and the security requirements.
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Figure 3. Cloud Service Providers [9]

V. BEST PRACTICES FOR CLOUD FIREWALL DEPLOYMENT

For proper firewall deployment, organizations have to
integrate with the native tools or features of the cloud vendors,
as shown in Figure 3. AWS, Azure, Google, etc., currently offer
their respective FW solutions, namely AWS WAF, Azure FW,
etc. These are designed to optimize the specific architecture of
the platforms they are built on and are very easy to integrate
well into existing systems [9]. Getting the most out of these
tools in combination with third-party firewalls improves security
in general and operational compatibility in particular.

A. Achieving Policy Coherency Across Heterogeneous Systems
in Multi-Clouds

Indeed, managing consistent firewall policies is essential. Or-
ganizations should adopt centralized policy management tools
to make this process easier. These tools enable administrators
to set, implement, and modify security policies about multiple
clouds from one location. Also, using pre-design templates
helps reduce the configuration management for different policy
formats in various cloud providers to an optimally achievable
level.

B. Integration with Bigger Security Frameworks

Therefore, advanced firewalls should not operate in isolation;
they should form part of an overall strategy. Having firewalls
tied into Security Information and Event Management (SIEM)
and Security Orchestration, Automation, and Response (SOAR)
makes for stronger threat detection and mitigation. Likewise,
with Identity and Access Management (IAM) tools, communi-
cation can be coordinated to reflect the organization’s overall
zero-trust approach to access controls [10].

C. From time to time, screening and assessment

Firewall configurations should be checked periodically
through vulnerability assessments, penetration tests, constant
updates, infrastructure audit, and monitoring [11]. These tests
show organizational vulnerabilities in specific policies and
assist in responding to different threats. Such assessments
continuously improve firewalls and ensure they meet ongoing
business requirements.

VI. CASE STUDIES AND INDUSTRY INSIGHTS

A. Case Study 1: Capital One - Cloud Security and Firewall
Implementation

In 2019, Capital One had a significant breach of its firewall
settings in an AWS server. Specifically, the breach of over 100
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million customers’ records was a pressing issue in securing
cloud environments. In response, Capital One deepened its
cloud security by pushing forward highly developed AWS
Web Application Firewalls (WAFs) and network firewalls. The
organizations introduced advanced segmentation, encryption,
and access control measures in cloud architecture [12]. New
features for monitoring, such as automated monitoring tools
and threat intelligence integration, were incorporated to enable
real-time identification of risks. After this, there was a shift
at Capital One to a zero-trust security paradigm to verify any
user or device that wanted to access data deemed sensitive. In
particular, the company’s firewall strategy changes significantly
contributed to stopping new incidents.

B. Case Study 2: Dropbox — Firewalls and Cloud Infrastructure
Security

Another modern cloud storage provider, Dropbox, also
reinforced the company’s cloud framework with enhanced
firewalls for data security from unauthorized access. With
millions of people using it as storage, data protection became
valuable in uncontested certainty. Firewalls were put in place
to filter both inward and outbound traffic, but with an emphasis
on the application layer [13]. It aligned these firewalls with its
infrastructure as code to enable the automation of policies and
its growing, dynamic cloud environment. This strategy also
helped you avoid DDoS attacks and unauthorized access to
important files. Through active and consistent policy refresh
and traffic checks, Dropbox could reaffirm both data velocities
for its worldwide users and security.

VII. CHALLENGES AND LIMITATIONS IN ADVANCED
FIREWALL DEPLOYMENT

It becomes difficult to guarantee that policies are followed
endlessly across different platforms and that the firewall runs
efficiently without management solutions.

A. The Concerns of Scalability and Performance

Although with the current growth of cloud infrastructure,
there are advanced firewalls in the market that can grow with
the infrastructure, achieving high performance at scale can
be challenging. Firewalls receiving many packets may be
overwhelmed and, hence, slow in processing, becoming a
bottleneck. To address these challenges, organizations must
use load-balancing solutions and auto-scaling firewalls to keep
them operational; these Exploratory tools may demand other
configurations and constant monitoring. The problem is in
the attempt to meet the needs for high performance of cloud
applications while ensuring the security of the application and
data, especially if the applications are considered mission-
critical, where a low-latency response is vital.

B. Cost and Resource Allocation

High-end firewalls may come at a high-end price when
higher-grade features such as deep packet inspection, real-time
threat intelligence, and auto-response are incorporated into the
firewall. These firewalls can be expensive, and if organizations

use multiple cloud types or a hybrid approach, the cost of
various instances will need to be considered. This can put
pressure on budgets and expectations of the outcome needed,
thus requiring the use of any available resources.

C. Evolving Threats

It’s important to understand that, like all other threats in
the cyber terrain, the mechanisms and guarding software must
be updated. New incidents occur daily, demonstrating that
intruders will always find new ways to get past standard layers
of protection. The enhanced Firewalls must be frequently
updated to remove new threats, which can be very time-
consuming and may require relevant professionals.

VIII. FUTURE TRENDS IN CLOUD FIREWALL TECHNOLOGIES
A. Machine Learning and Artificial Intelligence Integration

As cybersecurity threats advance, firewalls also incorporate
Al and ML. It empowers firewalls to identify and prevent
new and unknown threats with improved abilities to respond
immediately as they emerge, even before existing signature-
based methods can locate them [14]. Advanced intelligent
firewalls allow the learned behavior of the network traffic
and thus become better at detecting the peculiarities that the
zero-day attack frameworks may have exploited. This shift
towards intelligent security systems will significantly improve
the functionality of firewalls in terms of quickly evolving threats
in cloud systems. Sustainability and Advanced Automation
are shifting their focus to greater automation due to many
factors, including scalability and timely threat response. Today,
firewalls are being developed to work with SOAR, which
automates responding to security threats in real-time . These
systems can coordinate variable settings, perform firewall
modifications, initiate corrective measures, and invoke incident
handling procedures without human interference. This trend
will decrease the trust in the human workforce in this process,
shorten response time, and enforce conformity to standard
security measures in multi-cloud settings.

B. Technical connections with DevOps and CI/CD processes

Many organizations use GitHub to automate the continuous
integration and deployment processes and workflows. Check-
marx must naturally fit into these processes as organizations
adopt DevOps practices. Firewalls will act as enablers for
security since the process of developing solutions will incor-
porate the various security measures at the core, from which
firewalls will provide immediate security policies as new code
and applications are deployed [15].This integration will make
cloud security more preventive, as threats and risks will be
dealt with before getting to the production systems.

C. An examination of Firewall Development in the light of
Quantum Computing

Although more of a decoy in the current market, quantum
computing will soon change the face of cloud security. The
upcoming quantum technology requires improved firewall
methods to handle the operational quantum algorithm, which
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might compromise secure firewalls. As a result, firewalls will
have to include quantum-resistant cryptographic approaches in
their best efforts to sustain cloud security.

IX. CONCLUSION

In conclusion, firewalls tackle emerging, tricky threats and se-
cure cloud structures for organizations worldwide. Some of their
enhancements are: intrusion prevention, deep packet inspection,
and application layer filtering, which have proven incredibly
relevant for cloud- provided applications and services. However,
organizations encounter several factors when deploying the
solutions, including Configuration and Scalability, Performance,
and Costs. Nevertheless, current challenges are opening the
path toward creating novel and futuristic technologies within
the security environment, including AI, machine learning,
and automation. In the future, the advancements to Cloud
Firewall technologies, including integrating DevOps processes
and adding quantum-safe security features, will bring more
robustness to cloud security. To be prepared for further cyber
threats, organizations must implement secure, flexible firewalls
and ensure that they are adequately integrated with more general
protection concepts about their changes by the nature of cloud
environments and threats. Hence, they will safeguard their data,
nurture future business, and comply with the law.
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Abstract—This paper provides a comparative study of en-
semble classifiers: Random Forests, Rotation Forests, Bagging,
AdaBoost, and Gradient Boosted Trees, in cybersecurity clas-
sification tasks. We first outline key theoretical aspects of these
methods, including their bias—variance behavior, risk bounds, and
relation to the Bayes optimal classifier. Building on this overview,
we conduct an experimental analysis using a malware dataset,
where the empirical results are interpreted in light of these
theoretical properties, particularly with respect to excess risk.
The framework incorporates feature preprocessing and multiple
evaluation metrics (ROC AUC, PR AUC, accuracy, precision,
recall, and F1 score). Results highlight the strong bias-variance
balance of Random Forests and Gradient Boosted Trees, as
well as the decorrelation advantage of Rotation Forests. The
study offers practical guidance for applying ensemble learning to
vulnerability analysis. To our knowledge, this is a comparative
study that grounds ensemble classifiers on CIC-MalMem-2022
within a theoretical risk framework, while also extracting feature-
level insights relevant for operational malware detection. This
integration highlights not only which models perform best, but
why they succeed in adversarial cybersecurity settings.

Index Terms—malware classification, ensemble methods, ma-
chine learning models, excess risk, convergence guarantees,
cybersecurity.

I. INTRODUCTION

Ensemble-based machine learning models have evolved as
one of the most effective paradigms for improving predictive
performance, robustness, and generalization. Techniques such
as Bagging, Random Forests, Rotation Forests, AdaBoost, and
Gradient Boosted Trees extend the capabilities of individual
learners by combining their outputs, balancing bias and vari-
ance, and enhancing stability across diverse datasets. Over the
past two decades, these methods have matured from theoretical
constructs into widely accepted tools, fueling advances in di-
verse domains ranging from multimedia analysis to healthcare
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and, increasingly, cybersecurity. In cybersecurity, ensemble
methods are particularly attractive due to the heterogeneity
and adversarial nature of threats. They have been successfully
applied to intrusion detection, malware family classification,
cryptographic analysis, and anomaly detection in IoT systems.
Their ability to capture complex, high-dimensional structures
while maintaining resilience against noise makes them well-
suited for security-critical applications where errors carry high
operational costs. Despite their practical success, a comprehen-
sive understanding of the theoretical guarantees underpinning
ensemble classifiers remains essential. Guarantees such as
consistency, convergence to the Bayes optimal classifier, and
excess risk bounds not only justify their empirical robustness
but also provide insights into when and why particular ensem-
bles succeed. Establishing these guarantees strengthens trust
in deploying ensemble models in high-stakes cybersecurity
settings, where empirical performance alone is insufficient.
The rest of the paper is organized as follows. Section II
reviews related work on ensemble learning and its cyber-
security applications. Section III gives an overview of the
theoretical properties and guarantees of the studied ensemble
classifiers. Section IV describes the dataset and preprocessing
pipeline. Section V reports empirical results and analysis.
Finally, Section VI concludes with key insights, practical
recommendations, and directions for future work.

II. RELATED WORK

Ensemble methods are a well-established approach to im-
proving classification accuracy, robustness, and generalization
[1]. Layered ensemble frameworks for binary classification
were introduced in [2], while [3] integrated data envelop-
ment analysis with machine learning to enhance ensemble
decision-making. Machine learning has also been applied in
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cryptographic contexts, including DES cryptanalysis [4] and
symmetric cryptography algorithms [5].

In multimedia and content security, ensemble classifiers
have been proposed for encrypted video identification [6],
and have been comprehensively explored for IoT cyberse-
curity across multi-class and binary tasks [7]. Evolutionary
optimization of SVM cascades for ensemble construction
was investigated in [8], while [9] reviewed the development
of Random Forests. Margin-theoretic perspectives on class
imbalance in ensemble learning were examined in [10].

Ensemble approaches have further been applied to intru-
sion detection in IoT [11], multilabel classification of user-
generated content [12], image spam detection [13], and se-
lective cognitive security analysis [14]. Other applications
include cryptographic cipher identification [15] and cryptanal-
ysis using information-theoretic metrics [16]. Decentralized
Bayesian ensemble learning was proposed in [17], and causal
analysis-based aggregation for Bayesian network learning in
[18]. Formal statistical underpinnings for consistent nonpara-
metric learning were established in [19], while [20] addressed
bias issues in decision trees and Random Forests. A multi-
classifier fusion strategy based on Dempster—Shafer theory was
presented in [21].

Compared to these works, our study provides a unified
theoretical and empirical analysis of Random Forests, Ro-
tation Forests, Bagging, AdaBoost, and Gradient Boosted
Trees for multi-class cybersecurity classification, including
explicit excess risk bounds, asymptotic consistency results, and
convergence rate guarantees.

III. OVERVIEW OF SOME THEORETICAL PROPERTIES OF
ENSEMBLE-BASED MULTI-CLASS MACHINE LEARNING
MODELS

We consider C-class classification with random feature
vector X in R, random class label YV € {1,...,C}, C >3,
and the i-th i.i.d. training sample {(z(?,y®)}7_, drawn from
the joint distribution of (X,Y"). Each base classifier gflm) is a
function trained on the n samples that maps a feature vector
X € R? to one of the C class labels Y. The superscript
m indexes the classifier in the ensemble, while the subscript
n indicates its dependence on the training sample size, i.e.,
g™ :R? 5 {1,...,C} via an aggregation rule A(-):

Ga(x) = A9V (), -, 9 (x)).
In probability averaging, each base classifier g™ produces
an estimated posterior f)gzm)( ) = (Piﬁ)( )s -.-,]3£L"g(x))

where p7 (x) & P(Y = ¢ | X = x) and 5, p{7) (x) = 1.
The ensemble posterior is obtained by averaging across clas-
sifiers:

Pre(X) = 37 Zp%"? o Gnlx) = arg | _max  prc(x).

c}

The performance of a classifier is measured by the misclas-
sification risk

R(gn) = E[I{gn(X) # Y}],

that is, the expected probability of predicting an incorrect
label. The optimal achievable error is the Bayes risk R* =
inf, R(g), attained by the Bayes classifier

*(x) = P(Y =c|X =x).
g"(x) arg _max Y =c| x)

The excess risk of an estimator §,, is defined as
g(gn) = R(gn) -R

which quantifies the gap between its performance and the
Bayes optimal classifier. An estimator §,, is called consistent
if £(gn) — 0 as n — +oo. Finally, the convergence rate of
Jn is expressed as E(gn) = O(ay), where the sequence (a,,)
depends on factors such as the smoothness of the conditional
distribution P(y|x), the complexity of the base learners, and
the diversity among classifiers in the ensemble.

A. Random Forests

Random Forests, [22], are an ensemble method that grow M
deep decision trees on bootstrap samples of the training data.
At each split in a tree, a random subset of dy,, < d features is
considered, which serves to decorrelate the individual learners
and reduce variance.

Each tree gﬁl’") produces leaf-based posterior estimates

A6 = 7 S IV =),
“lieSy
where Sy denotes the set of training points falling in the leaf
¢ containing x, and I{-} is the indicator function. Intuitively,
this is the empirical frequency of class ¢ among the samples
in that leaf.

Under standard conditions, [23]: sufficient tree depth, fea-
ture randomization, and bootstrap subsampling, purely random
forests are consistent, meaning the excess risk £(gn) =
R(Gn) — R* vanishes as n — +oco. More precisely, for
a d-dimensional feature space, theoretical analyses establish
the convergence rate £(§,) = (9(7171/ (‘H?)), where the
rate reflects the interplay between the sample size n and
the dimensionality d. Higher-dimensional feature spaces slow
down convergence, while increasing the number of trees M
or ensuring sufficient randomization improves stability and
reduces variance in the ensemble predictions.

B. Rotation Forests

In Rotation Forest, each base tree g(m) is trained on a
rotated feature space x' = Q(™x, where Q(™ € R4 is an
invertible (typically orthogonal) matrix. The rotation serves
two purposes: (i) preserve the information in the original
features, and (ii) diversify the trees to reduce correlation

among base classifiers.
The excess risk of the ensemble can be decomposed as

M Z (M) *)
1\12 Z COV(1{9<"'> X) # Y}, Hol(X) £ }),
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where the first term in the sum is the average excess risk of
individual trees, and the second term captures the correlation
between base errors.

Since Q("”> is invertible, the Bayes decision boundary in
the rotated space is identical to that in the original space.
Consequently, consistency of each base classifier g,(f g implies
consistency of the ensemble §,. The convergence rates of
Rotation Forest are comparable to Random Forests, provided
that the rotations sufficiently reduce correlation among base
trees, [24].

C. Bagging

Bagging trains each base classifier g™ on a bootstrap

sample of size n. For unstable learners, such as deep decision
trees, this procedure reduces variance without increasing bias.
In the multi-class case, the ensemble excess risk satisfies

M
E(3n) = R(G) ~ B < < > (s6m).

where £ gy(Lm) =R gslm)
m-th base classifier. Equality holds if the errors of the base
classifiers are perfectly correlated, [25], [26].

Intuitively, bagging reduces the impact of uncorrelated base
errors by averaging, so the more diverse the base learners, the
greater the variance reduction.

— R* is the excess risk of the

D. AdaBoost

Multi-class AdaBoost, or SAMME (Stagewise Additive
Modeling using a Multi-class Exponential loss) [27], trains
weak learners sequentially on weighted samples. At iteration
t, the ¢-th base learner g; is trained on the current weighted
distribution of the data, and its importance is quantified by the
weight

1-— €t

a; = log ( o

where ¢, is the weighted misclassification error of g; on the
training data, i.e., ¢ = > 1, wgt)l{gt(x“)) #y®}.

The weak learning assumption requires that each base
learner satisfies

> +1log(C — 1),

P(g(X)=Y) > é+7

for some v > 0, i.e., each weak learner performs slightly
better than random guessing on the weighted data it is trained
on. Under this assumption, the empirical risk of the ensemble
classifier after 7" iterations satisfies, [28]:

Remp () < e 27T 1)

The inequality (1) shows that, if «y is fixed and positive, the
training error decreases exponentially fast as 7' increases.
Furthermore, if the base learners are consistent and the
number of iterations 7' grows suitably with the training sample
size n, the population excess risk converges as
E(gn) = R(gn) = R = O(n~P/G0%)

for $-smooth decision boundaries in d dimensions [28]. Here,
the rate depends on the smoothness /3 of the class boundaries
and the feature dimensionality d, showing that AdaBoost can
achieve fast convergence for sufficiently regular problems.

E. Gradient Boosted Trees

Gradient Boosted Trees, [29], build additive models sequen-
tially by minimizing the multinomial deviance. For a given
class ¢ € {1,...,C}, the posterior probability is obtained via
the softmax transformation:

- esp(F ()
Pl Y exp(FY (x))
(c)

where F”(x) is the cumulative logit score for class ¢ after
T iterations. Each additive term is a regression tree fit to the
negative gradient of the loss function at the current iteration.

With consistent base regression trees, a properly tuned
learning rate v, and 7' growing suitably with the training
sample size n, GBTs are Bayes consistent, achieving the
excess risk convergence rate

E(gn) = R(gn) — R = o(nfﬁ/(ww))
for 3-smooth conditional distributions P(y|x).

IV. DATASET DESCRIPTION AND PREPROCESSING

A. Dataset Overview

For the empirical study, we use the CIC-MalMem-2022
dataset [30], released by the Canadian Institute for Cybersecu-
rity (CIC). Each record consists of dynamic memory forensics
features collected from controlled executions of benign and
malicious Windows executables. The release provides only
numeric attributes (e.g., counts and statistics derived from
processes, DLLs, handles, and network artifacts) that capture
runtime behavior.

B. Data Preprocessing

We focus on a 4-class setting by grouping the original
family labels using the prefix of the Category field:

Benign, Ransomware, Spyware, Trojan.

Concretely, values like Ransomware-Ako are mapped to
Ransomware; any rows whose prefix is not one of these four
classes are removed. This yields a clean four-way classification
problem for fine-grained malware identification. All experi-
ments use a single, deterministic pipeline applied identically
across models. We operate only on numeric attributes and
perform the following steps (fit on the training split and
applied to validation/test to avoid leakage):

1) Sanitization. Coerce non-finite values by replacing +oo
with NaN, then impute missing entries with the feature-
wise median (computed on training data).

2) Redundancy pruning. Remove zero-variance (constant)
features based on the training split.
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3) Standardization. Apply z-score scaling (zero mean, unit
variance) using training statistics and reuse the learned
transform on validation/test.

Standardization improves numerical stability for margin and
gradient-based learners. Tree ensembles are invariant to mono-
tone rescalings, so their split criteria are unaffected in theory,
[31]. All models are trained on the preprocessed training set,
with the same transforms applied to validation and test data.

C. Evaluation Protocol

We adopt a stratified hold-out protocol with a fixed split of
70%/10%/20% into training/validation/test sets, respectively.
The validation split is used only for simple per-class threshold
selection (grid over probability cutoffs) when explicitly noted.
Unless stated otherwise, reported numbers use the default
argmax decision rule. All models are trained on the training
portion and evaluated once on the held-out test set.

The following ensemble classifiers are evaluated: Random
Forest (RF), Rotation Forest (implemented via the aeon
library), Bagging with decision trees, AdaBoost (discrete
SAMME with decision stumps), and HistGradientBoosting
(scikit-learn’s gradient-boosted trees). Performances are re-
ported with macro-averaged metrics for the 4-class task:
Accuracy, Precision, Recall, and FI, together with macro
ROC-AUC (one-vs-rest) and macro PR-AUC. To avoid op-
timistic error estimates, we keep model/threshold selection
off the test set, as using cross-validation simultaneously for
selection and evaluation is known to bias performance, [32].

V. EXPERIMENTAL RESULTS AND ANALYSIS

Following the setup in Sec. IV, we present a consolidated
evaluation of the ensembles on the four-class problem. We
first compare aggregate performance, then drill down into
per-class behavior and confusion structure, examine learning
curves to test bias—variance predictions, assess calibration, and
conclude with a permutation-based feature importance analy-
sis. Throughout, we keep the operating point and averaging
conventions from Sec. IV.

A. 4-Class Results

Table I compares the ensembles introduced in Sec. III. Two
patterns stand out. First, variance-reducing methods lead on
macro—F1: Bagging is best (F1 = 0.815), with Rotation Forest
(0.811) and GBT (0.810) essentially tied and RF slightly
behind (0.807). Second, ranking quality is uniformly high
for Bagging/GBT/RF/Rotation Forest (ROC-AUC ~ 0.969-
0.971, PR-AUC ~ 0.869-0.880), whereas AdaBoost lags.

These results mirror the theory: at this sample size, vari-
ance control benefits Bagging and the tree ensembles, while
GBT’s bias reduction keeps it competitive (second-best in
ranking metrics). AdaBoost underperforms with the chosen
weak learners, consistent with its higher bias. Absolute gaps
among the top four are small (within ~ 0.8 percentage points
in macro-F1), and overall accuracy follows the same pattern.

TABLE I
4-CLASS TEST PERFORMANCE METRICS.

Model ACC Prec Rec FI  ROC-AUC PR-AUC
Random Forest 0.872 0.807 0.807 0.807 0.969 0.869
Rotation Forest 0.874 0.811 0.811 0.811 0.969 0.872
Bagging 0.877 0.815 0.815 0.815 0.971 0.880
AdaBoost (SAMME)  0.738 0.607 0.608 0.603 0.890 0.598
GBT (HistGradBoost) 0.874 0.810 0.810 0.810 0.970 0.877

B. Per-class Analysis and Error Patterns

Table II reports per-class Precision/Recall/F1 for the top
model, i.e., Bagging. The Support column indicates how many
samples there are of each class. Benign is essentially per-
fect, confirming that the main difficulty lies in distinguishing
malware families rather than benign vs. malware. Values are
rounded to 3 decimals.

TABLE 1I
PER-CLASS METRICS FOR BAGGING ON THE HELD-OUT TEST SPLIT.

Class Precision  Recall Fl1 Support
Benign 1.000 1.000  1.000 5860
Ransomware 0.749 0732 0.740 1958
Spyware 0.775 0.808  0.791 2004
Trojan 0.736 0.721  0.729 1898

In Figure 1, the normalized confusion matrix is presented.
We can see that the most residual errors occur among Ran-
somware, Spyware, and Trojan. In particular, Ransomware
is correctly identified 73% of the time, with confusion to
Spyware (13%) and Trojan (14%). Trojan is correct 72%, with
confusions to Ransomware (17%) and Spyware (11%). The
near-zero off-diagonal mass involving Benign indicates very
low false alarms, which is operationally desirable.

Benign

Ransomware

013 014 |l ¢
0.08 0.11 0.4

True

Spyware

||e23) pazi[ewIoN

0.17 0.11 Roypi

Trojan

o & € O
QA w8 W8 (of
%i@ & =¥

Predicted

Fig. 1. Confusion matrix for Bagging (rows normalized by true class).

As we can see, off-diagonal mass concentrates among mal-
ware families. These patterns align with the theory: variance-
reducing ensembles (Bagging/RF) carve a high-margin bound-
ary that cleanly separates Benign from malware, while resid-
ual excess risk is dominated by family-level overlaps (Ran-
somware/Trojan/Spyware). If higher recall on specific malware
families is required, per-class probability thresholds or class-
weighted training can shift the operating point with minimal
impact on ranking quality.
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C. Learning Curves and Theory Consistency

Figure 2 plots macro PR-AUC as the training size increases
for a variance-reducing ensemble (RF) and a bias—reducing
ensemble (GBT). On our data, GBT is consistently, but only
slightly, ahead across all training sizes. Both curves rise
smoothly and approach the same regime near the full training
set (PR-AUC =~ 0.88), indicating broadly similar asymptotic
behavior.

—e— RF
—e— GBT
0.85
o
2
< 0.80 4
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o
e
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=
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Fig. 2. Learning curves for RF and GBT on the held-out test set (mean = sd
over repeated stratified subsamples).

The shape of the curves aligns with the bias—variance analy-
sis in our theory section. GBT enjoys a small advantage even at
n = 1k, consistent with its lower functional bias from additive
trees with gradient updates and regularization. RF reduces
variance effectively through bagging and feature subsampling,
but retains slightly more bias on this task. The near-parallel
rise of both curves as n increases reflects decreasing variance
and a gradual transition toward a bias-limited regime. At the
largest training size the methods deliver comparable ranking
quality (PR-AUC = 0.88). Practically, this suggests: (i) RF
remains a strong, data—efficient baseline with simple tuning;
(i1) when careful regularization and early stopping are used,
GBT can provide a small, persistent lift across data scales; and
(iii) beyond ~ 30k — 40k samples, further gains likely require
richer features rather than simply more of the same data.

D. Calibration and Operating Point

We assess probability quality using a multiclass reliability
diagram. For each test example, we take the winning-class
probability and compare it to empirical accuracy in confidence
bins. Figure 3 shows that all ensembles are close to the
identity line and therefore well calibrated on this task. The
measured Expected Calibration Errors (ECE) are small (Bag-
ging = 0.010, RF = 0.013, GBT = 0.007), with GBT slightly
better overall. Minor deviations around mid-probability bins
indicate mild under-confidence, but there is no systematic
over-confidence at high probabilities.

These results explain why the default argmax decision rule
already performs near-optimally for macro metrics in our
protocol and why threshold tuning yielded negligible macro-
F1 changes (Sec. III). For deployments with asymmetric costs
or family-specific recall targets, we recommend: (i) apply
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Fig. 3. Reliability diagram (max-probability cali bration) on the test set.

post-hoc calibration on the validation split (e.g., temperature
scaling or isotonic regression) and (ii) set per-class thresholds
using the calibrated probabilities to maximize a task-relevant
objective (e.g., macro Fj or expected cost under class pri-
ors). Calibration adjusts probability magnitudes but preserves
ranking, so ROC-AUC and PR-AUC are unaffected while
operating-point choices become better justified.

E. Permutation Feature Importance

To provide operational insight, we report permutation im-
portance on the test set. Figure 4 lists the top-10 features
for Bagging and GBT. The rankings largely agree, indicating
stable signals across ensembles. Such attributes are prime
candidates for lightweight runtime monitoring.

Bagging GBT

svescan process_services
handles.nkey

handles.nfile

svescan.nservices
handles.nsemaphore

handles nsection
handles.nmutant
svescan.shared_process_services
svescan nactive
Idrmodules.not_in_load

0.0 0.1 0.2 0.3 0.00 0.05 0.10
Mean decrease in accuracy Mean decrease in accuracy

Fig. 4. Top-10 permutation importances on the test split for Bagging (left)
and GBT (right).

The most influential features (measured by mean decrease in
accuracy) are dominated by memory forensics signals tied to
Windows service activity and kernel object usage. In particular,
both ensembles highlight svcscan.process_services
and svcscan.nservices, which reflect the number of
services detected in memory, together with counts of open reg-
istry keys, files, and semaphores recorded under handles. *.
This aligns with common malware behavior, where malicious
executables install or manipulate services and proliferate sys-
tem handles during execution. Bagging assigns especially high
importance to the leading service-related features, suggesting
stronger reliance on a small set of high-variance predictors. By
contrast, GBT distributes importance more evenly across its
top features, reflecting its additive bias-reduction mechanism.
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The broad agreement between models on the most informative
attributes supports the robustness of these signals. From a
practical standpoint, the analysis indicates that (i) detectors
should prioritize instrumentation around service creation and
handle proliferation, and (ii) feature engineering that captures
fine-grained dynamics of service and handle activity is likely
to yield further gains. Finally, we note that permutation im-
portance can be attenuated by correlated predictors; repeated
shuffles and stratified subsamples mitigate, but do not elimi-
nate, this effect.

VI. CONCLUSION

This paper combined theoretical guarantees for ensemble
classifiers with an empirical study on CIC-MalMem-2022 in
a four—class setting (Benign, Ransomware, Spyware, Trojan).
The theory in Sections I-III explains how variance-reducing
ensembles (Bagging/Random Forest) and bias—reducing en-
sembles (boosting) approach the Bayes rule under mild con-
ditions, with rates driven by sample size, smoothness of
P(y|x), and ensemble diversity. Our experiments (Section V)
corroborate these predictions.

On the held-out test split, Bagging achieved the best overall
performance (macro F1 = 0.815, PR-AUC = 0.880, ROC-
AUC = 0.971), while Random Forest and HistGradientBoost-
ing were within one percentage point across macro metrics
(Table I). Rotation Forest matched RF closely, and AdaBoost
(SAMME) underperformed with the chosen weak learners.
Per-class analysis showed that Benign is almost perfectly
separated, while residual errors concentrate among malware
families (Ransomware/Spyware/Trojan), e.g., recalls of 0.732
and 0.721 for Ransomware and Trojan, respectively (Table II,
Fig. 1). Learning curves (Fig. 2) reveal RF’s advantage at small
n and earlier saturation, whereas GBT closes the gap as data
grow—exactly the bias—variance trade-off anticipated by our
excess-risk discussion. Reliability diagrams (Fig. 3) indicate
low calibration error (ECE < 0.013), explaining why simple
argmax decisions were already near-optimal; threshold tun-
ing produced negligible macro-F1 gains. Finally, permutation
importances (Fig. 4) consistently elevate service and handle
activity features, aligning with known malware behaviors and
offering actionable signals for instrumentation.

Practical recommendations.

o Default choice. Start with Bagging or Random Forest for
strong, data-efficient baselines; add HistGradientBoosting
when more data or bias reduction is needed.

o Operating point. Use argmax as a sensible default; for
family-specific recall targets, calibrate on the validation
split (temperature or isotonic) and set per-class thresh-
olds against a task-relevant objective (e.g., macro Fjg or
expected cost).

o Features to monitor. Prioritize telemetry around Win-
dows service creation/management and handle prolifera-
tion (keys/files/semaphores), which dominate permutation
importance across models.

o When data scale. Expect diminishing returns in PR-
AUC beyond ~30-40k training samples; larger gains will

likely require richer features (e.g., temporal dynamics of
memory artifacts) rather than simply more of the same
data.

Limitations and future work. Results are for a sin-
gle dataset and a fixed 70/10/20 split with modest tuning;
broader validation (cross-dataset, temporal splits, and drifted
test periods) would strengthen external validity. More sys-
tematic hyperparameter search, cost-sensitive training, and ro-
bust/sequential inference (e.g., concept-drift handling, stream-
ing updates) are promising directions. Finally, exploring repre-
sentation learning for dynamic memory sequences and model
ensembling with complementary signals (e.g., file system or
network flow features) may push beyond the performance
plateau indicated by our learning curves.

In summary, the empirical behavior of the evaluated en-
sembles reflects their theoretical guarantees: RF and Bagging
provide stable, high-margin decision boundaries with excellent
calibration, while boosted trees narrow the gap as data grow.
The combination of principled operating-point selection and
feature-level insights yields practical guidance for deploying
reliable malware family detectors in operational settings.
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Abstract—The proliferation of abusive content on
social media across linguistically diverse regions presents
a formidable challenge for automated content moderation
systems. Multilingual Language Models (MLLMs),
particularly  transformer-based architectures, offer
scalable solutions to this problem. However, evaluating
their effectiveness across varied languages, dialects,
and social platforms remains underexplored. This
study investigates the performance, generalizability, and
limitations of state-of-the-art MLLMs, including BERT,
XLM-RoBERTa, mBERT, and their hybrid variants,
for abusive content detection across multilingual and
code-mixed datasets. We analyze over ten empirical
studies covering between 3 and 13 languages, focusing
on Indic and European languages, including Romanized
and script-mixed forms. Our review highlights key
architectural strategies such as transfer learning, lexicon
integration, and ensemble modeling. Results indicate
that models enhanced with social context or emoji
embeddings outperform baseline transformers, achieving
macro Fl-scores as high as 0.91. We further assess
platform-specific challenges and the scalability of these
models in low-resource settings. This comparative study
provides insights into model adaptability and effectiveness
in real-world moderation systems and suggests directions
for future research in multilingual content moderation.
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I. INTRODUCTION

The global nature of online communication
platforms, such as Twitter, Facebook, and
YouTube, has intensified the issue of abusive
language, harassment, and hate speech in diverse
linguistic contexts. Traditional moderation tools,
which rely heavily on monolingual models and
manually curated rules, often fail to detect subtle
forms of abuse—especially in multilingual, code-
mixed, or low-resource settings. The emergence
of Multilingual Language Models (MLLMs) has
introduced promising approaches to cross-lingual
and multilingual abusive content detection, but
there remains a lack of comparative evaluations to
determine their performance across different social
media contexts.

This study critically examines the recent progress in
applying MLLMs to abusive content detection. We
present a comprehensive analysis of the methods,
architectures, evaluation metrics, and performance
outcomes reported in recent literature. Our goal is
to offer an informed perspective on how various
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multilingual approaches perform under different
linguistic and platform-specific constraints.

II. LITERATURE REVIEW

A. Transformer-Based Models in Multilingual Abu-
sive Detection

Transformer-based models like mBERT, XLM-
RoBERTa, and MuRIL have demonstrated strong
baseline performance in multilingual abusive con-
tent detection. Studies such as [6] and [10] em-
ployed variants like AbuseXLM-R and MuRIL
across 12 Indic languages, reporting Fl-scores ex-
ceeding 91% in some cases. These results suggest
that pretraining on large multilingual corpora en-
ables models to generalize across languages, includ-
ing low-resource dialects. The study [9] extended
XLM-RoBERTa with Bi-GRU and emoji embed-
dings, achieving an F1-score of 0.88 and an AUC of
0.94 across 13 Indic code-mixed languages. Their
work emphasized the importance of incorporating
universal visual elements like emojis to enhance
performance in zero-shot learning scenarios. The
study [8] compared CNN, Bi-LSTM, and BERT-
based architectures across five languages and found
that fine-tuned BERT achieved a macro F1-score of
0.86 on code-mixed/script-mixed text. These find-
ings reinforce the superiority of transformer-based
models over traditional neural networks for complex
multilingual inputs.

B. Hybrid and Ensemble Approaches

Hybrid models that integrate different neural
architectures and linguistic features are gaining
popularity. The study [3] introduced a hybrid
of LSTM and multilingual lexicons (HurtLex),
enhancing recall in cross-lingual abusive content
classification. Their joint-learning model performed
well on English, German, Italian, and Spanish
datasets. Similarly, the study [6] combined
mBERT, XLM-R, and MuRIL in an ensemble
framework enriched with social context features
such as user history and post polarity.

This model achieved Fl-scores above 95% on
certain Indic datasets, demonstrating that context-
aware architectures improve detection accuracy.
Multimodal approaches also emerged, with [7]
integrating audio, emotion, and text modalities for

abuse detection across ten unspecified languages.
While specific metrics were not reported, relative
improvements of up to 5.2% over text-only models
were observed, indicating potential for further
exploration.

C. Language and Script Diversity

A prominent challenge in multilingual mod-
eration is handling code-mixed, romanized, and
low-resource languages. For instance, [1] reported
macro Fl-scores as low as 0.46 for Tamil-English,
highlighting the difficulty of modeling Dravidian
code-mixed text. To counteract such limitations,
researchers used transfer learning, oversampling,
and language-specific pretraining (e.g., MuRIL for
Indic languages). The study [4] tackled zero-shot
detection using a hybrid emoji-based masked lan-
guage model (HE-MLM). Their approach utilized
emojis as cross-lingual markers, yielding improved
macro Fl-scores in English, Italian, and German,
demonstrating the value of non-textual features in
cross-lingual generalization. Research by [2] fo-
cused on English, Hindi, and Hinglish using BERT
and claimed state-of-the-art results, though the lack
of detailed metrics limits interpretability.

III. RESEARCH SELECTION AND INCLUSION
CRITERIA

This paper reviewed 10 empirical studies
published between 2019 and 2024, selected using
the following inclusion criteria:

« Relevance: Each study focused on the detection
of abusive, offensive, or toxic language in
social media or public user-generated content.

o Multilingual Scope: Included more than three
languages, with at least one study using 13
languages, and support for code-mixed, low-
resource, or romanized scripts.

« Technical Foundation: Use of machine learning
or deep learning methods, with a preference for
transformer-based architectures.

« Empirical Reporting: Reporting of evaluation
metrics such as Fl-score, accuracy, preci-
sion/recall, or AUC.

« Platform Context: Datasets must originate from
real-world online platforms like ShareChat,
Twitter, Moj, Reddit, or Facebook.
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IV. DATA SOURCES

Datasets were sourced from diverse platforms
such as ShareChat, Moj, Twitter, and YouTube
comments. While [10] and [6] emphasized large-
scale platform-specific datasets with millions of
examples, many other studies used relatively smaller
corpora, affecting scalability and generalization.
Notably, only a few studies systematically analyzed
how platform characteristics (e.g., post length, emoji
usage, anonymity) influence model performance.
This highlights a research gap in assessing the
robustness of MLLMs across platforms.

V. METHODOLOGY

This section outlines the systematic methodol-
ogy adopted to evaluate the performance, linguistic
scope, and design of multilingual language models
(MLLMs) used for abusive content detection across
various studies. This research approach consists of
three stages: study selection, data extraction, and
methodology-model mapping.

A. Data Extraction and Dimensions of Analysis

For each selected study, several key analytical
dimensions  were extracted to ensure a
comprehensive comparative evaluation.  First,
the model architecture was identified to determine
whether the approach employed a pure transformer
(e.g., BERT, XLM-R), a hybrid structure (e.g.,
BiGRU combined with a transformer), or an
ensemble-based design. The methodological
strategy was also scrutinized, focusing on the
use of techniques such as transfer learning,
zero- or few-shot learning, lexicon integration,
oversampling, and multimodal fusion.

Additionally, linguistic coverage was assessed
in terms of the number and nature of supported
languages, including Indic and European
languages, as well as code-mixed dialects.
Dataset characteristics were considered with
attention to the source, volume, class distribution,
and domain specificity—such as whether the data
consisted of user comments or tweets. Performance
evaluation relied on widely adopted metrics
including macro Fl-score, accuracy, AUC, and
qualitative assessments. Finally, special attention
was given to innovative contributions, including

techniques for improving generalization, handling
class imbalance, and facilitating integration into
real-world platforms.

B. Methodology—Model Mapping

To better understand the current landscape of
multilingual and code-mixed abusive content detec-
tion, the research conducted a structured comparison
of prominent studies in this domain. Tables I and II
illustrate a mapping between selected studies, their
respective models, and the methodologies adopted.
Table I summarizes the variety of deep learning and
transformer-based models leveraged across recent
research, ranging from traditional architectures such
as CNN and LSTM to advanced pretrained language
models like XLM-R, MuRIL, and BERT. Mean-
while, Table II outlines the diverse methodological
strategies employed—such as ensemble learning,
zero-shot transfer, hybrid lexical approaches, and
multimodal fusion—highlighting how researchers
have adapted model design to tackle linguistic vari-
ability and data scarcity in low-resource settings.
This mapping not only provides a comparative view
but also guides the design choices for our proposed
system by identifying effective model-methodology
combinations from existing literature.

C. Observations from Methodology Trends

From the above analysis, several methodological
trends emerge: Transformer Models Dominate: All
top-performing models rely on transformer-based
architectures (e.g., XLM-R, mBERT, MuRIL), ei-
ther directly or in hybrid/ensemble configurations.
Transfer Learning Is Ubiquitous: 7 out of 10 studies
utilized transfer learning to adapt high-resource lan-
guage models to code-mixed or low-resource con-
texts. Lexicon Integration Is Limited but Valuable:
Only one study [3] used lexicon-assisted classi-
fication, yet reported significant improvements in
recall. Hybrid and Multimodal Models Excel in
Edge Cases: Models integrating emoji embeddings
or audio-text fusion proved highly effective in zero-
shot or sparse-data environments. Contextual Fea-
tures Are Gaining Ground: [6]’s success in using
user-level metadata suggests a shift toward social-
context-aware architectures.
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TABLE I TABLE II
STUDY AND MODEL(S) USED STUDY AND METHODOLOGY USED
Methodol
Study Model(s) Study ethodology Used
[9] Hybrid architecture, Transfer Learning,
9] XLM-R + BiGRU + Emoji Embeddings Emoji Embedding
[6] Ensemble Learning, Social Context
[0] MuRIL, XLM-R, mBERT + Ensemble Modeling, Cross-lingual Embeddings
(8] CNN, Bi-LSTM, BERT [8] Comparative DL Baselines, Fine-tuned
BERT
[3] LSVC, LSTM, HurtLex [3] Hybrid Lexicon + Embeddings, Joint
Learning
(o] AbuseXLM-R, XLM-R, MuRIL [10] Pretraining on Indic corpus, Transformer
Comparison
[5] mBERT, MuRIL
[5] Zero-shot / Few-shot Transfer Learning
[4] XLM (HE-MLM) [4] Emoji-Augmented Masked Language
Model
2] BERT . )
2] Transformer Fine-tuning
[71 MADA (Multimodal DL) [71 Audio-Text Fusion, Multimodal Fusion
. [1] Oversampling, Transfer Learning, Code-
[1] LinearSVC, BERT Mixed Handling
VI. RESULTS . .
across 12 Indic languages and datasets like
The evaluated studies display a range of SCIDN and MACI, reporting strong F1 scores

architectures and innovations with performance
metrics such as Macro Fl-score and AUC
that underline their effectiveness. The study [9]
introduced an emoji-aware hybrid model combining
XLM-R, BiGRU, and emoji embeddings on
ShareChat data in 13 Indic languages, achieving
an impressive F1 score of 0.88 and an AUC
of 0.94. Research conducted by [6] leveraged
a powerful ensemble of MuRIL, XLM-R, and
mBERT enriched with social context features

ranging from 91% to 95%. Furthermore, [8]
evaluated multiple models—CNN, Bi-LSTM, and
BERT—on code-mixed/script-mixed Twitter-like
corpora in five languages, with reported F1 scores
of 0.79 for monolingual and 0.86 for mixed settings.

The study [3] focused on lexicon-assisted joint
learning using LSVC, LSTM, and the HurtLex
lexicon across English, Italian, German, and
Spanish from Reddit and Twitter, achieving an

105



approximate F1 of 0.70 for the positive class.
Moreover, [10] used AbuseXLM-R, MuRIL, and
XLM-R over Indic platforms such as ShareChat and
Moj, proposing a custom transformer-based model;
however, performance metrics were not reported.
The study [5] combined mBERT and MuRIL
with transfer learning over eight Indic languages
in Hindi-English corpora and demonstrated solid
results with a Macro F1 between 0.84 and 0.86,
highlighting the benefits of zero- and few-shot
learning.

Research conducted by [4] presented a hybrid
emoji-based masked language model (HE-MLM)
for four European languages (EN, DE, IT, ES)
using Twitter data and reported improvements in
zero-shot performance, particularly on the Macro F1
score. Furthermore, [2] applied BERT to English,
Hindi, and Hinglish text from Twitter and YouTube,
targeting code-mixed Indian content and claimed
state-of-the-art (SOTA) performance, though
exact metrics were not specified. Moreover, [7]
introduced a multimodal MADA architecture that
processes audio, emotion, and text from TikTok-
like data in ten unspecified languages, gaining
approximately 5.2% improvement over audio-only
approaches. Lastly, [1] employed a combination of
LinearSVC, BERT, and oversampling to address
data imbalance in three Dravidian languages using
Facebook comments, reporting F1 scores ranging
between 0.46 and 0.74.

A. Language and Model Performance Correlation

Across all studies, transformer-based models con-
sistently outperform traditional architectures (e.g.,
CNNs, SVMs) on multilingual tasks. Notably: [9]
achieved top scores using an XLM-RoBERTa model
fused with BiGRU and emoji embeddings, tailored
for Indic code-mixed text. Moreover, [6] reported
the highest scores using ensemble models incorpo-
rating user-level features such as post polarity and
historical context. Lastly, [8] showed that even basic
BERT fine-tuning surpassed CNN/Bi-LSTM base-
lines, especially on script-mixed datasets. Perfor-
mance varies notably by language type. Dravidian
languages (Tamil, Telugu) and code-mixed dialects
like Hinglish remain more challenging, often yield-

ing Fl-scores under 0.60 without language-specific
adaptations.

B. Architectural Innovation

Studies with hybrid models—integrating emojis,
social features, or attention mechanisms—tend to
report superior results. Emoji tokens ( [4], [9])
appear to serve as cross-lingual indicators, aid-
ing generalization in low-resource or zero-shot set-
tings. Social context integration [6] improves per-
formance in context-rich platforms by understand-
ing user behavior and post patterns. Multimodal
efforts [7] show promising potential but lack fine-
grained benchmarks due to unavailable language
breakdowns.

C. Platform and Dataset Impact

Performance is heavily influenced by platform-
specific characteristics, including text length, emo-
tive cues, and community behavior. The studies [10]
and [6] leveraged large platform-specific datasets
from ShareChat and Moj, which helped improve
domain adaptation. In contrast, models trained on
general-purpose corpora (e.g., Reddit, Twitter) with-
out contextual metadata struggled to match these
results. Only a few studies considered real-time
deployment or latency, pointing to a research gap
in operational feasibility and system integration.

D. Cross-Lingual and Low-Resource Adaptability

Transfer learning and embedding-based augmen-
tation were particularly effective in low-resource or
code-mixed contexts. The research conducted by
[5] demonstrated strong macro F1 gains through
zero-/few-shot transfer from high-resource to low-
resource Indic languages. Moreover, [1] highlighted
the benefits of random oversampling for class im-
balance but noted persistent performance drops
in Tamil-English data. Models like MuRIL and
AbuseXLM-R, pre-trained on Indic corpora, show
higher adaptability in regional contexts, though not
universally optimal.

VII. DISCUSSION

This study highlights both the promise and
complexity of deploying multilingual language
models (MLLMs) for abusive content detection
across diverse social media platforms. Several key

106



insights emerge from the comparative evaluation.
Transformer-based models remain the backbone of
current multilingual detection systems due to their
superior contextual understanding and pretraining
on massive multilingual corpora. XLM-R, mBERT,
and MuRIL consistently outperform earlier
models, particularly when combined with auxiliary
techniques such as recurrent layers (BiGRU),
attention mechanisms, or hybrid embeddings.
Fine-tuned BERT models showed competitive
results even in low-resource settings, especially
when enhanced by domain-specific pretraining
(e.g., AbuseXLM-R).

The success of ensemble architectures [6]
further supports the notion that model
diversity—combining predictions from different
transformers ~ with  metadata—can  improve
robustness and F1-scores. In contrast, standalone
CNNs or SVMs lacked the linguistic adaptability
required for cross-lingual or code-mixed detection.

VIII. CONCLUSION

This paper presents a comprehensive review and
comparative analysis of multilingual language mod-
els for abusive content detection on social me-
dia. The evaluation spans ten prominent studies,
incorporating 3—13 languages each and employing
diverse architectures such as transformers, hybrids,
and ensemble methods. Transformer-based MLLMs
(XLM-R, mBERT, MuRIL) are the current standard,
achieving high Fl-scores across several languages
when fine-tuned or enhanced. Hybrid and ensemble
models significantly outperform standalone models,
particularly in low-resource or code-mixed envi-
ronments. Social context and emoji embeddings
offer performance boosts, especially for informal
or platform-specific communication. Despite these
advancements, challenges remain in script-mixing,
cross-platform adaptation, ethical deployment, and
real-time scalability. While the field has made no-
table progress, there is no universal model yet that
robustly performs across all languages and plat-
forms without performance degradation.
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Abstract—This paper evaluates the effectiveness of Privacy-
Enhancing Technologies (PETs) in mitigating modern web track-
ing. Building on a review of PETs and web measurement frame-
works, we conduct large-scale experiments using the T.EX frame-
work on the Tranco Top-1,000 domains. Our study compares
default protections in major browsers and the impact of popular
extensions. Results show that Brave offers the strongest built-
in defenses, while uBlock Origin provides the most consistent
reduction in tracker requests, cookies, and JavaScript events.
Regional measurements across Germany, North Macedonia, and
Turkey further reveal geographic variation in tracking but
demonstrate that effective PETs can normalize exposure.

Index Terms—Web tracking, browser fingerprinting, privacy-
enhancing technologies, PETs, web measurement, tracking de-
tection

I. INTRODUCTION

The online advertising industry has grown exponentially,
driven by the ability to deliver personalized content to users
based on the vast amounts of data collected from their
browsing behavior. This data collection is often facilitated
through cookies and other tracking technologies, enabling
advertisers and data brokers to profile individuals and serve
targeted advertisements. While these mechanisms offer eco-
nomic advantages and personalization benefits, they also pose
serious privacy concerns. The data collected may persist across
websites and over time and be aggregated by third-party
trackers or collected in a pool of data that may lead to per-
sonally identifiable information being revealed without users’
consent. Modern tracking methodologies—such as browser
fingerprinting, canvas fingerprinting, and behavioral profil-
ing—pose greater detection and prevention challenges than
traditional third-party cookies. Although legal frameworks
such as the General Data Protection Regulation and industry-
led initiatives such as Google’s Privacy Sandbox aim to limit
invasive tracking practices, the rapid evolution of tracking
technologies continues to outpace regulation.

As the web ecosystem becomes increasingly dominated
by surveillance-based advertising, many users have sought

protection through a range of Privacy-Enhancing Technologies
(PETs). These include popular browser extensions like ad and
tracker blockers, privacy-oriented browsers such as Brave or
Tor, and network-level solutions like VPNs and DNS-based
blocking tools. Others rely on built-in browser settings that
restrict third-party cookies or private browsing modes that
limit local traceability. Some users opt for manual controls,
including cookie consent managers and opt-out interfaces. A
large-scale study highlights the diversity in how such tools
are adopted and deployed across different user contexts [18].
Despite the broad availability of PETs, many users deploy
them with incomplete or inaccurate assumptions about their
capabilities. For instance, private browsing modes are com-
monly misunderstood as comprehensive anti-tracking solutions
when in fact they offer no protection against fingerprinting or
persistent cross-site surveillance [18]. These misconceptions,
combined with the sheer diversity of privacy-enhancing tools
and threats against privacy, highlight the importance of contin-
ued research into the technical efficacy and usability of PETs.

This study builds on prior work by the author, including
the earlier publication Web Tracking Technologies: Current
Research Analysis presented at the International Conference on
Informatics and Information Technologies, which provided a
literature review of web tracking techniques. In this follow-up
study, the focus shifts from tracking mechanisms to evaluating
the defensive capabilities of privacy-enhancing technologies
using modern web measurement infrastructure.

The remainder of this paper is structured as follows. Sec-
tion II reviews related work on privacy-enhancing technologies
and web measurement frameworks. Section III describes the
methodology, including the experimental setup, browsers and
extensions tested, and the metrics used. Section IV presents
the results of the measurements. Section V concludes with key
findings and directions for future research.
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II. PRIVACY-ENHANCING TECHNOLOGIES

Fingerprinting-based tracking has become prominent, pri-
marily due to mounting restrictions on third-party cookies.
Privacy-enhancing technologies have increasingly focused on
countering stateless tracking techniques. The decline of tradi-
tional cookie-based tracking has not rendered those methods
obsolete; instead, they have resurfaced in adapted forms,
such as using first-party cookies by third-party JavaScript to
bypass browser policies, as documented in [4]. Consequently,
defenses against cookies remain relevant, but much of the
innovation in the PET space has shifted toward more advanced
techniques designed to mitigate fingerprinting.

PETs can be grouped by their technical strategies—ranging
from filter list-based blocking and heuristic detection to struc-
tural analysis and runtime behavior monitoring.

One of the most widely adopted approaches involves filter
list-based blocking, where tools like AdBlock Plus, uBlock
Origin, Ghostery, and Disconnect rely on curated blacklists
(e.g., EasyList, EasyPrivacy) to block known trackers based
on script sources, request URLs, or page elements. These tools
offer deterministic, straightforward protection and are favored
for their ease of use and integration across major browsers.
Multiple studies confirm their dominance in real-world usage
and academic testing environments [19, 17]. However, their
reliance on manually maintained lists leaves them vulnerable
to novel or obfuscated tracking behaviors.

To address these limitations, other PETs rely on heuristic
and behavior-based detection. Simultaneously, browser-level
PETs offer integrated protections. These mechanisms are often
built directly into browsers and provide tracking mitigation
features without requiring additional extensions [22]. Still,
not all PETs are user-friendly: tools such as NoScript or
RequestPolicy offer high protection levels but often degrade
site functionality, making them less practical for everyday use
[19, 3].

The challenge of fingerprinting, a technique that identifies
users through subtle, often imperceptible traits like canvas
rendering or WebGL configuration, has given rise to PETSs that
randomize or mask browser attributes. Tools like PriVaricator
[20], FPRandom [13], and FPGuard[9] attempt to reduce fin-
gerprint uniqueness by injecting variability or spoofed values
into APIs commonly exploited for tracking. Beyond these de-
fenses, a recent line of PETs developed in academic research,
such as AdGraph [11] and WebGraph [2], leverages machine
learning and structural analysis to detect fingerprinting be-
haviors. While these tools demonstrate impressive detection
precision, they remain mainly in the research domain.[22].

Despite these technical advances, the battle between track-
ing technologies and privacy defenses remains asymmetric and
ongoing. Trackers that become more sophisticated are largely
invisible to client-side PETs and highlight the limits of current
browser and extension-based defenses [10].

In addition to PETs that are used by end users, Researchers
have developed a range of privacy measurement frameworks
to analyze web tracking at scale. These tools support auto-

mated data collection, browser instrumentation, and tracking
detection—playing a critical role in evaluating PETs.

Frameworks typically follow either a client-based or proxy-
based architecture. Client-side tools like OpenWPM, Bahrami,
Igbal, and Shafiq [1], and FP-tracer [2] integrate with
browsers, mainly Firefox, to record JavaScript execution,
network traffic, and DOM events. Recent frameworks, such
as the one by Raschke and Cory [21], extend this model to
Chromium-based browsers, enabling cross-browser compar-
isons.

Proxy-based tools like OmniCrawl instead observe web
activity externally by injecting JavaScript at runtime. While
more flexible across platforms, they offer less visibility into
fine-grained browser behaviors [21].

Measurement frameworks can also be distinguished by
detection focus. Stateful tracking tools log cookies and storage
usage (e.g., OpenWPM, [1], [4]), and stateless tracking detec-
tors monitor fingerprinting vectors like canvas or WebGL.

Structural techniques use AST or graph analysis (e.g.,
AdGraph [11], WebGraph [2], AST-Trans [25]), though they
remain largely experimental due to performance costs [27].

Behavioral analysis tools apply taint tracking or graph
learning to script behavior (e.g., WTAGraph, XFP-Recognizer
(24D).

Platform support varies. While early tools favored Firefox,
newer systems support cross-browser evaluations (e.g., [21]),
and some extend to mobile tracking, capturing sensor or
geolocation access [22].

III. METHODOLOGY

To ensure a representative and reproducible sample of
the modern web, we used the Tranco ranking system [14].
Tranco aggregates data from multiple top list providers over a
configurable time window, which reduces volatility and yields
a more stable view of web traffic. Lists are generated with
unique identifiers and timestamps, supporting replication. For
this study, we selected the top 1,000 domains from a list
created on 20 July 2025, aggregated from Umbrella, Majestic,
CrUX, and Cloudflare Radar. Only pay-level domains were
retained. The list identifier is published for transparency [15].

For browser coverage, we selected the most popular desktop
browsers by global market share between July 2024 and
July 2025, based on StatCounter statistics [23]. Chrome,
Safari, Edge, and Firefox were the top four browsers during
this period. Safari was excluded because our measurements
were conducted on Windows, where Safari is no longer
supported. In addition to these mainstream browsers, we
included Chromium to allow direct comparison with Chrome
and to assess differences between the open-source and Google-
distributed builds. Brave was added as a representative privacy-
focused browser to evaluate how a browser with integrated
anti-tracking mechanisms performs compared to others.

The extensions were selected primarily according to their
popularity in the Chrome Web Store, using installation statis-
tics compiled by DebugBear [16, 5]. From this dataset, we
selected Adblock Plus, uBlock Origin, and AdGuard as widely
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adopted blocking tools. Privacy Badger, while not among the
most popular, was added to represent a heuristic blocking
approach that differs from list-based tools and remained com-
patible with our measurement process. The scope of extension
selection was also shaped by the capabilities of the Trans-
parency Extension (T.EX) framework, which measures the
effect of extensions by recording and classifying network re-
quests and JavaScript API calls. This design makes it suitable
for evaluating tools that actively block or filter requests, but not
for defenses that modify or obfuscate data without preventing
requests, such as many fingerprinting countermeasures.

For our analysis, we adopt T.EX as a cross-browser privacy
measurement framework [21]. T.EX operates as a browser-
native extension compatible with both Chromium and Fire-
fox engines, allowing evaluations under realistic browsing
conditions without external automation layers such as Se-
lenium. It relies on standard browser extension APIs and
the webextensions-polyfill library for compatibility
across different implementations. During automated browsing
sessions, T.EX opens multiple tabs, navigates to websites from
the selected list, waits for a fixed period, and then records
activity before closing each tab. All HTTP(S) requests and
responses are captured through the webRequest interface,
while JavaScript API calls are recorded through injected
content scripts.

The framework uses Ghostery’s filter engine for labeling,
drawing on EasyList and EasyPrivacy for advertising and
tracking elements and on Disconnect’s tracker protection list
for third-party data collection and fingerprinting domains [7,
8, 6]. These blocklists are widely used in popular browsers
and extensions, ensuring consistency with real-world blocking
strategies. All recorded events are stored locally in JSON
format. Each crawl generates two datasets: HTTP(S) events
with metadata such as URLs, headers, and response codes, and
JavaScript events with interface access information. Since the
built-in interface provides only limited per-crawl summaries,
we exported the raw data and analyzed it using Python scripts.

The metrics used in this study follow the definitions of
the original T.EX framework [21]. They capture three main
categories: traffic volume and classification (total requests and
share of third-party and labeled tracking activity), stateful
tracking indicators (presence of cookies in requests and re-
sponses), and stateless tracking indicators (JavaScript interface
access patterns). This structure enables systematic comparison
of baseline browser behavior and the impact of extensions
across multiple layers of tracking.

IV. RESULTS

Across default configurations of the tested browsers, Brave
consistently produced the lowest levels of advertising- and
tracking-related activity. It generated about one quarter of
its HTTP requests to known tracking domains, compared to
nearly half for Chrome and Chromium, and roughly 40% for
Edge and Firefox. At the JavaScript level, Brave recorded
about one third of its events as tracking-related, while Chrome,
Chromium, and Firefox each exceeded 58%. Most of the

additional traffic observed in these browsers beyond Brave’s
baseline was classified as tracking, showing that the differ-
ences in overall request and event volumes are largely driven
by trackers.

TABLE I
A&T REQUESTS BY BROWSER
Browser Total Request: A&T Request Percentag;
brave 58258 14915 25.60
chrome 117012 56021 47.88
chromium 112685 52143 46.27
edge 79925 31306 39.17
firefox 77718 32668 42.03

Third-party connections accounted for a substantially
smaller share of Brave’s traffic (about 45%) compared to
Chrome and Chromium (around 60%) and Edge and Firefox
(about 56%). This pattern reinforces the observation that Brave
suppresses a larger portion of cross-site tracking attempts.

TABLE II
THIRD-PARTY HTTP/S REQUESTS BY BROWSER
Browser Total Requests TP Requests % TP
brave 57,491 26,041 45.30
chrome 116,094 71,866 61.90
chromium 111,866 67,506 60.35
edge 79,062 44,574 56.38
firefox 75,199 42,244 56.18

Cookie activity also revealed clear differences. Between
38% and 43% of all requests across browsers transmitted
cookies, while 9-11% of responses set them. However, the
prevalence of third-party cookies varied sharply. Brave trans-
mitted only a few hundred cookie-bearing third-party requests,
compared with tens of thousands in Chrome and Chromium,
and several thousand in Edge. Firefox also limited third-party
cookies more effectively than the Chromium-based browsers,
though not to the same extent as Brave. These results indicate
that stateful tracking through cookies remains common across
browsers, but its scope differs significantly depending on
default protections.

TABLE IIT
THIRD-PARTY HTTP/S REQUESTS TRANSMITTING A COOKIE
Browser TP Requests ~ With Cookie Percentage
brave 26041 719 2.76
chrome 71866 18685 26.00
chromium 67506 17566 26.02
edge 44574 3759 843
firefox 42244 908 2.15

Overall, the comparisons show a consistent hierarchy: Brave
applies the strongest restrictions among default browsers, Edge
and Firefox occupy the middle, and Chrome and Chromium
expose users to the highest levels of tracker-related requests,
events, and cookies.

Comparing Firefox in its default configuration with Fire-
fox equipped with popular privacy extensions shows clear
differences in tracking prevention. uBlock Origin consistently

110



achieved the strongest reductions across all layers. It lowered
advertising- and tracking-related requests to about one quarter
of all network traffic, cut third-party connections to under
half, and reduced JavaScript tracking events to roughly one
third of the total. Privacy Badger ranked second, achieving
moderate reductions in both network and script activity. Ad-
Guard delivered improvements but at a smaller scale, while
AdBlock and Adblock Plus provided little or no benefit, and
in some cases allowed more third-party traffic than the default.
These tools often prioritize removing visible advertisements
rather than actively blocking trackers, and may permit "accept-
able ads” or whitelisted domains that still perform tracking.
The T.EX framework sometimes classifies extension-related
background communications as tracking events, which can
inflate counts without reflecting a real increase in exposure.
Cookie-related results showed a similar hierarchy, though not

TABLE IV
A&T HTTP/S REQUESTS BY EXTENSIONS
Extensi Total Requests A&T Requests % A&T
Default 77,718 32,668 42.03
AdBlock 76,209 32,344 4244
Adblock Plus 93,185 40,321 43.27
AdGuard 77,491 31,470 40.61
Privacy Badger 61,252 20,478 3343
uBlock Origin 60,044 14,884 24.79

always proportional to network reductions. uBlock Origin
and Privacy Badger blocked the most third-party and tracker-
associated cookies, while AdBlock and Adblock Plus allowed
substantially more cookie transmissions and responses than the
Firefox default. This divergence indicates that tools focusing
primarily on visible advertising may fail to prevent stateful
tracking mechanisms.

TABLE V
A&T JAVASCRIPT EVENTS BY EXTENSIONS
Ex i Total JS Events A&T JS Events % A&T JS
Default 552,755 321,812 5822
AdBlock 638,145 332,599 52.12
Adblock Plus 771,720 445,400 57.27
AdGuard 648,902 354,012 54.56
Privacy Badger 438,481 199,405 45.48
uBlock Origin 330,775 118,172 3573

Overall, the extension comparison confirms that uBlock
Origin offers the most comprehensive protection, followed by
Privacy Badger and AdGuard, with AdBlock and Adblock
Plus trailing. The findings also illustrate that lowering tracker
request volumes does not automatically eliminate cookie-based
tracking, highlighting differences in how extensions prioritize
blocking strategies.

A. Regional Analysis

To examine how tracking exposure varies across regions,
we repeated measurements for Germany, North Macedonia,
and Turkey using VPN endpoints and geolocation spoofing
[26, 12].

In the regional analysis, we tested fewer browsers and
extensions than in the main experiments. To keep the data
collection manageable, we limited tests to Chrome and Firefox:
Chrome for its global popularity [23], and Firefox for its
distinct rendering engine (Gecko) compared to Chromium-
based browsers. For extensions, we focused on Adblock Plus,
the most widely installed ad-blocker [16], and uBlock Origin,
which consistently demonstrated the strongest filtering perfor-
mance in our evaluations. While this narrowed scope excluded
other combinations tested in the main study, it was sufficient
to achieve the central aim of the regional analysis: to observe
how browsers and privacy-enhancing extensions interact with
regional tracking behaviors, and to determine whether strong
tools can normalize exposure across different environments.

While the percentages of third-party and advertising- and
tracking-related requests were similar across countries, abso-
lute volumes were highest in Turkey. Chrome from Turkey
produced more than 70,000 third-party requests and over
500,000 advertising- and tracking-related JavaScript events, far
exceeding the corresponding values from Germany. Macedonia
often fell between Germany and Turkey, but Firefox in Mace-
donia recorded especially high tracking densities, with shares
of advertising- and tracking-related requests above 47% and
JavaScript events above 61%.

TABLE VI
A&T HTTP/S REQUESTS BY COUNTRY AND BROWSER
Country Browser Count (A&T / Total) % A&T
Turkey Chrome 56,021 / 117,012 47.88%
Turkey Firefox 32,668 / 77,718 42.03%
Germany Chrome 35,718 / 100,972 35.37%
Germany Firefox 35,026 / 89,442 39.16%
Macedonia ~ Chrome 50,290 / 115,182 43.66%
Macedonia Firefox 48,946 / 103,851 47.13%

Cookie activity also displayed regional variation. Chrome
consistently transmitted the most cookies, with Turkey again
leading in both total and percentage terms. Firefox trans-
mitted fewer cookies overall, but Turkey-Firefox showed an
unusually low rate of third-party cookie transmission, which
may reflect either measurement artifacts or stricter blocking.
At the response level, Germany generally had the lowest
prevalence of cookie-setting, whereas Macedonia recorded
the highest, particularly for advertising- and tracking-related
responses, suggesting regional differences in tracker behavior
and regulatory influence.

Across all three countries, uBlock Origin narrowed these
disparities. After filtering, advertising- and tracking-related re-
quest and cookie counts converged to similar levels regardless
of region, indicating that effective extensions can normalize
residual tracking risk across environments.

V. CONCLUSION

The study demonstrates that while some browsers and
extensions can substantially lower tracking, none can elimi-
nate it entirely. Tracking techniques persist through multiple
channels, showing that privacy protection is not a single-step

111



TABLE VII
AD&TRACKING HTTP/S REQUESTS BY EXTENSION

Country Extension Total Req. A&T Req. % A&T
Germany Firefox Default 89,442 35,026 39.16%
Germany Adblock Plus 33,077 10,192 30.81%
Germany uBlock Origin 68,867 16,411 23.83%
Macedonia  Firefox Default 103,851 48,946 47.13%
Macedonia  Adblock Plus 93,347 37,629 40.31%
Macedonia  uBlock Origin 66,053 16,621 25.16%
Turkey Firefox Default 77,718 32,668 42.03%
Turkey Adblock Plus 93,185 40,321 43.27%
Turkey uBlock Origin 60,044 14,884 24.79%

solution but an ongoing effort. Effective defenses, therefore,
need to combine stronger continued research into new counter-
measures. These findings point to the importance of viewing
privacy as a layered strategy rather than relying on one tool
or setting.
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"JaVul’: a Novel Java Dataset for Code
Vulnerability Detection Based on CWE Labeling

Klesida Gjana
Ss Cyril and Methodius University
Skopje, North Macedonia

Abstract—Some of the most significant problems leading to
exploitable systems are overlooked code vulnerabilities. To im-
prove the quality of the Machine Learning models used to predict
these vulnerabilities, researchers should extensively analyze the
quality and relevance of the data available. This study addresses
the necessity for a CWE-labeled dataset to aid in the automated
vulnerability detection in Java/Spring Boot applications using
advanced ML techniques.

Index Terms—vulnerability detection, Al-driven security,
graph representation, token representation, Java code, CWE
labels

I. INTRODUCTION

Online systems and applications are our daily companions
in every life activity, making them a target to malicious
activity that can significantly impact the disruption of our
lives. Furthermore, it can damage our virtual possessions, such
as our data and accounts. Software vulnerabilities continue
to threaten modern applications, especially those developed
using widely adopted frameworks like Java Spring Boot. It
becomes necessary to not only react to these attacks but also
try to predict their probability. The simplest way to predict
the vulnerability of the applications to malicious exploitation
is to start with the fundamental quality of the code used to
build them. As the Common Weakness Enumeration (CWE)
has shown, labeling code as a potential vulnerability can
be very beneficial, not only as an alert to what can go
wrong but also as an insight into which developers should
take measures to improve the quality of the code. Within
the Java ecosystem, vulnerabilities categorized under CWE
persistently expose applications to SQL injection, cross-site
scripting, insecure deserialization, and other critical flaws, un-
derscoring the importance of employing CWEs as a structured
framework to comprehend and mitigate such risks. Recent
advances in machine learning offer a new pathway: train
models to recognize subtle patterns that correlate with known
CWE vulnerabilities. Early results in other languages show
promise, but little work focuses specifically on Java. While
machine learning has demonstrated potential to enhance de-
tection capabilities, existing research lacks specific approaches
leveraging the finely grained CWE taxonomy. No dedicated
model exists for Java/Spring Boot applications; therefore,
developing a system specifically trained to detect challenging
and problematic CWE classes within Java applications would
be highly advantageous. Such a system would offer developers
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immediate insight into areas requiring attention, as accu-
rately labeling weaknesses facilitates a deeper understanding
of appropriate mitigation strategies. The first critical step
involves data procurement, as it is clear that the system’s
effectiveness will significantly depend upon the quality of data
it receives, necessitating comprehensive research into existing
databases to determine their potential value and compatibility
with the intended system. After assembling a labeled dataset
of Java snippets annotated with CWE IDs, it is crucial to
identify, first and foremost, the optimal approach in terms of
code representation, engineer features (or token embeddings)
that capture code semantics. Consequently, this research will
provide a curated and accurately labeled CWE dataset as a
foundation for future studies. It is important to note that this
project is confined exclusively to Java code, with CWE labels
determined based on the data procured.

II. RESEARCH QUESTIONS

Considering the main motivation of this research is procur-
ing the necessary data to train Machine Learning (ML) models
in vulnerability detection, the research questions were defined
as follows:

« RQ2: How to efficiently build a database capturing vul-

nerable code and the appropriate CWE labeling?

o« RQ3: What limitations can arise in the selected work

path?

III. BACKGROUND AND RELATED WORKS

Despite considerable progress in Artificial Intelligence (AI)
based vulnerability detection, reliance on predefined rules,
struggles with zero-day vulnerabilities, and false positives
continue to exist as limitations [1]. An essential review compo-
nent consists of analyzing the existing datasets. The databases
considered in this review provide data regarding vulnerable
code, information on Java vulnerabilities, or CWE classifi-
cation. Benchmarks such as Juliet, BigVul, Vul4], V]JBench,
CWE-Bench-Java, and PrimeVul are discussed as standard
datasets for ML research. CWE-Bench-Java and PrimeVul are
specifically constructed to be mapped directly to CWE types
for research consistency and comparability [4], [2]. Firstly,
to differentiate the databases’ types, the databases’ source
should be considered. Databases can be synthetic, typically
created by applying known patterns, templates, or mutation
rules to produce vulnerable and non-vulnerable. Otherwise,
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databases that contain code from real-world scenarios usually
contain individual functions within open-source repositories,
predominantly hosted on GitHub. Table I provides generic,
relevant information on the databases under consideration.

TABLE 1
DATASET CHARACTERISTICS (v' = YES, X = NO)

Dataset Real-World  Size over 10k Method Level
Juliet X v X
OWASP Benchmark X X X
Vul4] v X X
VJBench v X v
CWE-Bench-Java v X X
PrimeVul v X v
DiverseVul v v v
CVEfixes v v X
YesWeHack X X '

Vulnerability taxonomies and standards are essential for sys-
tematically classifying and detecting software security flaws.
The CWE framework, maintained by MITRE, version 4 being
the subject of the latest studies, is also the version this
study uses, providing a hierarchical, N-tier framework that en-
ables high-level overviews and detailed vulnerability labeling.
This taxonomy emphasizes breadth and depth in categorizing
software vulnerabilities, supporting consistent tracking and
analysis across diverse systems [18]. Employing standardized
classifications ensures consistency across tools and datasets,
facilitates benchmarking, and supports meaningful compar-
isons in vulnerability detection research. The CWE taxonomy
is especially beneficial when training Al in classification tasks,
as it provides valuable labeling. In the scope of this research,
only a single label is attributed, and only the CWE taxonomy
is used.

A notable gap in the literature stems from the reliance
on synthetic or narrowly scoped datasets. While benchmarks
such as Juliet offer valuable controlled environments, they
do not reflect the breadth and complexity of vulnerabili-
ties found in production code: “Synthetic datasets such as
Juliet are generated based on a few predefined patterns
and thus cannot represent the diverse behaviors observed in
real-world programs [1]. Consequently, many models that
achieve high accuracy on curated or synthetic data suffer
significant performance degradation when applied to large,
heterogeneous codebases, owing mainly to the scarcity of
diverse, representative, and sufficiently annotated real-world
datasets [4], [9], [12]. Although datasets like BigVul and
Vul4] represent an improvement as their real-world breadth
introduces variability, they often lack essential contextual
information, deduplication procedures, and uniformly high-
quality labels [2], [4]. Their coverage and labeling consistency
can fluctuate across projects, reflecting the inherent difficulties
of accurately annotating vulnerabilities in diverse codebases
[14]. Furthermore, because the dataset predominantly includes
vulnerable samples, models trained solely on datasets such as
BigVul, YesWehack, and DiverseVul, who lacks corresponding

non-vulnerable examples, risk heightened false-positive rates
due to the lack of balanced non-vulnerable examples in the
training set [1], [13]. Finally, the inherent complexities of
Java, particularly its dependency-injection and aspect-oriented
programming paradigms effect the scarcity of vulnerability
detection tools and datasets specifically tailored to Java ap-
plications [2]-[4], [11].

IV. METHODOLOGY

This section describes the practical approach to creating the
database, from the selection of the databases to extract data, to
the graph and vector representation of code. The methodology
used for the database creation includes defining the data
structure and populating it with values. The second step is
transforming the data into the chosen graph and semantic
representation and persisting them in the database.

This phase focused on gathering and preparing datasets for
training Al models. The main objective was to address the
lack of a large-scale Java corpus with fine-grained CWE labels
containing vulnerable and non-vulnerable examples. To meet
this need, a PostgreSQL database named javul was designed
and populated. The database combines code from both syn-
thetic and real-world sources. This mixture was chosen to
exploit the low noise and comprehensive coverage of artificial
datasets while incorporating the contextual complexity and
generalization benefits of real-world code. Initial data was
sourced from the Juliet Java Test Suite [19] and the OWASP
Benchmark [5], both of which provide reliable CWE labels
and broad vulnerability coverage, including rare or subtle flaws
typically ensured by synthetic generation. To complement this,
the CVEfixes [6] and YesWeHack [15] datasets were included,
contributing real-world code with greater diversity, scale, and
realistic software complexity. This balance aimed to create a
dataset that supports model generalization while covering a
broad range of CWE classes.

The next step was defining a schema suitable for training
needs. The database schema includes:

« a primary key id, generated as a unique alphanumeric
string;

e raw_code, containing the Java method source code;

e cwe_id, serving as the training label;

e a Boolean is_vulnerable flag;

e source, specifying the dataset of origin;

« JSONB fields ast_graph, cfg_graph, and
dfg_graph for serialized AST, CFG, and DFG
structures;

e css_vector, a PostgreSQL array of doubles for pre-
trained semantic embeddings.

By keeping this information in the database, we aim to

facilitate other studies that might use similar information,
whether for model training or statistical analysis.

A. Data Extraction

Once the schema was set, the datasets were parsed to
populate the database. Python scripts were implemented to
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extract each source dataset according to its specific organi-
zation and metadata format. Although the source repositories
often contain class-level code, it was decided to store methods
as the primary unit of analysis. This approach fits the fact
that Juliet and OWASP Benchmark vulnerabilities are typically
demonstrated at the method level. In Juliet, each CWE is
represented by multiple self-contained test case classes. For
every seeded vulnerability, at least one bad’ implementation
demonstrates the flaw, and one or more ’good’ implementa-
tions show the corrected or safe code [1]. The Java source files
were processed line by line, with method signatures detected
using a regular expression matching patterns. Once a matching
signature was found, the method body was recorded in full,
with brace depth tracked to ensure correct scope handling for
multi-line definitions. Each method name and its complete
source code were stored as a tuple, preserving multi-line
formatting and ensuring correct extraction even for complex
method bodies.

The OWASP Benchmark is implemented as an extensive
Java web application containing thousands of servlet classes,
each representing a unique, vulnerable or non-vulnerable test
case for a specific CWE. CWE mappings are provided in
a companion CSV file [5]. The extraction process parsed
this metadata, matched each servlet to its vulnerability status
and CWE label, and batch-inserted the resulting records into
the database. Many cases include both vulnerable and secure
implementations of the same functionality. In YesWeHack,
code is organized by programming language, with further
grouping by vulnerability type. Some folders contain vulner-
able and patched versions, but most only contain vulnerable
examples. Each snippet includes header comments describing
the vulnerability, context, and sometimes remediation advice
[15]. Only one Java example was present, which was added
manually to the database via a direct query.

The CVEfixes dataset is distributed as a SQLite database
containing multiple tables [6]:

o fixes, listing commits linked to CVEs;

« method_change, detailing added, removed, or modi-

fied methods per commit;

o« file_change, tracking affected files;

e« cwe_classification, mapping CVEs and code

changes to CWE categories where available.

The extraction process restored the SQLite dump, joined
the relevant tables to gather method-level code with CWE
labels, filtered for Java entries with non-null CWE fields, and
migrated these into the PostgreSQL database. These datasets
were particularly valuable for their numerous non-vulnerable
examples, helping maintain balance between positive and
negative labels and preventing overfitting to vulnerabilities.
This balance better reflects real-world conditions, where safe
code is more common than flawed code.

B. Graph Representation of Code

Graph-based representations such as ASTs, CFGs, and
DFGs have become foundational in Al-driven software vul-

nerability detection due to their ability to encode both the
syntactic and semantic structure of code. An AST hierarchi-
cally models the syntactic structure of source code, where
each node represents a language construct, such as statements,
expressions, or operators, enabling ML models to capture com-
plex nesting and relationships beyond linear token sequences.
Parsing code into ASTs is a standard process in compilers and
static analyzers, and these trees serve as rich feature sources
for vulnerability pattern recognition in deep learning systems
(21, [1].

In contrast, a CFG abstracts the possible execution paths of
a program by representing basic blocks of instructions as nodes
and control flow as edges, which is critical for reasoning about
vulnerabilities that arise from specific sequences or paths of
code execution. Examples include unreachable code, among
others. Meanwhile, a DFG focuses on how data values and
variables propagate through the code, with nodes denoting
operations or storage and edges capturing data dependencies;
DFGs are especially valuable for detecting vulnerabilities
related to taint analysis, such as input validation flaws or
unsafe data propagation [10], [1].

The subsequent stage in database generation involved ex-
tracting Abstract Syntax Trees, Control-Flow Graphs, Data-
Flow Graphs, and semantic embeddings from Java methods.
A Java project is built with classes that extend JavaParser
for the parsing of the three types of graphs. Each method
was parsed into its syntactic structure for AST construction,
recording node types, code excerpts, and parent—child rela-
tionships. Nodes were assigned stable integer identifiers, and
only semantically relevant elements (statements, expressions)
were retained, omitting structural delimiters. The resulting
representation consisted of node and edge lists that preserved
the source order and syntactic hierarchy.

CFGs were generated at the statement level, with unique
identifiers assigned to all non-block statements and explicit
ENTRY and EXIT nodes marking the boundaries. Edges cap-
tured sequential execution, fall-through between consecutive
statements, and explicit exception handling paths, such as
transfers from try blocks to their associated catch blocks. This
structure provided a minimal yet accurate control flow model
within the same method, stored in a uniform node—edge JSON
format.

DFGs were built to represent definition-use relationships
local to the method body. Variable declarations and assignment
targets were marked as definition nodes, while variable uses
were connected to their most recent reaching definitions.
Edges, therefore, represented the relationship between each
variable used and its most recent definition within the method
body. Interprocedural links, aliasing, and detailed field or array
tracking were intentionally excluded to maintain focus on local
flows. All three graph types were serialized into a consistent
JSON object format, with each node containing its identifier
and essential attributes, and each edge specifying its source
and target identifiers. These were stored in dedicated JSONB
columns in the database.

Parsing failures during AST/CFG/DFG extraction largely
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stemmed from mismatches between the syntactic units pro-
duced by the extractor and those expected by the parser.
Java parsers such as JavaParser require well-formed constructs
(e.g., complete method or constructor declarations), but many
raw snippets failed to meet this requirement. Out of 219,264
code fragments, only 9,306 could be successfully parsed,
with typical failures caused by constructor snippets misinter-
preted as methods, body-only fragments lacking signatures,
non-Java text or encoding artifacts, embedded comments or
metadata, and truncated or unbalanced delimiters. Because
most static parsers lack robust error recovery, these failures
triggered exceptions rather than yielding partial ASTs, which
also prevented CFG and DFG generation. The consequences
are twofold: coverage loss, as the majority of the dataset
is excluded from graph-based analysis, weakening statistical
power; and selection bias, since the successfully parsed sub-
set disproportionately represents canonical, top-level methods.
Both effects compromise the validity of downstream experi-
ments, including model training, CWE distribution analysis,
and robustness evaluation.

C. Tokenized code representation

Token-level representation of source code is a pivotal
preprocessing step for machine—learning—based vulnerability
detection. In this stage, a lexer or tokenizer, guided by
the programming language’s grammar, decomposes code into
atomic tokens (e.g., keywords, identifiers, literals), thereby
linearizing the program into a sequence amenable to NLP-
inspired models [10]. While this flattening facilitates the use
of architectures such as CNNs, RNNs, and Transformers,
it inevitably discards hierarchical and semantic information
inherent in abstract syntax and data-flow structures [1], [16],
[17]. Researchers have developed code embeddings to re-
cover richer context: dense vector representations that encode
syntactic and semantic token relationships. More advanced
approaches leverage Transformer-based models such as BERT,
CodeBERT, GraphCodeBERT, and CodeT5 pretrained on vast
code repositories. These models yield contextualized embed-
dings for individual tokens, statements, or entire functions,
capturing nuanced programming constructs and patterns [16].
Empirical studies demonstrate that concatenating token em-
beddings with positional, type, or data-flow-aware embeddings
further mitigates the loss of structural context, substantially
improving vulnerability classification performance. By bridg-
ing the symbolic domain of code and the continuous domain
of deep learning, these embedding techniques enable scalable,
automated detection of security weaknesses across diverse and
large codebases [1], [17].

Finally, semantic embeddings were generated for each code
snippet using CodeBERT, a pretrained deep learning model
for programming language understanding. CodeBERT has a
Transformer-based neural architecture, and it is trained with
a hybrid objective function that incorporates the pre-training
task of replaced token detection. After being evaluated on two
NL-PL applications, the results show that CodeBERT achieves

state-of-the-art performance on both natural language code
search and code documentation generation tasks [16].

In this context, semantic embeddings refer to a dense, fixed-
length numerical representation of a Java method that captures
its semantic meaning rather than only its syntax or structure.
Once each method’s code was extracted from the dataset, it
was processed with the tokenizer provided by the CodeBERT-
method’s. This step splits the code into tokens, identifying
both language elements, such as keywords and operators,
and structural components, such as identifiers. The tokenized
sequence was then passed into the CodeBERT transformer
model, which produced a contextual embedding for each
token. These embeddings were generated using self-attention
layers, allowing every token to incorporate information from
all others in the sequence so that its representation reflected its
surrounding context. To create a single vector for the method,
a CLS pooling operation was applied. The CLS token, inserted
at the start of the sequence, was produced during model train-
ing to summarize the most relevant global information about
the input. The resulting vector, initially a one-dimensional
tensor of length 768, was converted into a standard Python
list and stored in the database as a PostgreSQL array. Figure
1 maps the semantic embedding extraction method into a
diagram.

V. RESULTS

A composition representation of the table is given in Table
II. The initial analysis of the resulting database listed the
following classes as most frequent:

o CWE-190: Integer Overflow .

o CWE-191: Integer Underflow .

o« CWE-129: Improper Validation of Array Index.

« CWE-89: Improper Neutralization of Special Elements

used in an SQL Command.

« CWE-369: Divide by Zero.

TABLE II
COMPOSITION OF THE CONSTRUCTED JAVA VULNERABILITY DATASET.

Source Total Samples  Vulnerable = CWE Classes Covered
Juliet Test Suite 207892 46327 112

OWASP Benchmark 2740 1415 11

CVEfixes 8631 3046 85
YesWeHack 1 1 1

Total 219,264 50789 182

In Figure 2, three complementary views of the same data
are demonstrated. PCA (left column) exposes dominant linear
modes in the embeddings: both CSS and Combined PCA show
a broad, band-like structure, indicating a few principal direc-
tions that explain most variance, but these do not correspond
to CWE classes. t-SNE (middle column) breaks the data into
many small, tightly-packed islands; this method maximizes
local neighborhood fidelity and yields the highest nearest-
neighbor label agreement, implying that same-label samples
are often near each other locally even if they are not globally
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Fig. 1. Workflow from Java code to a CodeBERT-based CSS vector.

separated. UMAP (right column) offers a middle ground as
it produces more globally coherent clusters than t-SNE while
preserving local neighborhoods better than PCA. Notably, the
combined feature set (semantic and graph) often shows the
clearest islands in UMAP, which implies that semantics and
structural summaries are complementary. Across all panels,
there is substantial color mixing inside many clusters: multiple
CWE labels overlap in the same regions, showing that some
CWESs are not linearly separable in these features, labels may
be noisy or multi-faceted, and projecting high-dimensional
features down to two dimensions necessarily discards discrim-
inative information.

Three conclusions emerge: pretrained CSS embeddings cap-
ture dominant semantic variance but miss structural cues; even
simple graph summaries recover useful motifs, suggesting
richer graph embeddings (e.g., graph2vec or GNNs) could
improve separability; and combining semantics and structure
produces the most coherent clusters, particularly in UMAP.
Limitations include class imbalance, label noise (e.g., meth-
ods with multiple weaknesses annotated by a single CWE),
and projection artifacts. Duplicate vectors and strong linear

css — tswe

X

Fig. 2. Two-dimensional visualizations (PCA, t-SNE, UMAP) of three feature
sets (rows: CSS semantic embeddings, Graph summary features, Combined)
showing differing local and global class separability for CWE labels.

modes also bias nonlinear embeddings, which we mitigated
via deduplication, and PCA pre-reduction.

VI. DISCUSSION AND LIMITATIONS

Important limitations of this study begin with the reliance
on only four primary datasets. While these sources are well-
established, they constrain the diversity of both code struc-
tures and CWE categories; future work should incorporate
additional collections to broaden coverage. Despite efforts to
include underrepresented CWE labels, the resulting dataset
remains highly imbalanced, with a few dominant classes over-
shadowing rare ones. This imbalance reduces the reliability
of cross-validated metrics and biases cluster-level statistics
toward frequent classes.

Another challenge lies in the inherent ambiguity of CWE
labeling. Many methods may exhibit multiple weaknesses, yet
are annotated with only a single CWE, introducing label noise
and reducing class separability. Furthermore, projecting high-
dimensional features into two dimensions inevitably discards
information, so low silhouette scores may reflect not only true
semantic overlap but also projection artifacts.

Finally, the unified database is Java-centric, limiting the
generality of findings across programming languages. Extend-
ing the methodology to additional languages would enable
broader validation. Overall, while the combined semantic and
structural features reveal promising local structure, robust
claims about CWE separability will require stronger class
balancing, richer graph encodings, and more comprehensive
quantitative validation.

VII. CONCLUSIONS AND FUTURE WORK

This work presented a systematic methodology for con-
structing a curated dataset of Java code annotated with CWE
labels, enriched with graph and semantic embeddings. The

118



pipeline begins with the collection of labeled vulnerability data
from multiple reputable sources, including OWASP Bench-
mark [5], CVEfixes [6], the National Vulnerability Database
(NVD) [7], and the Juliet Test Suite [8]. A unified database
schema was designed to capture both vulnerable and non-
vulnerable Java methods, explicitly annotated by CWE cate-
gories. To ensure robustness, the dataset includes a consid-
erable proportion of non-vulnerable code samples, thereby
reducing the likelihood of false positives during model training
and evaluation.

Each code sample was further enriched with multiple repre-
sentations: Abstract Syntax Trees (AST), Control Flow Graphs
(CFG), and Data Flow Graphs (DFG) generated via JavaParser,
alongside semantic embeddings obtained from the pretrained
CodeBERT model. The resulting dataset provides not only raw
code but also structured and semantic views, offering a ver-
satile foundation for downstream studies in vulnerability de-
tection, benchmarking, and model development. The primary
contribution of this work is therefore a novel, fine-grained,
CWE-labeled dataset for Java that explicitly addresses gaps in
existing resources, particularly the lack of graph-based and
semantic representations tailored to underrepresented CWE
classes.

Future work will focus on leveraging these representa-
tions for advanced machine learning architectures, particularly
multi-view or self-attention-based models that can jointly
reason over syntactic, structural, and semantic features of code.
Additional directions include extending coverage to inter-
procedural graphs that capture context across methods and
classes, enriching the dataset with more real-world vulnera-
bilities, and exploring automated augmentation techniques to
balance rare CWE labels. Furthermore, evaluation of general-
ization across unseen projects and integration of richer graph
neural network embeddings represent promising avenues to
enhance both accuracy and robustness.
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Abstract—Significant advancements in technology and the
intensified use of information and digital systems have heightened
susceptibility to cyber threats, thereby increasing the necessity
to enhance public and professional awareness of cybersecurity.
This paper analyzes various demographic factors of an online
survey to get a clear picture of how well the public in the
European Union understands the importance of cybersecurity,
highlighting the need for integration of cybersecurity awareness
into cybersecurity strategies for both public and private entities.

Index Terms—Cybersecurity, Cybersecurity Awareness, Cyber
threats, EU, European Union, Public, Survey, Cyber Hygiene

I. INTRODUCTION

Although the everyday use of technology has allowed us to
be more productive and efficient, simplified many repetitive
tasks, and contributed to societal development, its evolution
also comes with significant responsibility. Today, a growing
number of individuals prefer to conduct personal tasks online,
such as shopping or paying bills through modern applications.

These and many other activities expose individuals to poten-
tial hacker attacks. Remote work is also becoming increasingly
popular. Remote work has not only expanded the poten-
tial attack surface but has also moved it beyond traditional
perimeter defenses, such as firewalls and intrusion detection
systems, which organizations have historically implemented to
prevent ransomware attacks, data breaches, and other forms of
cybercrime.

However, according to the European Union Agency for
Cybersecurity (ENISA), this progress brings new challenges
and risks related to cybersecurity, which often go unnoticed
by the public. The need to raise awareness and hone skills
about cybersecurity is becoming increasingly urgent due to the
dependence on Information and Communications Technology
(ICT) in all aspects of society [1].

We can define cybersecurity awareness as the knowledge
and attitudes that users have regarding the protection of
information assets, involving recognizing security threats, un-
derstanding best practices, and knowing how to avoid risky

behaviors to enhance cybersecurity [2]. This awareness is
crucial for protecting both personal and organizational data
from cyber-attacks and has evolved significantly over time.

Cybersecurity awareness began in the 1960s and first de-
veloped through the 1980s when researchers first recognized
that human factors were critical to system security, initially
focusing on basic computer security concerns among technical
personnel. The emergence of personal computers and high-
profile incidents like the Morris Worm in 1988 expanded
this awareness beyond technical specialists to general users
[3], ultimately developing into the modern comprehensive
organizational and societal initiatives we see today that address
human factors in cyber threats.

The United Nations General Assembly has stated that rapid
advances in information technology have transformed the way
governments, businesses, organizations, and individuals (who
through their intentional or unintentional actions pose the
greatest threat to cybersecurity) - must approach cybersecurity
issues. A global cybersecurity culture is developing as a
measure to promote safe behavior worldwide [4].

In this new world where a single mistake and a click on
a fraudulent email link can compromise the security of a
sovereign country, the following questions are raised:

1.1. Research questions

1.) What is the current level of public cybersecurity aware-
ness in the European Union?

2.) How does the level of public cybersecurity awareness in
the European Union vary across major demographic factors?

II. FINDINGS
A. Methodology

To investigate EU public cybersecurity awareness, this study
employs a quantitative survey methodology. This approach
enables comprehensive analysis of a developing domain, quan-
tifies phenomena numerically, and allows population-wide
extrapolation of findings. Quantitative methods effectively
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evaluate theories, explore relationships, identify data patterns,
and determine causal links [5].

The survey examines individual-level phenomena, enabling
direct analysis of demographic, educational, and social group
attributes [6].

Data collection uses the modified validated Standard Euro-
barometer questionnaire (Directorate-General for Communi-
cation) with closed-ended questions [7]. The survey question-
naire was comprised of 18 closed-ended questions, of which
5 questions were designed to collect demographic information
about the participants while the remaining 13 questions deal
with various cybersecurity awareness topics.

Distribution occurs through online platforms (Reddit, Face-
book, WhatsApp groups, SurveySwap) and direct emails to
Computer Science departments heads, professors, and students
across the European Union. The survey maintains complete
anonymity.

Secondary sources of information such as academic and
professional books, online articles and websites, and schol-
arly publications and papers were employed to develop the
theoretical parts of the paper.

B. Systematic literature review

A literature review has been pre-emptively undertaken to
develop a concise understanding of the current Public Cyber-
security Awareness in the European Union. European Union
citizens exhibit a broad range in cybersecurity awareness [8].

Several studies identify as many as four distinct pro-
files—ranging from uninformed or minimally prepared users
to those well versed in digital risk management [9].

One study distinguishes a two-profile system, with 19%
categorized as “at-risk” and 81% as “cautious,” while another
finds that more than half of respondents remain only partially
informed about cybercrime despite generally positive attitudes
toward digital technologies [10].

These profiles emerge from analyses that emphasize digital
activity, sociodemographic characteristics (such as age, educa-
tion, and occupation), and, in a few cases, economic indicators
[11].

Across member states, heightened cybersecurity prepared-
ness is observed in nations with stronger economic status or
more advanced digital infrastructures. [9] One investigation
links higher national GDP per capita to increased individual
preparedness, and different patterns of GDPR awareness and
digital risk culture appear among the 28-30 countries exam-
ined primarily via Eurobarometer data [9].

Sample sizes in these studies ranged from 456 to approx-
imately 28,000 participants, underscoring the diversity of cy-
bersecurity experiences among EU citizens and the significant
influence of local economic and digital contexts [12].

As far as cybersecurity awareness itself, according to re-
search conducted by ENISA (European Union Agency for
Cybersecurity), 60% of attacks carried out in Europe, the
Middle East and Africa include social engineering as an
integral part of the attack [13].

In the research carried out by ISACA, it is stated that
97% of cyberattacks would be prevented if effective protection
methods were implemented, which are used to detect or
prevent undesirable events or problems from external sources
of the information environment [14].

Educating employees on creating strong passwords, report-
ing, and deleting suspicious emails, and using a VPN to access
company data on personal phones will create a more secure
environment both in the office and when working from home
[15].

As far as the student population is concerned, which pre-
dictably made up a large part of the sample, research has
found that the average cybersecurity judgment among students
was notably low, suggesting a pressing need for targeted
cybersecurity awareness initiatives [16].

By focusing on improving students’ cybersecurity aware-
ness as well as their practical skills, educational institutions
can empower them to navigate the digital landscape more
safely, ultimately fostering a more secure online environment.

Other researchers have also found that university students
from Generation Z expressed a common sentiment that their
formal education has not sufficiently prepared them for the
complexities of modern cyber threats, and they also subse-
quently advocate for enhanced both curricular and extracur-
ricular training in cybersecurity awareness [17].

Similarly, it has been observed that despite a recognition
of cybersecurity’s significance among students in differing
disciplines, actual student behavior often does not reflect this
awareness, indicating a gap between knowledge and practice
in cybersecurity awareness [18].

C. Findings

The survey was succesfully filled out by 102 respondents.
The majority of respondents came from Germany, 44.6%,
with the second and third highest percentages being from
Italy (9.9%) and Austria (6.7%). The survey participants were
predominantly younger adults, with over two-thirds (67.3%)
falling between ages 16-35.

The survey achieved a well-balanced gender distribution
with nearly equal representation between female and male
participants. Nearly three-quarters (74.3%) of respondents
were found to be holding at least a bachelor’s degree and less
than 10% had only a high school education. Finally, more than
half (53.9%) were employed, with about a third (32.4%) being
students.

Respondents demonstrated extensive digital engagement
across critical online activities. Universal email usage (100%)
was accompanied by near-universal adoption of online bank-
ing, social networking, and e-commerce (all above 93%). Mo-
bile devices predominated internet access patterns, with lap-
tops (95.1%) and smartphones (98%) showing near-universal
adoption, reflecting the shift toward portable, personal devices
for cybersecurity-relevant activities.

Personal data misuse emerged as the primary cybersecurity
concern for over two-thirds of respondents (67.6%), followed
by online payment security (53.9%) and delivery reliability
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(52%). Banking fraud generated the highest number of “very
concerned” responses among specific cyber threats, followed
closely by malware infections and identity theft. However, ran-
somware attacks ranked lowest in concern levels despite their
potentially devastating impact, suggesting underestimation of
emerging threats compared to familiar risks like financial
fraud.

Despite widespread security concerns, a notable minor-
ity (11.8%) reported having no online concerns whatsoever,
revealing varying levels of risk awareness across the EU
population.

A clear hierarchy emerged in cybersecurity behavior adop-
tion. Approximately two-thirds of respondents implemented
fundamental security measures including unique passwords
across sites (65.4%), biometric authentication (63.5%), and
reduced personal information sharing (63.5%). However, adop-
tion of advanced protective measures dropped significantly,
with only about one-third using password managers (35.6%)
or antivirus software (37.5%), and fewer than 20% regularly
updating passwords.

Password management behaviors revealed concerning in-
consistencies across different platforms. While over half
(56.9%) updated email passwords in the past year, password
hygiene deteriorated for other critical services, with only
36.3% changing banking passwords and just 12.7% updating
gaming account credentials.

The majority of respondents demonstrated high confidence
in their cybersecurity knowledge, with over half (54.9%) feel-
ing “’very well informed” about cybercrime risks. However,it’s
worth pointing out that this self-reported confidence contrasted
with inconsistent security practice adoption observed else-
where in the data.

Cybercrime experiences varied significantly by threat type.
Fraudulent communications were alarmingly widespread, with
76% of respondents receiving phishing emails or calls at least
once, and 44% experiencing them more than three times. In
contrast, serious cybercrimes remained relatively rare, with
83% never experiencing identity theft and 87% never encoun-
tering ransomware attempts.

Within respondents’ social networks, fraudulent communi-
cations had reached epidemic proportions, with three-quarters
(76%) knowing someone who had received phishing attempts.
Only 15.7% reported that no one in their social circle had
experienced any form of cybercrime, indicating the pervasive
nature of digital threats across EU communities.

Despite widespread cybercrime exposure, nearly 60% of
respondents had never reported any online criminal activity.
When reporting occurred, individuals preferred contacting
service providers (22.5%) over law enforcement agencies
(14.7%). Response patterns revealed troubling inconsistencies,
with 50% choosing inaction when facing phishing attempts
despite these being among the most common threats.

A critical knowledge gap emerged regarding institutional re-
porting mechanisms, with nearly two-thirds (60.8%) unaware
of official channels for reporting cybercrimes in their countries
of residence. This lack of awareness undermined effective

cybercrime response and highlighted deficiencies in public
information about existing reporting systems.

Respondents demonstrate heightened cybersecurity aware-
ness, with over 90% expressing concern about increasing
cybercrime risks and actively avoiding personal information
disclosure online, yet they show greater distrust of websites
(82% concerned) than government authorities (58% con-
cerned). However, a striking paradox emerges as only 64%
feel confident in their ability to protect themselves against
cybercrime, revealing a significant gap between risk awareness
and perceived personal security capabilities.

Ultimately, this comprehensive survey of cybersecurity
awareness across European Union member countries reveals
a population that demonstrates sophisticated awareness of cy-
bersecurity threats combined with inconsistent implementation
of protective measures.

While participants exhibited sophisticated understanding of
cybersecurity threats, with personal data misuse emerging
as the primary concern for over two-thirds of respondents,
the research uncovered a troubling hierarchy in cybersecurity
adoption that reveals significant implementation gaps.

A particularly noteworthy finding emerged in the contrast
between self-reported cybersecurity confidence and actual pro-
tective behaviors, with over half feeling “very well informed”
about cybercrime risks, yet this self-assessed expertise did not
align consistently with comprehensive security practices.

Finally, the research revealed a critical disconnect between
cybercrime experiences and formal reporting mechanisms,
with nearly 60% of respondents never reporting online crimi-
nal activity and nearly two-thirds unaware of official reporting
channels in their country.

III. CONCLUSION

While approximately two-thirds of respondents demon-
strated adoption of fundamental security measures such as
unique passwords across sites, biometric authentication, and
reduced personal information sharing, the utilization of more
advanced protective measures dropped precipitously, with only
about one-third employing password managers or antivirus
software.

Response patterns to different types of cybercrime revealed
troubling inconsistencies, with half of respondents choosing
inaction when facing phishing attempts despite these being
among the most common threats. Conversely, appropriate
urgency was demonstrated for serious financial crimes, indi-
cating that perceived severity rather than actual risk drives
reporting behaviour.

An intriguing dimension of the research involved differential
trust patterns between private and public sector entities. Re-
spondents demonstrated greater distrust of websites regarding
personal information security compared to government author-
ities, with 82% expressing concern about private sector data
handling versus 58% for public authorities. This finding has
significant implications for policy development and public-
private cooperation in cybersecurity initiatives.
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The findings of this research carry substantial implications
for cybersecurity policy development and public awareness
initiatives across the European Union. The identified gaps
between awareness and implementation suggest that educa-
tion campaigns focusing solely on threat recognition may be
insufficient. Instead, comprehensive approaches that address
behavioural change, practical implementation support, and
systematic security habit formation appear necessary.

A widespread lack of awareness regarding official reporting
cyber-crime channels, revealed by the research, represents a
critical policy implementation gap that requires immediate
attention. Substantial improvements in communication about
official reporting channels and simplified access to cyberse-
curity resources appear essential for enhancing overall digital
security across the region.

Finally, while this research provides valuable insights into
EU cybersecurity awareness, several limitations must be ac-
knowledged. For instance, the demographic skewing toward
younger, highly educated participants limits generalizability
to the broader population.

These demographic biases also highlight the need for tar-
geted outreach to underrepresented populations, particularly
older adults and individuals with lower educational attainment,
who may face different cybersecurity challenges and require
tailored awareness approaches.

Another limitation is the missing representation from from
seven European Union member countries - Czech Republic,
Denmark, Estonia, Latvia, Lithuania, Slovakia, and Sweden,
collectively representing approximately 11% of the EU popu-
lation and encompassing varying levels of digital infrastructure
development and cybersecurity maturity. This gap represents a
significant limitation in achieving comprehensive understand-
ing of cybersecurity awareness across the European Union.

Several factors likely contributed to this geographic clus-
tering, including language accessibility, survey dissemination
networks, and varying levels of public engagement with aca-
demic research initiatives. Recent research has highlighted that
capacity constraints and limited information availability have
compounded these challenges in cybersecurity research across
different national contexts [19], with national culture, industry
type, and organizational security culture significantly shaping
individuals’ security behaviors across Europe [20].

To address these respondent recruitment challenges in future
research, establishing formal partnerships with national cyber-
security agencies or academic institutions within each target
country would provide confirmed local respondent recruitment
channels together with cultural context awareness, aligning
with current best practices in cybersecurity education research
[21].

The development of EU-wide research infrastructure specif-
ically designed for cybersecurity awareness assessment could
address many of these challenges through standardized survey
instruments available in all EU languages, established recruit-
ment networks within each member state, and coordinated data
collection protocols that account for national regulatory and
cultural considerations, with ENISA potentially facilitating

such initiatives through adapting its EU Cybersecurity Index
(EU-CSI) framework [22].

Ultimately, the geographic gap and other limitations identi-
fied in this research, while limiting current findings, provide
important lessons for improving methodological approaches in
cross-national cybersecurity research.

By acknowledging these limitations and proposing concrete
solutions, this research contributes not only to understanding
cybersecurity awareness where data was successfully col-
lected, but also to advancing the methodological rigor of future
investigations across the complete European Union landscape.

The identified demographic disparities in cybersecurity
awareness and behavior necessitate tailored intervention strate-
gies rather than uniform awareness campaigns. For students
and younger adults (16-35), who comprised over two-thirds of
respondents yet demonstrated significant gaps between knowl-
edge and practice, educational institutions should integrate
mandatory cybersecurity modules into curricula across all
disciplines, complemented by gamified learning platforms and
peer-led workshops that emphasize practical skill development
over theoretical knowledge.

For citizens over 50 and non-technical users, who remain
underrepresented in this study yet face distinct vulnerabil-
ities, community-based programs delivered through trusted
local institutions such as libraries, community centers, and
senior organizations would prove more effective than digital-
first approaches. These programs should focus on hands-on
demonstrations of essential security tools, simplified guidance
for common online activities like banking and shopping, and
regular follow-up sessions to reinforce behavioral change and
build confidence in managing digital risks.

The critical finding that nearly two-thirds of respondents
remain unaware of official cybercrime reporting channels
demands immediate action through multi-channel awareness
campaigns utilizing television, radio, social media, and phys-
ical materials distributed through government offices and fi-
nancial institutions, alongside the development of simplified,
multilingual reporting platforms with clear visual guidance.

To bridge the gap between security awareness and imple-
mentation, governments and private sector partners should
collaborate on providing subsidized or free access to essen-
tial security tools such as password managers and antivirus
software, particularly for economically vulnerable popula-
tions. Furthermore, establishing annual "EU Cybersecurity
Awareness Weeks” coordinated across all member states,
featuring workplace training initiatives, public demonstrations,
and media partnerships, would create recurring touchpoints
that normalize cybersecurity practices and gradually transform
awareness into consistent protective behavior.

The identification of these challenges and their potential
solutions represents an essential step toward developing more
inclusive and representative approaches to understanding cy-
bersecurity awareness across diverse national contexts such as
the European Union.
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Abstract—Environmental sound classification (ESC) is impor-
tant for systems like smart cities, security, and wildlife tracking.
Older methods that use handcrafted features such as Mel-
Frequency Cepstral Coefficients (MFCCs) often fail to handle
the wide variety and complexity found in real-life sounds. These
methods also have trouble adapting to new and different envi-
ronments. Deep learning, especially using Convolutional Neural
Networks (CNNs) on spectrograms, has improved results in this
field. However, issues still exist in making models that work
well across many different sound settings and can deal with
the imbalance of sound classes in real-world data. This work
introduces a strong ESC system to solve these problems. A large
and mixed dataset was created by combining UrbanSound8K [3],
ESC-50 [2], and VocalSound [1], giving over 22,000 well-balanced
samples from 59 types of environmental and vocal sounds. These
audio clips were turned into 128-bin Mel-spectrograms and used
as inputs for a modified ResNet18 CNN model. To make the model
more reliable and to handle data imbalance, time and frequency
masking like SpecAugment was used for data augmentation, and
a class-weighted Focal Loss function was added during training.
The final model reached an accuracy of 91.43% on a test set it
had never seen before. Results show that the system can handle
a wide range of sound types and performs well even with less
common sound classes. This study proves that combining multiple
datasets and using advanced deep learning methods can build a
high-performing and general ESC system.

Index Terms—Environmental Sound Classification, Deep
Learning, Convolutional Neural Networks, Data Augmentation,
Focal Loss, Class Imbalance, ResNet
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I. INTRODUCTION

Environmental sound classification (ESC) is a crucial field
in machine learning, focusing on the automatic detection
and recognition of distinct audio events within real-world
environments. This capability is vital for diverse applications,
ranging from smart cities and intelligent surveillance systems
to wildlife monitoring, home automation, and assistive tech-
nologies. By enabling systems to understand and react to
their acoustic surroundings, ESC enhances user interaction,
improves safety, and facilitates automated decision-making in
dynamic settings. For instance, in smart cities, ESC can enable
real-time detection of anomalies like glass breaking or car
accidents, while in ecological monitoring, it can help track
specific animal species or detect illegal activities like logging.

Early ESC systems primarily relied on handcrafted features,
such as Mel-Frequency Cepstral Coefficients (MFCCs), zero-
crossing rates, or spectral centroids, combined with tradi-
tional machine learning models like Support Vector Machines
(SVMs) or Gaussian Mixture Models (GMMs) [8]. While
these approaches demonstrated some success, their perfor-
mance was inherently limited by the necessity for arduous
domain expertise in feature engineering and their struggle to
handle the complexity, variability, and potential noise present
in real-world audio scenes. Consequently, their generalization
capabilities across diverse soundscapes remained constrained,
often requiring significant manual effort for each new sound
domain.
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The advent of deep learning, particularly Convolutional
Neural Networks (CNNs), revolutionized the field of ESC.
CNNs possess the unique ability to learn hierarchical and
discriminative features directly from raw data representations,
thereby eliminating the need for manual feature design. Spec-
trograms, which visually represent audio signals in the time-
frequency domain, serve as highly effective inputs for CNNs,
allowing the models to capture both spectral and temporal
characteristics of sounds. Piczak [2] famously demonstrated
that CNNs, when trained on short-time spectrograms, can
achieve strong performance in ESC tasks, laying groundwork
for subsequent deep learning advancements. Subsequent works
explored various CNN architectures, including VGG-like net-
works, Inception networks, and Residual Networks (ResNets),
to improve feature extraction and mitigate issues like vanishing
gradients [9]. More recently, advanced data augmentation tech-
niques like SpecAugment [5] and sophisticated loss functions
such as Focal Loss [6] have been introduced to improve model
robustness and address common challenges like data scarcity
and class imbalance.

Despite these developments, most existing ESC models are
often trained on a single, homogenous dataset with a narrow
range of sound classes, which inherently limits their ability
to generalize across varied and unseen environments. For
instance, a model trained solely on urban sounds may perform
poorly on natural or human-vocalization-rich environments.
Furthermore, deep learning models often underperform when
trained on imbalanced datasets, where certain classes dominate
the training samples, leading to a bias towards majority classes
and poor recall for minority classes. This is a common issue
in real-world audio collections.

To address these challenges comprehensively, this study
proposes a robust ESC framework built upon a large, heteroge-
neous dataset constructed by merging three publicly available
and distinct audio datasets: UrbanSound8K [3] (urban sounds),
ESC-50 [2] (environmental sounds), and VocalSound [1] (hu-
man vocalizations). This integrated dataset provides a rich
and varied collection of 59 distinct environmental and human
vocal sounds, aiming to overcome the limitations of single-
source training and significantly enhance model generalization.
We employ an adapted deep CNN architecture based on
a pre-trained ResNetl8 model [4], which is optimized for
single-channel spectrogram inputs. Furthermore, to mitigate
the impact of the inherent class imbalance within the combined
dataset and improve model robustness, we leverage advanced
training techniques including SpecAugment-like data augmen-
tation through time and frequency masking, and a class-
weighted Focal Loss function. The primary objective of this
work is to build a highly accurate and generalizable ESC
system capable of robustly classifying a wide array of en-
vironmental and vocal sounds across varied acoustic settings,
demonstrating the synergistic benefits of data integration and
advanced deep learning techniques.

II. METHODOLOGY

The methodology for developing the robust environmental
sound classification system involves several key stages: metic-
ulous data acquisition and preparation from multiple sources,
standardized feature extraction, efficient model architecture
design, a carefully configured training regimen incorporating
advanced techniques, and a comprehensive evaluation proto-
col. Each step is meticulously designed to optimize the per-
formance and generalization capabilities of the model across
a diverse range of environmental and human vocal sounds.

A. Data Collection and Preprocessing

The foundation of this audio classification system relies
on a diverse set of publicly available datasets to ensure
broad acoustic coverage. Three distinct and complementary
datasets were leveraged: UrbanSound8K [3], ESC-50 [2], and
VocalSound [1]. Their key characteristics are summarized in
Table I.

TABLE 1
SUMMARY OF DATASETS USED FOR ENVIRONMENTAL SOUND
CLASSIFICATION

Dataset Name # Classes # Samples Example Classes / De-

scription

8,732 Air

UrbanSound8K [3] 10 conditioner, Car
horn, Children playing,
Dog bark, Drilling,
Engine idling, Gun shot,
Jackhammer, Siren, Street
music

ESC-50 [2] 50 2,000 Dog, Rain, Sneezing,
Clock tick, Sea waves,
Fire, Thunderstorm, Toilet

flush(+42 more)

VocalSound [1] 6 21,024 Laughter, Sighs, Coughs,
Throat clearing, Sneezes,
Sniffs (with meta-info like

age, gender)

These datasets were programmatically loaded, and their
metadata (filepaths, labels) were combined into a unified
DataFrame using the ‘pandas‘ library for efficient manage-
ment.

A crucial preprocessing step involved standardizing and
unifying the diverse class labels across these heterogeneous
datasets. An initial analysis revealed overlapping and incon-
sistent naming conventions (e.g., ’”dog_bark’ in UrbanSound8K
and ’dog’ in ESC-50). A comprehensive mapping strategy was
applied, which included lowercasing and collapsing whites-
pace, followed by a specific dictionary-based manual mapping
to resolve aliases and unify related categories. For example,
both “dog_bark” and “dog” were mapped to a single “dog”
class. This meticulous process resulted in a total of 59 unique
and distinct class labels for the combined dataset. Figure 1
illustrates the initial composition of the combined dataset by
original source before any filtering or balancing operations.
An analysis of clip durations revealed that approximately 475
samples (primarily from UrbanSound8K) were shorter than 1.0
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second. To ensure consistent input for feature extraction and
subsequent model training, these short clips were subsequently
filtered out. The metadata for the filtered audio clips and their
corresponding unified labels were then used to generate Mel-
spectrograms.

Composition of Combined Dataset (Before Filtering)

16000

14000

12000

10000

8000

Number of Samples

6000

2000

UrbanSound8k EsC50

Dataset

ocalSound

Fig. 1. Composition of the combined dataset from UrbanSound8K, ESC-50,
and VocalSound, showing the number of samples per dataset before filtering
or balancing.

B. Data Balancing and Feature Extraction

To mitigate the adverse impact of severe class imbalance,
a hybrid balancing strategy was implemented. This approach
aimed to equalize the number of samples per class by applying
both upsampling and downsampling techniques:

o Classes with fewer than 200 samples were upsampled
to a minimum of 200 samples. This was achieved by
randomly duplicating existing audio clips within that
class.

o Classes with more than 1000 samples were downsam-
pled to a maximum of 1000 samples. This involved
randomly selecting a subset of 1000 samples from the
larger class.

o Classes with sample counts between 200 and 1000 re-
mained unchanged.

This hybrid method was chosen to prevent excessive duplica-
tion (leading to overfitting) in very small classes while also
curbing the dominance of very large classes. This strategy
effectively balanced the dataset, resulting in a total of 22,999
samples with a significantly more uniform distribution across
the 59 unified classes, as depicted in Fig. 2.

Following balancing, all audio clips were processed to a
fixed length of 4.0 seconds. This duration was selected as a
common compromise to capture sufficient temporal context
for most environmental sound events while remaining compu-
tationally manageable. Audio waveforms were resampled to a
consistent 16,000 Hz (16 kHz) sampling rate using ‘librosa‘,
a standard practice in audio processing to standardize input
and focus on relevant frequency ranges for environmental
sounds. Clips shorter than the 4.0-second target length were
zero-padded to the required length, ensuring uniform input

CisesGistribution sefore Hyorid Balancing Cises Gisriution #er ybrd Balancing

Fig. 2. Distribution of unified class labels before and after applying the hybrid
balancing strategy. The balancing aimed to cap large classes at 1000 samples
and boost small classes to 200 samples.

dimensions. Longer clips were truncated from the beginning
to fit the 4.0-second window.

The fixed-length audio waveforms were then transformed
into Mel-spectrograms, a widely used and robust feature
representation for deep learning in audio applications. Mel-
spectrograms were generated using a Fast Fourier Transform
(n_fft) window size of 1024 samples, a hop length of 512
samples (resulting in 50% overlap), and 128 Mel frequency
bins (n_mels=128). These parameters were chosen to provide
a good balance between frequency resolution and temporal
detail, capturing the nuances of various sound events. The
resulting power spectrograms were subsequently converted
to a decibel (dB) scale using ‘librosa.power_to_db‘, a com-
mon practice that compresses the dynamic range and aligns
better with human auditory perception. Finally, each Mel-
spectrogram was normalized to have a mean of 0 and a
standard deviation of 1 across its entire feature matrix, a
crucial step to stabilize training and improve convergence.
These processed Mel-spectrograms were saved as NumPy
arrays (“.npy" files) for efficient loading during model training,
with associated metadata linking them to their original audio
source and encoded labels. An example of a generated Mel-
spectrogram for a ’children playing’ sound is shown in Fig. 3.

Mel Spectrogram Example (Class: children playing)
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Fig. 3. Example of a Mel-spectrogram extracted from an audio clip of children
playing. Mel-spectrograms are generated with 128 Mel frequency bins and
converted to decibel scale.
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C. Model Architecture

The classification model, named ‘AudioCNN‘, is a Con-
volutional Neural Network (CNN) built upon a pre-trained
ResNet18 architecture [4]. ResNet models are known for their
strong performance in image classification tasks due to their
residual connections, which help mitigate vanishing gradients
and enable the training of deeper networks. Leveraging pre-
trained weights from ImageNet, a vast image dataset, provides
a robust feature extractor that can often be adapted for new do-
mains with similar data structures, such as Mel-spectrograms,
which can be treated as single-channel images.

The standard ResNet18 ‘convl1‘ layer, originally designed to
accept 3-channel (RGB) image inputs, was specifically adapted
to accommodate the single-channel Mel-spectrogram input.
This adaptation was achieved by averaging the pre-trained
weights across its three input channels, effectively creating
a grayscale-compatible filter that retains the learned low-level
features from ImageNet. All layers of the ResNet18 backbone,
except for the newly adapted ‘convl‘ and the replaced final
fully connected layer, were initially frozen. The original final
fully connected layer of the ResNetl8 was replaced with a
new linear layer that outputs predictions for the 59 unique
audio classes, with a ‘Softmax* activation function applied at
inference time to obtain class probabilities.

D. Training Configuration and Augmentation

The prepared dataset of Mel-spectrograms and their cor-
responding encoded labels was partitioned into training, val-
idation, and test sets with an 80-10-10 ratio, respectively.
Crucially, this split was performed with stratification by class
labels to ensure that each subset maintained a representative
distribution of all 59 audio classes, preventing any single split
from being disproportionately devoid of specific sound types.
The ‘SpectrogramDataset* class, implemented in PyTorch, was
used to efficiently load the pre-processed Mel-spectrograms
from disk and retrieve their associated labels during training.

The model was trained using the AdamW optimizer, known
for its strong performance and robustness, with an initial
learning rate of 1 x 1073 and a weight decay of 0.01. To
address the persistent class imbalance within the dataset and
to shift focus towards hard-to-classify examples, a Focal Loss
[6] function was employed instead of standard Cross-Entropy
Loss. The Focal Loss was configured with a gamma value of
~ = 2.0, which modulates the loss for well-classified exam-
ples, reducing their contribution and giving more emphasis to
misclassified ones. Furthermore, class-specific weighting (o)
was applied to the Focal Loss. The weight for each class ¢ was
calculated as a; = 1/class_count,, directly from the counts
of samples in each class after balancing. This mechanism
directly prioritizes the learning of under-represented classes by
increasing their loss contribution and down-weights the easily
classified majority class examples.

Data augmentation, directly inspired by SpecAugment
[5], was applied dynamically during training to the Mel-
spectrograms. This involved random time and frequency mask-
ing:

« Frequency Masking: Two frequency masks were ap-
plied, each with a maximum width of 20 Mel frequency
bins, randomly chosen to zero out a contiguous block of
frequency channels. This encourages the model to learn
features robust to partial loss of frequency information.

« Time Masking: Two time masks were applied, each with
a maximum width of 20 time frames, randomly chosen to
zero out a contiguous block of time steps. This simulates
variations in sound duration or occlusions, improving
temporal robustness.

These augmentations were designed to improve the model’s
generalization capabilities and reduce overfitting to specific
instances in the training data.

Training progressed for a maximum of 10 epochs. A ‘Re-
duceLROnPlateau‘ scheduler monitored the validation loss,
reducing the learning rate by a factor of 0.5 if no improvement
was observed after 3 consecutive epochs. An Early Stopping
mechanism was also implemented to prevent overfitting; it
monitored both validation loss and accuracy, with training
halting if no improvement in validation loss was seen for
5 consecutive epochs. The model checkpoint with the best
validation performance (lowest validation loss) was saved
and used for final evaluation. The training was conducted
on a single NVIDIA GPU using the PyTorch deep learning
framework.

E. Evaluation

The trained model’s performance was rigorously evaluated
on the independent and unseen test set, comprising 10% of
the total balanced dataset. Key classification metrics were
computed to provide a comprehensive assessment:

« Overall Accuracy: The proportion of correctly classified

samples across all classes.

o Precision: The proportion of true positive predictions
among all positive predictions for each class.

o Recall (Sensitivity): The proportion of true positive
predictions among all actual positive samples for each
class.

e Fl-score: The harmonic mean of precision and recall,
providing a balanced measure of performance, especially
useful for imbalanced datasets.

A detailed classification report, providing precision, recall,
and Fl-score for each of the 59 classes, was generated.
Furthermore, the macro average F1-score (unweighted average
across classes) and weighted average Fl-score (weighted by
support for each class) were reported to give a holistic view of
performance. A confusion matrix was generated and visualized
to provide a granular understanding of the model’s predictive
performance across all classes, explicitly highlighting com-
mon correct classifications and, more importantly, patterns of
misclassifications between acoustically similar sound events.

III. RESULTS AND DISCUSSION

The training process demonstrated the model’s ability to
learn and generalize effectively from the diverse and balanced
audio data. The loss and accuracy curves throughout the

128



training and validation phases are presented in Fig. 4. The
training loss consistently decreased, indicating that the model
was effectively minimizing the loss function on the training
data. Concurrently, the validation loss also showed a consis-
tent decreasing trend before stabilizing, which is indicative
of effective learning without significant overfitting. Corre-
spondingly, both training and validation accuracies steadily
increased, reaching high values by the end of the training
process, converging towards optimal performance. The ‘Re-
duceLROnPlateau‘ scheduler successfully adjusted the learn-
ing rate, and the Early Stopping mechanism, set to a patience
of 5 epochs, effectively halted training when improvements in
validation metrics plateaued, preventing potential overfitting to
the training set.

The final model, which achieved the best performance on
the validation set (determined by the lowest validation loss),
was subsequently evaluated on the independent test set. The
overall accuracy of the model on the unseen test set was
approximately 91.43%. This high accuracy demonstrates the
model’s strong ability to correctly classify a wide variety of
environmental and vocal sounds it had not encountered during
training. A comprehensive classification report, detailing preci-
sion, recall, and F1-score for each of the 59 classes, is provided
in Subsection III-A. The macro average F1-score, which treats
all classes equally regardless of their sample count, was 0.95,
while the weighted average F1-score, which accounts for class
support, was 0.91. These metrics collectively indicate strong
overall performance across classes, validating the effectiveness
of the class balancing strategy and Focal Loss in ensuring
robust performance even for classes that might have been
challenging due to their original smaller size or acoustic
properties.

Loss Curves Accuracy Curves

_

— Train Loss
10 Val Loss %

— Train Accuracy
Val Accuracy

Los
Accuracy (%)

Fig. 4. Training and validation loss and accuracy curves over epochs. The
plots illustrate the model’s learning progression and convergence.

The confusion matrix, presented in Fig. 5, provides a gran-
ular visual representation of the model’s per-class predictive
performance and highlights specific misclassification patterns.
Many classes, particularly those with distinct acoustic charac-
teristics and clear boundaries (e.g., ’airplane’, ’can_opening’,
‘cat’, 'pig’, 'washing_machine’, ’thunderstorm’), show near-
perfect classification, demonstrating high precision and recall.
These sounds typically have unique spectral and temporal
signatures that are easily learned by the CNN.

However, certain human vocalization sounds, such as
*coughing’ (F1-score 0.73), ’sneezing’ (F1l-score 0.80), ’sniff-
ing’ (Fl-score 0.79), ’laughter’ (Fl-score 0.93), and notably
*throat_clearing’ (F1-score 0.71), exhibit slightly lower F1-
scores compared to other classes. This indicates more chal-
lenges in distinguishing these fine-grained sound events. Com-
mon misclassifications for these classes might include confu-
sion among each other (e.g., a ’cough’ being misclassified
as a ’throat_clearing’ due to similar acoustic energy profiles),
or with other transient human-produced sounds. For instance,
*siren’ (F1l-score 0.95) showed strong performance but might
occasionally be confused with other loud, sustained urban
sounds like *car_horn’ or ’train’, as can be seen from slight off-
diagonal values in the confusion matrix. The class ’dog’ (F1-
score 0.89) also showed a moderate F1-score, likely due to the
variety of dog sounds (barking, growling, whining) contained
within this broad category. Nevertheless, the effectiveness of
the class balancing strategy and Focal Loss contributed signif-
icantly to mitigating severe performance drops often observed
in minority or acoustically challenging classes, leading to
robust results across the broad spectrum of urban and vocal
sounds.

Confusion Matrix

Fig. 5. Confusion matrix illustrating the classification performance of the
model on the test set. Rows represent true labels, and columns represent
predicted labels.

A. Classification Report

precision recall fl-score support
air_conditioner 0.97 0.97 0.97 100
airplane 0.95 1.00 0.98 20
breathing 1.00 0.95 0.97 20
brushing_teeth 0.94 0.85 0.89 20
can_opening 1.00 1.00 1.00 20
car_horn 0.94 0.97 0.96 34
cat 1.00 1.00 1.00 20
chainsaw 1.00 1.00 1.00 20
children_playing 0.91 0.93 0.92 100
chirping_birds 1.00 0.95 0.97 20
church_bells 0.83 1.00 0.91 20
clapping 0.87 1.00 0.93 20
clock_alarm 0.95 1.00 0.98 20
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TABLE 1I

COMPARATIVE PERFORMANCE OF ENVIRONMENTAL SOUND
CLASSIFICATION MODELS

clock_tick 0.87 1.00 0.93 20
coughing 0.67 0.81 0.73 100

cow 1.00 1.00 1.00 20
crackling_fire 1.00 1.00 1.00 20
crickets 0.91 1.00 0.95 20

crow 0.95 0.95 0.95 20
crying_baby 1.00 1.00 1.00 20

dog 0.97 0.82 0.89 90
door_wood_creaks 1.00 1.00 1.00 20
door_wood_knock 1.00 1.00 1.00 20
drilling 0.96 0.89 0.92 95
drinking_sipping 1.00 1.00 1.00 20
engine 0.97 0.98 0.98 100

fireworks 0.94 0.85 0.89 20
footsteps 0.95 1.00 0.98 20

frog 0.95 1.00 0.98 20
glass_breaking 1.00 0.95 0.97 20
gun_shot 1.00 0.96 0.98 28
hand_saw 1.00 0.95 0.97 20
helicopter 0.95 1.00 0.98 20

hen 0.87 1.00 0.93 20

insects 0.95 1.00 0.98 20
jackhammer 0.97 0.96 0.96 98
keyboard_typing 0.83 1.00 0.91 20
laughter 0.96 0.90 0.93 100
mouse_click 0.95 1.00 0.98 20
pig 1.00 1.00 1.00 20
pouring_water 1.00 0.90 0.95 20
rain 0.95 1.00 0.98 20

rooster 1.00 1.00 1.00 20
sea_waves 1.00 1.00 1.00 20

sheep 1.00 1.00 1.00 20

sighing 0.95 0.80 0.87 100

siren 0.99 0.92 0.95 95

sneezing 0.76 0.84 0.80 100
sniffing 0.72 0.88 0.79 100

snoring 1.00 1.00 1.00 20
street_music 0.85 0.88 0.86 100
throat_clearing 0.95 0.57 0.71 100
thunderstorm 1.00 1.00 1.00 20
toilet_flush 1.00 1.00 1.00 20
train 0.91 1.00 0.95 20
vacuum_cleaner 0.95 1.00 0.98 20
washing_machine 1.00 1.00 1.00 20
water_drops 0.71 1.00 0.83 20
wind 1.00 1.00 1.00 20

accuracy 0.91 2300

macro avg 0.94 0.96 0.95 2300
weighted avg 0.92 0.91 0.91 2300

B. Comparative Analysis

To provide a comprehensive benchmark for our devel-
oped system, Table II presents a comparative overview of
its performance against various state-of-the-art models and
widely recognized approaches in Environmental Sound Clas-
sification. This includes models trained on individual datasets
(UrbanSound8K, ESC-50) as well as those leveraging multi-
dataset strategies or advanced deep learning architectures. This
comparison would highlight the benefits of our combined data
and technique approach.

C. Ablation Studies

The significant performance difference between Model 1
(without advanced techniques) and Model 2 (our proposed
model) serves as a compelling implicit ablation study. While
Model 1 achieved a seemingly high accuracy of 79%, a closer
look at the per-class Fl-scores (see the result in Fig. 6)
revealed a strong bias towards majority classes, with many
smaller classes being completely ignored, resulting in an
Fl-score of 0.00. This stark contrast highlights the critical
importance of the advanced techniques. The improvement

Dataset Used Model Used Accuracy (%)
UrbanSound8K + | ResNetl8 + Focal Loss | 91.43
ESC-50 + VocalSound
UrbanSound8K + | ESResNeXt + CLIP 90.07 (US8K), 97.15
ESC-50 (ESC-50)
UrbanSound8K Resource Adaptive | 97.2 (US8K), 85.6

CNN (ESC-50)
UrbanSound8K + | Audio Spectrogram | 84.0 (US8K), 839
ESC-10 + ESC-50 Transformer (ESC-50)
UrbanSound8K Paired Inverse Pyramid | 95.5 (US8K)

MLP
UrbanSound8K + | Multi-channeled CNN | 97.52 (US8K), 88.50
ESC-10 + ESC-50 + Attention (ESC-50)
UrbanSound8K + | ResNetl52 + Transfer | 99.49 (US8K), 97.57
ESC-10 + ESC-50 Learning (ESC-50)
UrbanSound8K 1D CNN End-to-End 89.0 (US8K)
UrbanSound8K + | CNN + Attention 98.41 (US8K)
ESC-50
ESC-50 SE-ResNet50 Not reported on stan-

dard benchmarks

UrbanSound8K + | Temporal-Frequency Not reported specifi-
ESC-50 CNN cally
UrbanSound8K + | CNN + LBP Features 91.2 (US8K), 89.5
ESC-50 (ESC-50)
UrbanSound8K + | Hybrid CNN-LSTM 93.2 (US8K), 91.8
ESC-50 (ESC-50)

Comparison of F1-Scores Hetween Model 1 and Model 2

o 171 Modei2-e0res

i
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Fig. 6. This figure shows the per-class Fl-score comparison between Model
1 (without advanced techniques) and Model 2 (our proposed model). It
highlights the significant performance gains achieved by incorporating the
advanced techniques.

shown in the results is directly attributed to the inclusion of
the following:
o Impact of Data Balancing: The hybrid upsam-
pling/downsampling strategy successfully addressed the
severe class imbalance, which was a major limitation in
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Model 1, leading to significantly improved recall and F1-
scores for all minority classes.

« Contribution of Focal Loss: The use of Focal Loss
effectively focused the training on hard-to-classify ex-
amples and reduced the influence of easy-to-classify
majority classes, leading to more robust and balanced
performance in Model 2.

« Effectiveness of SpecAugment: The application of
SpecAugment-like time and frequency masking improved
the model’s generalization, making it more robust against
variations in audio and contributing to the overall higher
Fl-scores observed in Model 2.

« Impact of using a pre-trained model: The utilization
of a pre-trained ResNet-18 backbone likely provided a
strong initial feature representation, accelerating conver-
gence and boosting the final performance compared to
training Model 1 from a random initialization.

IV. CONCLUSION AND OUTLOOK

This study successfully developed a robust and highly
generalizable environmental sound classification system by
integrating three distinct and complementary datasets: Urban-
Sound8K, ESC-50, and VocalSound. A comprehensive data
preprocessing pipeline, including meticulous label unification,
standardized audio processing, and robust Mel-spectrogram
feature extraction, was established. The application of a hy-
brid balancing strategy, tailored to the unique characteristics
of the combined dataset, effectively addressed the inherent
class imbalance. Furthermore, leveraging an adapted pre-
trained ResNet18 model, optimized for single-channel spectro-
gram inputs, coupled with advanced training techniques like
SpecAugment-like data augmentation and a class-weighted
Focal Loss function, proved highly effective in learning dis-
criminative features and improving model robustness. The
model achieved a notable overall accuracy of 91.43% on the
independent test set, demonstrating its strong generalization
capabilities across a wide range of urban and vocal sound
events. The detailed per-class analysis confirmed the model’s
ability to maintain high performance even for more challeng-
ing or originally minority classes, validating the efficacy of
the implemented techniques.

While the developed system demonstrates strong perfor-
mance, several promising avenues exist for future work to
further enhance its capabilities and applicability:

« Exploration of Advanced Architectures: Investigate the
potential benefits of more complex deep learning archi-
tectures, such as attention-based models (e.g., Transform-
ers for audio) or larger ResNet variants (e.g., ResNet50,
ResNetl01), to potentially capture even finer-grained
temporal and spectral dependencies.

« Self-Supervised Learning for Audio Representations:
Explore self-supervised pre-training techniques (e.g., Au-
dio ALBERT, BYOL-A) on large unlabelled audio cor-
puses. This could enable the learning of highly versatile
audio representations that require less labelled data for

fine-tuning on specific ESC tasks, potentially improving
generalization to entirely novel soundscapes.

« Real-Time Inference and Edge Deployment: Investi-
gate strategies for optimizing model inference speed and
memory footprint, such as model quantization, pruning,
or knowledge distillation. This would enable deployment
on resource-constrained edge devices for real-time appli-
cations in smart homes, mobile monitoring, or industrial
settings.

By addressing these areas, the proposed ESC framework can
evolve towards even greater accuracy, robustness, and practical
utility in a wide array of real-world applications.
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Abstract

Securing hybrid identity where cloud and on-premises
directories form a single attack surface remains difficult
because controls are enforced inconsistently across
domains. This thesis proposes the Hybrid Identity Zero
Trust-Risk Adaptive (HIZT-R) model, which merges
Zero Trust’s continuous verification with risk-adaptive
access control. Signals from user behavior, device
posture, and context are fused into a unified score
that can update authorization decisions mid-session.
The design operationalizes bidirectional enforcement:
cloud-side detections trigger on-premises controls,
on-premises detections are escalated to the cloud, and
peer-aware propagation re-evaluates accounts that share
recent authentication context.

A prototype validates the model across baseline and
adversarial scenarios (brute force, lateral movement, pos-
ture evasion, impossible travel). Evidence is taken from
authoritative audit sources spanning identity, operating
system events, network access, and SIEM correlation.
Findings indicate that unified hybrid enforcement is
feasible, with clear benefits for containment, but also
surface practical tensions: latency asymmetries between
domains, fragmented audit evidence, and reliance on
custom automation where native hooks are absent. The
approach can be aligned with common regulatory ex-
pectations (NIS2, ISO/IEC 27001, GDPR) when paired
with explicit governance for evidence retention, access
reviews, and data protection.
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I. MOTIVATION AND PROBLEM STATEMENT

Modern hybrid environments link on-premises direc-
tories with cloud identity providers, reshaping identity
and access management [1]. That integration creates real
gaps be it in policy drift, inconsistent risk signals, and
scaling issues. We propose a model designed to handle
these cross-domain problems while remaining flexible
and scalable.

Identity as a Prime Breach Vector

Recent studies highlight this concern. The 2024 Ver-
izon Data Breach Investigations Report underscores the
prevalence of credential misuse and identity compromise
as primary breach vectors [2]. The SolarWinds campaign
shows how identity becomes another entry point [3].

Limits of Traditional IAM

Static IAM approaches have proven inadequate. Mod-
ern attacks exploit:
« Static role grants that dont take into account re-
movale of privilege [4],
« Implicit perimeter trust models that rely on network
location [5],
o Long lived/stale session tokens without continuous
re-evaluation [6] [7],
o Gaps in continuous validation during active ses-
sions [6].
These gaps show why older IAM models are unsuitable
for federated or hybrid environments [1].

Regulatory Pressure

Regulatory frameworks reflect the same concerns. Di-
rectives and standards require stronger identity assurance
and continuous oversight:
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« NIS2 Directive: Demands strong authentication and
stricter management of privileged access [8].

o ISOIEC27001_2022: Calls for risk-based access,
monitoring, and regular review of controls [9].

« GDPR Article 32: Requires appropriate techni-
cal and organizational measures, such as including
MFA for access to personal data [10].

Across jurisdictions, compliance is increasingly diffi-

cult to achieve with static IAM alone.

Unresolved Gap

Despite these pressures, most enterprises adopt only
minimal adaptations such as enforcing MFA or blocking
high-risk locations. Current practice:

o Leaves telemetry signals underused.

« Neglects behavioral analysis [11].

o Applies Zero Trust principles unevenly across cloud

and on-prem domains [12].

The outcome is often a compliance checklist rather

than an adaptive security posture.

Research Gap and Thesis Focus

This thesis addresses that gap by attempting to create
a framework that combines Zero Trust principles [6]
with risk-adaptive enforcement based on RADAC[12] .
The contribution lies in demonstrating mechanisms that
vendors and prior research leave incomplete: containment
that spans both cloud and on-premises domains, escala-
tion that considers peer activity, and a structured risk
score that balances event type, frequency, device trust,
and historical anomalies.

Rather than presenting theory alone, the work builds
and tests a prototype to show how these elements can
function together in practice.

II. RESEARCH QUESTIONS AND OBJECTIVES

This thesis is guided by four research questions (RQs):

« RQI1: Can a hybrid Zero Trust model with risk-
adaptive access control measurably reduce identity-
related threats in an enterprise environment?

« RQ2: How effectively does the model enable con-
tinuous, adaptive policy enforcement across both
cloud and on-premises resources?

« RQ3: What are the operational, usability, and com-
pliance implications of adopting such a model in
practice?

« RQ4: What limitations, trade-offs, or failure modes
become visible when the model is applied?

To answer these questions, We aim for these following

objectives that we defined:

« Objective 1: Critically analyze and compare ex-
isting IAM models (RBAC, ABAC, Conditional
Access)) [4] to show their shortcomings in hybrid

contexts to show their shortcomings in hybrid con-
texts.

+ Objective 2: Design and formalize the proposed
framework, integrating Zero Trust principles with
risk-adaptive enforcement, and specify how identity
and risk signals can be applied dynamically.

« Objective 3: Implement and evaluate the framework
in a controlled environment, validating its effec-
tiveness through scenario-based trials and mapping
the outcomes against established standards such as
ISOIEC27001_2022 [9] and NIS2 [8].

III. THESIS SCOPE AND LIMITATIONS

This thesis focuses on hybrid identity management
where on-premise directories are synchronized/federated
with cloud identity providers. The focus is on context-
aware, risk-adaptive enforcement that uses available sig-
nals such as device posture, anomaly detection, and
behavior patterns. following design principles that are
intended to be transferable beyond a single vendor
ecosystem and an analysis guided by Zero Trust prin-
ciples: continuous verification, least privilege, session
monitoring and per-request authorization.[6] [13]

Clarification of Scope

o The study combines conceptual analysis with a
working prototype in a controlled environment.

« The prototype integrates directory services, access
policies, and a security information and event man-
agement system to demonstrate end-to-end enforce-
ment.

o The evaluation is illustrative, not enterprise-scale. It
aims to show feasibility and highlight challenges,
rather than provide performance benchmarks for
large deployments.

« Regulatory mapping is based on
ISOIEC27001_2022 and NIS2 requirements.

Limitations

« Validation occurs in a small lab setting with staged
scenarios, it is not at enterprise scale.
o The model assumes telemetry and analytics exist but
does not build their underlying infrastructure.
Literature Review

IV. IDENTITY AND ACCESS MANAGEMENT:
FOUNDATIONS AND EVOLUTION

Identity and Access Management (IAM) sets the
rules for who can do what under certain conditions
and accountability. The field has moved from simple
administrator-friendly models to finer policy languages,
yet most production deployments still grant access
once and rely on periodic reviews rather than live re-
evaluation. That design choice explains why credential
abuse and lateral movement remain effective.
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Early Models: DAC and MAC

Discretionary Access Control (DAC): Owners decide
who can read or modify their objects. It is simple and
flexible, but policy becomes the aggregate of many local
decisions, which makes least privilege hard to sustain and
audits hard to trust and just requires a lot of decisions.

Mandatory Access Control (MAC): Labels and
clearances are enforced centrally, with no user discre-
tion [14]. MAC delivers strong confidentiality but is too
rigid for most commercial workflows, changing labels
and policies at the cost of business is not so great.

Role-Based Access Control (RBAC)

RBAC attaches permissions to roles and assigns users
to those roles [4]. This reduces one time grants and shows
separation of duties, but organizations evolve faster than
roles. The results are well known: role explosion, over-
lapping entitlements, and privilege creep. Standardization
efforts gave birth to many variants, yet none remove the
basic problem of static role grants [15].

Attribute-Based Access Control (ABAC)

ABAC evaluates subject, resource, action, and environ-
ment attributes at decision time [16]. It can create precise
conditions. In general two problems arise: attribute en-
gineering and policy governance. Attributes drift, rules
change, and coherence worsens, especially when legacy
protocols limit gets added [16].

Persistent Weakness: Static Decisions

Across DAC, MAC, RBAC, and ABAC, the common
weakness is the same: once a user is in, access typically
persists until a manual revocation or the next review.
Attackers exploit that static element. Stolen credentials
remain useful beyond the first use, lateral movement
benefits from unchanged session state, and one time
granted exceptions become permanent.

The Turn Toward Adaptive Access

Modern practice and research converge on risk-
adaptive control: decisions consider live signals-
behavior, device posture, anomalies-and may change
during a session [12]. Learning-based analytics help
estimate risk from usage patterns and deviations, but
raise governance issues around thresholds and operator
trust [17]. The core idea is simple: move from one-time
checks to decisions that respond to evidence as it arrives.
Subsequent sections examine how this shift aligns with
Zero Trust and why it matters in hybrid estates.

V. HYBRID IDENTITY SYSTEMS: ARCHITECTURES,
RISKS, AND THREAT LANDSCAPE
Hybrid identity couples on-premises Active Directory
Domain Services (AD DS) with a cloud identity provider
(Microsoft Entra ID, Okta) to deliver single sign-on

and centralized policy across SaaS and on-prem work-
loads [18, 1]. It promises consistent control but stitches
together two trust planes with different failure modes,
mistakes in one often surface in the other.

Authentication Mechanisms

Common patterns [19][18]:

« Password Hash Synchronization (PHS). Hashes
are synchronized to the cloud. Pros: simple, low
latency, no per-sign-in dependency on AD. Trade-
offs: aggregated exposure if cloud stores are com-
promised, password risks remain.

« Pass-Through Authentication (PTA). Cloud prox-
ies authentication to AD. Pros: no hash storage
in cloud, policy anchoring on-prem. Trade-offs:
availability tied to agents and network path, outages
block all sign-ins.

« Federation (AD FS). An on-prem IdP issues SAM-
L/OIDC tokens. Pros: centralized token issuance
and nuanced policy. Trade-offs: federation servers
become high-value targets, compromise or miscon-
figuration can mint trusted tokens [20].

Enterprises often mix these during migration, which
increases the number of components that must be con-
figured, monitored, and patched correctly.

Expanded Attack Surface

Hybrid identity creates failure chains that cross control

boundaries:

« Federation abuse. In the SolarWinds campaigns,
federation compromise enabled SAML token forg-
ing and persistent access to cloud resources [3][1].

o Credential replay and lateral movement. Pass-
the-Hash and related techniques begin on-prem and
pivot to cloud once tokens or synced identities are
involved [21].

o Consent phishing / malicious OAuth. Users can
grant API scopes to rogue apps, bypassing pass-
words entirely [22].

« Infrastructure flaws. IdP components themselves
may elevate privilege, recent AD FS issues highlight
how an IdP bug undermines trust guarantees.

e Local admin reuse. Reused local administrator
credentials accelerate lateral movement, LAPS mit-
igates with per-device rotation, but uneven adoption
leaves gaps.

Operational Risks

Lifecycle operations span two planes. Misaligned
joiner—-mover—leaver processes produce shadow identities
and stale entitlements, emergency access and one-off ex-
ceptions bypass normal governance. Surveys show many
organizations adopt MFA but avoid fully risk-adaptive,
in-session controls due to disruption concerns and policy
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complexity [23][24]. In practice, controls concentrate at
initial login while device posture and behavior checks
lag behind during the session.

Industry and Academic Perspectives

Cloud and on-prem tooling each solve parts of the
problem, running them together without drift requires
consistent policy points and shared signals. The next
section narrows to Zero Trust principles that make such
consistency workable.

VI. ZERO TRUST PRINCIPLES IN ENTERPRISE
IDENTITY

Zero Trust removes implicit trust from networks and
prior logins. Access is evaluated per request and can
change during a session as context changes [5][6]. In
identity terms, this shifts control from a one-time gate to
a set of continuous checks that consider who is acting,
from which device, toward what resource, and under
what risk.

Core Principles

1) Verify explicitly. Decisions use signals from iden-
tity, device health, location, workload, and behav-
ior [6].

2) Least privilege. Scope access to the minimum re-
quired, elevate only when needed and time-bound
it.

3) Assume breach. Detect, contain, and recover
quickly, re-challenge or revoke when risk rises.

Reference Architectures and Roadmaps

Forrester’s work framed Zero Trust around identity-
centric perimeters, Google’s BeyondCorp showed how
a proxy can bind identity and device context at
scale [5][20]. NIST SP800-207 distilled these patterns
into a vendor-neutral architecture with policy decision
points that consume signals and render per-request deci-
sions [6]. CISA’s maturity model provides staged adop-
tion guidance across identity, device, network, applica-
tion, and data, positioning identity as the linking control
plane for the rest [13].

Adoption Barriers

Surveys and empirical studies report common hurdles:
legacy protocols and apps that cannot surface modern
signals, policy sprawl across cloud and on-prem own-
ership lines, user friction and MFA fatigue, and limited
explainability of risk decisions, which slows tuning and
acceptance [23][11]. Even where Zero Trust is adopted
in the cloud, equivalent in-session controls are rare on
legacy/on-prem applications, and enforcement outcomes
can diverge between planes.

VII. RISK-ADAPTIVE ACCESS CONTROL (RADAC):
FROM THEORY TO PRACTICE

RAdAC adds a live estimate of risk to access deci-
sions. Instead of approving once at login, the system
weighs current signals (behavior, device posture, anoma-
lies) before and during a session and can step up, restrict,
or revoke when conditions worsen. In hybrid estates,
this is the only realistic way to respond to fast-moving
credential abuse and lateral movement.

ABAC versus RAAC
Risk Models in the Literature

Research turns events and context into a tracside-
waystable score using several families: (i) probabilistic
models that update compromise likelihood from observed
evidence, (ii) fuzzy-logic formulations for imprecise in-
dicators, and (iii) learning-based approaches that learn
normal behavior and flag deviations [12][17][25]. Em-
pirical studies report that risk prompts reduce successful
credential attacks, but they also surface recurring issues-
threshold tuning, false positives, and limited operator
trust when models are opaque [11]. For hybrid identity,
a practical concern is domain shift: cloud-only telemetry
misses on-prem indicators (local admin reuse, lateral
movement) and vice versa, effective scoring must ag-
gregate signals from both planes.

Practical Implementations

Deployed systems tend to prefer clarity over complex-
ity. Common patterns include: (1) a small number of risk
tiers (low/medium/high) derived from anomalous sign-
in properties, password-leak status, device health, and
recent alerts, (2) an enforcement ladder that progresses
from “allow with conditions,” to “step-up,” to “block”,
and (3) session-time checks that can re-challenge or
revoke tokens when posture deteriorates [12][11][23].
In hybrid estates, the hard part is not computing a
number but ensuring that cloud and on-prem policy
points react to the same change in the same way. Later
chapters separate the scoring (signal aggregation) from
enforcement (actions at policy points) so both planes
apply compatible outcomes without duplicating complex
models.

VIII. ENFORCEMENT MECHANISMS AND INDUSTRY
SOLUTIONS

Risk signals only matter if they change outcomes.
Across platforms, the real control surface collapses to a
few predicsidewaystable actions-block, step-up, restrict,
and revoke. What differs is where those actions can be
applied (cloud, on-prem, edge) and how consistently they
react to the same risk change.
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Observed Adoption Patterns

Organizations widely deploy MFA and entry-time
Conditional Access but hesitate to enable fully risk-
adaptive, in-session controls due to user friction, ex-
plainability, and operational overhead [23, 11, 24]. The
practical result is that many policies act only at sign-
in while device posture and behavior checks during the
session remain underused.

Relevance to Hybrid Environments

Each platform is effective on its own plane-cloud
SaaS, enterprise IdP, or edge-but hybrid estates need
both planes to respond the same way to the same risk
change. Achieving that requires two ingredients: (i) a risk
estimate derived from both cloud and on-prem signals,
and (ii) a minimal, audisidewaystable action ladder that
maps cleanly to cloud policy points and to on-prem
controls without drift.

IX. REGULATORY AND COMPLIANCE FRAMEWORK
ALIGNMENT

Regulatory and standards bodies require risk-
appropriate identity controls but rarely prescribe how
to run adaptive, cross-domain enforcement in real time.
The goal here is not legal exegesis, it is to extract what
these texts demand of identity programs and where they
stop short for hybrid estates.

Key Frameworks
Analysis and Implications

GDPR. Mandates a risk-based approach and auditabil-
ity but leaves the technical “how” open. For hybrids, this
supports continuous evaluation, provided controllers can
evidence why an adaptive decision (step-up, revoke) was
proportionate to risk.

NIS2. Raises the floor (MFA, secure authentication)
but remains technology-neutral. In hybrids, parity of
MFA and session controls across on-prem and cloud be-
comes a compliance question of consistency, not vendor
choice.

ISO/IEC 27001:2022. Embeds identity into the ISMS.
Adaptive enforcement fits as a risk treatment with KPIs
(revocation latency, false-positive rate), even if the stan-
dard does not dictate mechanisms.

IEC 62443. Strengthens identity in OT but offers

little on adaptive, session-time control or IT-OT signal
fusion. Where OT relies on legacy protocols, compen-
sating controls (proxy-based enforcement) are needed to
approximate Zero Trust behavior.
Bottom line: frameworks demand risk-appropriate, au-
disidewaystable identity controls. None provides an op-
erational recipe for bidirectional, in-session enforcement
across cloud and on-prem. The next sections synthesize
the literature to close that gap.

X. CRITICAL SYNTHESIS OF CURRENT LITERATURE

Work on identity, Zero Trust, and risk-adaptive control
is mature in parts but thin where enterprises need it most:
operational integration for hybrid estates. Architectural
guidance is clear, and there is evidence that adaptive
checks reduce successful credential attacks. What re-
mains under-specified is how to make cloud and on-prem
policy points react the same way to the same rise in risk.
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Interpretation

Taken together, the literature tells us what to check
(identity, device, telemetry) and how to reason about it
(risk-adaptive), but it stops short of prescribing where to
enforce across two trust planes so that outcomes match.
For practitioners, this is where programs stall: policies
drift between cloud and on-prem, session controls land
unevenly, and risk scores computed in one plane fail to
trigger equivalent actions in the other. The next section
isolates the concrete gaps that follow from this synthesis
and sets up the operational model developed later in the
thesis.

XI. IDENTIFIED RESEARCH GAPS AND
IMPLICATIONS

Key Gaps in the Literature

1) Operational integration of Zero Trust and
RAdAC for hybrids. Prior work treats Zero Trust
architecture and risk-adaptive scoring largely in
parallel, concrete end-to-end blueprints for run-
ning them together across cloud and on-prem are
sparse [6, 12, 23].

2) Bidirectional risk propagation. There is no
widely documented mechanism to propagate a
change in risk from cloud — on-prem and on-
prem — cloud that guarantees the same enforce-
ment outcome at both policy points [6, 13].

3) In-session parity for legacy/on-prem workloads.
Session revocation, re-authentication, and condi-
tional restriction are mature for cloud applica-
tions but inconsistently available or specified for
legacy/on-prem apps [23, 24].

4) Explainability and governance of risk decisions.
Learning-based and composite scoring approaches
remain opaque, lack of operator-facing explana-
tions slows tuning and increases false-positive
cost [17, 11].

5) Hybrid-specific outcome evidence. Publications
often measure adoption or user attitudes rather than
end-to-end outcomes (containment time, lateral-
movement blockage, user impact) under hybrid
conditions [24, 23].

6) Compliance-to-operations translation. Standards
and regulations require risk-appropriate identity
control but stop short of operational pipelines for
adaptive, cross-domain enforcement [9, 26].

Implications

Enterprises needs:

(i) a simple, explainable risk estimate that aggre-
gates signals from both planes, (ii) a minimal, au-
disidewaystable enforcement ladder (step-up, restrict,
revoke/disable) mapped to cloud and on-prem policy
points, and (iii) a mechanism to propagate risk quickly in

both directions so sessions converge to the same outcome
regardless of where evidence originated. Chapter XII
specifies this operational layer, Chapter XVII implements
it in a hybrid environment, Chapter XXV-0f evaluates
its effect on attack containment and operational cost.
Proposed Model: Risk-Adaptive Zero Trust Architecture
for Hybrid Identity

XII. MODEL OVERVIEW AND DESIGN PRINCIPLES

The Hybrid Identity Zero Trust-Risk Adaptive abbre-
viated to HIZT-R model directly addresses critical gaps
identified in Chapter 2, particularly the limitations of
static access control mechanisms and isolated domain
risk assessments. Based on Zero Trust principles, HIZT-R
assumes every user, device, and network to be untrusted
by default and requires dynamic, context-driven verifica-
tion for each access request [6].

Unlike standard perimeter-based security, that grants
trust post authentication, HIZT-R uses ongoing risk as-
sessment throughout the user sessions. This continuous
evaluation framework assesses identity, device posture,
network location, and real time environmental context[6].

Prior studies have underscored the inadequacy of static
access control and perimeter trust in hybrid enterprise
settings. NIST Special Publication 800-162 highlighted
the necessity for attribute based, adaptive policy enforce-
ment capable of real time responsiveness [16]. Firdhous
similarly emphasized the significance of dynamic trust
frameworks for scalable risk management [27] [12]. With
these findings HIZT-R introduces a robust continuous
risk scoring mechanism, ensuring real-time, adaptive en-
forcement not only at initial authentication but through-
out active sessions.

Figure 1: Traditional perimeter defense vs Zero Trust
architecture.

XIII. MODEL ARCHITECTURE AND CORE
COMPONENTS

The HIZT-R model is structured in a modular technol-
ogy agnostic architecture to allow for adaptive, context
sensitive access control in hybrid environments. Each
component addresses key operational and theoretical
gaps seen in Chapter 2, especially on synchronization
and unified risk assessment.
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o Identity Providers (IdPs): Both on-premises and scores and potential session validation, addressing

cloud solutions providers operate as authentication concerns of delayed or fragmented threat response
points supporting federated/unified identity flows. highlighted in Chapter 2 [6] [12].
IdPs also emit real-time risk signals-such as com- Threshold Calibration Considerations: Risk thresh-

promised credentials or anomalous behavior-which  ]ds (71,75) and weights (w;) should reflect a balance
HIZT-R propagates to trigger cross domain enforce-  between security and user experience, decided by op-
ment actions rather than mutating each provider’s erational data (such as past incidents or authentication
native risk classification. friction metrics).
« Device Security Posture Service: This service con-
tinuously assesses device trustworthiness through
compliance checks. each device risk attributes is in-
tegrated into the unified risk assessment framework,
as suggested in Gap 4. Compatibility with standards
based MDM, EDR, and CASB systems is important
to the design [7]. Devices are classified as unman-
aged/BYOD, registered, or managed/compliant.
« Unified Risk Engine: The risk engine aggregates
multiple risk indicators such as user behaviors, de-
vice posture, geographical location, and contextual
intelligence across cloud and on-premise environ-
ments into a single global risk score:

Rglobal = w1 Rusel'+w2 Rdeviee+w3Rlocation+w4 Rcontezt

The weighting factors w; are established empirically
from historical security incidents and calibrated
periodically based on ongoing analytics, directly
addressing concerns raised in Chapter 2 regarding
operational friction and false positives.

« Policy Decision Point (PDP): The PDP dynam-
ically retrieves risk scores and evaluates policies
defined according to the following thresholds, de-
rived from organizational risk appetite and validated
empirically:

« Peer-Propagated Risk Scoring Engine: The risk
engine is set up in such a way that When a user
is flagged as high risk, recent peers-identified by
shared device logon within a configurable window
are automatically re-scored and, if necessary,
subjected to heightened enforcement.

« Policy Enforcement Points (PEPs): PEPs are po-
sitioned at resource boundaries such as cloud gate-
ways, on-premises network proxies, API endpoints-
to enforce real-time policy decisions. This addresses
Gap 1, ensuring that adaptive access control is
consistent [1]. Where continuous access evaluation
is unsupported, effective enforcement latency equals
the remaining token lifetime, decisions still propa-
gate but take effect upon token renewal.

« Continuous Monitoring and Bidirectional Feed-
back: This component logs all risk and access
events. When new risk signals emerge in either
domain, the information is rapidly synchronized if
possible, prompting real-time recalculation of risk
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A. Novelty and Contribution of HIZT-R

Existing Zero Trust and Risk-Adaptive Access
Control (RAdAC) frameworks, as discussed in Chapter
2, do not adequately address the operational complexity
inherent in hybrid environments. HIZT-R addresses
these challenges with three core advancements:

1 Hybrid-Orchestrated Risk Scoring for Policy
Consistency.
HIZT-R adapts unified risk aggregation (common in
risk-adaptive TAM[12, 28]) to run consistently across
on-premises and cloud. The scoring method is standard
the contribution is the cross-domain orchestration with
real-time feedback and peer-propagated risk, making it
suisidewaystable for hybrid enforcement so that Policy
Decision Points (PDPs) on both planes consume a sin-
gle, compatible risk view. however this is currently not
possible so its used to calculate the risk on premis and
make decisions based on the score obtained.

Rglobal = wq Ruser+w2Rdevice+w3Rlocatiolx+w4Rcolxtext~

Each component R; is normalized before aggregation,
weights w; reflect organizational risk appetite and empir-
ical calibration. Thresholds (71, 72) are tuned to balance
security and usability. For instance, endpoint heavy threat
profiles increase wqevice, insider risk footprints increase

Wyser-
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2 Bidirectional Risk Feedback for
Synchronization.

Objective: HIZT-R aims for bidirectional risk signal
synchronization: high-confidence detections in one plane
become inputs in the other so that risk state is shared

across cloud and on prem.

Hybrid

Practical constraint: Major IdPs generally do
not expose supported interfaces to write native risk
classifications.

Current  contribution: HIZT-R  implements
bidirectional  enforcement: on-premises detections
trigger cloud actions (session revocation, disable

principal, quarantine group), and cloud risk state/signals
trigger on-premises directory and session controls
thus enforcement is mirrored but risk state remains
untouched.

Illustrative control flow (pseudo code):

function cloud_to_enterprise (user, cloudRisk) :
if cloudRisk in {Medium, High}:
disable_ad_account (user
# enterprise directory control

move_to_quarantine_ou (user)

function enterprise_to_cloud (user,

s = score(alert)

# RiskScore = 2S5 + 1F + 3T + 4D + 2H

if s >= TAU2:

# high threshold (e.g., disable+quarantine)
revoke_cloud_sessions (user)
# CAE-effective mid-session when

supported
disable_cloud_principal (user)
add_to_gquarantine_group (user)

elif s >= TAUL:

# medium threshold (e.g., step-up / revoke)
revoke_cloud_sessions (user)
# step-up enforced at next auth

alert) :

# Explicitly no API calls here to set risk in
the IdP, providers keep risk state internal

o Window - Default W=24h (tunable), peers must
share host context within W.

« Fan out cap - Limit to Ny, peers per source event
to bound operational noise.

« Ceiling / Floor - A peer’s score increase is capped
by Apnax, boosts never push below existing base-
lines and cannot exceed the high risk ceiling.

« Reversion - Decays on clearance (password reset,
device remediation) or on TTL=W, whichever oc-
curs first.

Propagation rule. Let P(u, W) be the set of recent peers
of user « within window W on shared hosts. Define

02, if RiskScore(u) > 7

A(u) = { 61, if 71 < RiskScore(u) < 72
0, otherwise

For each p € P(u, W),
RiskScore(p) = min(RiskScore(p)+A(u), Ceiling,,),

and if RiskScore(p) crosses 71 or 7o, PDPs trigger
the corresponding enforcement (revoke/step up or
disable/quarantine) at the peer’s next evaluation.

Hlustrative control flow (pseudo code):

On-premises detections triggers cloud enforcement
(session revocation, disablement, quarantine). and so do
cloud risk signals trigger equivalent enterprise account
controls. Native cloud risk classification is not modified
by on-premises signals.

3 Peer-Propagated Risk (Blast-Radius Contain-
ment).
HIZT-R evaluates the risk of recent peers-users and
devices that share logins to preempt lateral movement
and contain blast radius. This is implemented as signal
driven enforcement propagation so if an account shared
a compromised endpoint it is also assessed

« Scope - Interactive human principals only, exclude

service principals and built in admin accounts.

function propagate_peer_risk (source_user,
source_score, device, now):
if source_score < TAUl:
return

peers = recent_interactive_logons (device,
window=W) # same host within W

peers = filter(peers, is_human_principal
and not built_in_admin and not service_acct
)

peers = limit_fanout (peers, N_MAX)

delta = DELTA2 if source_score >= TAU2 else
DELTAL

for p in peers:
new_score = min(score(p) + delta,
HIGH_RISK_CEILING) # cap by ceiling
set_transient_peer_score (p, new_score,
ttl=W) # decays on TTL/clearance

# If thresholds crossed by the boost,
queue enforcement

if score(p) < TAUl and new_score >=
TAUl:

enqueue_enforcement (p, action=

revoke/step-up)

if score(p)
TAU2:

< TAU2 and new_score >=

enqueue_enforcement (p, action=

disable/quarantine)
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The peer propagation helps fufil the unified scoring and
bidirectional enforcement, providing a unified method to
suppress lateral movement, its bounds (W, Nipax, Amax)
make it audisidewaystable and tunable for enterprise
deployment.

B. Core Design Objectives

HIZT-R explicitly targets five primary objectives:

Continuous Verification: All access requests and
ongoing sessions are dynamically evaluated against
current risk indicators, reducing exposure from
compromised credentials or changing device states
[6].

Risk-Adaptive Decision Making: Incorporating
real-time risk assessments, the model dynamically
adjusts enforcement levels, such as requiring ad-
ditional authentication measures or restricting re-
source access[27].

Seamless Hybrid Integration: HIZT-R utilizes in-
dustry standard protocols to integrate with existing
hybrid identity infrastructures, facilitating imple-
mentation and minimal disruption [1].
Compliance Alignment: Controls within HIZT-R
map to regulatory requirements outlined in stan-
dards such as NIS2 for continuous authentication
and ISO/IEC 27001 for comprehensive access con-
trol and auditability [ISOIEC27001\_2022, 8].
Optimized User Experience: Balancing security
and usability, with measures such as caching of risk
decisions minimizing user friction without compro-
mising security standards [7, 11, 29].

These objectives ensure that the HIZT-R model ad-
dresses the operational gaps we discussed previously,
meets regulatory requirements, and optimizes user ex-
perience within hybrid enterprise scenarios.

XIV. WORKFLOW OF RISK-ADAPTIVE ACCESS
ENFORCEMENT

This section describes the detailed workflow of access
enforcement within the HIZT-R model, demonstrating
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how unified risk scoring and bidirectional risk feedback
address the gaps identified in Chapter 2. The enforcement
steps below correspond directly with FigureS5.

1) User Authentication and Risk Signal Collection:

2

3

4

-

=

=

When a user access to a resources, their request
is routed through the appropriate Identity Provider
(IdP)either on-premises or cloud based, based on
the context of the resource requested and applica-
ble policy. The IdP performs initial authentication.
Post authentication, risk signals are immediately
aggregated from multiple sources including device
posture behavioral analytics, geolocation anoma-
lies, threat intelligence, and user specific risks .
Importantly, HIZT R addresses the gap of domain
isolation (highlighted in Chapter 2) by instantly
propagating high risk events detected in either
environment through a bidirectional feedback loop,
ensuring synchronized context across domains[12,
6].
Unified Risk Score Calculation and PDP Eval-
uation: The aggregated risk signals feed into the
Risk Engine, calculate a global risk score (Rgiobal)
as defined in Section 3.2 The Policy Decision
Point (PDP) then evaluates this unified risk against
pre established thresholds, informed by historical
incident data, user friction trade offs, and security
appetite :

o Rgiopar < T1: Permit Access

o 71 < Rgobat < To: Permit with Step up

Authentication (additional MFA)

o Rgiobal > To: Deny Access
The choice of 71 and 75 should be justified em-
pirically, balancing false positives and security
risks. If new risk events emerge after the initial
decision, the PDP immediately re evaluates and
adjusts policy enforcement.
Peer Risk Propagation: If the risk engine identi-
fies a user or device as high risk, it automatically
queries recent device access logs (from SIEM or
Windows Event Logs) to identify peer users or
devices. These peers are immediately re-scored
with elevated risk and subjected to additional con-
trols (such as step up authentication, temporary
restriction, or alerting), effectively enabling rapid
containment of lateral movement.
Adaptive Enforcement and Step Up Challenges:
Where moderate risk warrants additional verifi-
cation, the Policy Enforcement Point (PEP) trig-
gers adaptive responses such as additional MFA
prompts, or privilege reduction. Successfully pass-
ing extra verification reduces session risk, enabling
controlled resource access. Failure immediately
triggers denial.

5) Access Grant and Continuous Monitoring: Ac-



cess, once granted by the PEP, initiates continuous
session monitoring, addressing the gap of static
session risk highlighted in Chapter 2. User inter- .
actions are logged and assessed in real time. New
or escalated risks trigger immediate reevaluation.
Session Reevaluation, Token Expiry, and Dy- tdentity Provider
namic Revocation: HIZT-R employs short lived
tokens and Continuous Access Evaluation (CAE)
mechanisms. Sessions are periodically reassessed, TR
and tokens can be dynamically revoked upon de-

tection of elevated risks.
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Distinction from Traditional Approaches: The
HIZT-R model explicitly addresses the limitations of
static IAM and traditional Zero Trust models by adopting
continuous authentication, risk enforcement synchroniza-
tion across cloud and on premises environments, and
adaptive enforcement. These enhancements directly mit-
igate the operational vulnerabilities and implementation
gaps analyzed in Chapter 2, minimizing friction through i
risk based, context aware decisions while effectively +

preventing lateral movements and reducing security blind

spots[27, 6].

us Monitoring

Anomaly

Figure 5: Workflow of Risk-Adaptive Access Enforce-
146nent in the HIZT-R Model.



XV. INTEGRATION WITH EXISTING SYSTEMS

HIZT-R is meant to be implemented on what orga-
nizations already run. The model plugs into the existing
identity stack, devices, and logging. The guiding idea is :
using the already present signals, turn them into a single
risk view, make a decision, and enforce.

Interoperability notes

Risk state is read only: Provider risk classifications
remain provider internal, HIZT-R consumes signals and
propagates enforcement, not labels.

Latency is expected: Where continuous re evaluation
is unavailable, revocations take effect at token refresh,
on premises directory changes also introduce delay. The
first risky signal (7j) and the first enforced action (77)
are time stamped to measure this gap.

Failure handling. For administrative paths and remote
access, the model is fail secure (deny or step up on
uncertainty). For low risk internal applications, a graceful
degradation path can be used to limit operational impact.

Scope boundary: This section defines integration be-
havior at a model level. Concrete product mappings and
rollout steps appear in ChapterXVII, measured effects
(block rates, false positives, latency) are discussed in
ChapterXXV-0f.

XVI. MODEL IMPLEMENTATION GUIDELINES

Implementing HIZT-R model requires an iterative,
feedback driven approach rather than a linear
deployment. Continuous adaptation is necessary
due to evolving threats, operational shifts, and changing
regulatory demands, aligning closely with both Zero
Trust and Risk Adaptive Access Control principles
established in Chapter 2.

Guiding Principle: Continuous Adaptive Improve-
ment

The HIZT-R lifecycle operates as a loop composed of
assessment, deployment, evaluation, and iterative refine-
ment phases. This methodology aligns with best practices
recommended by NIST SP 800-207, ENISA ensuring
continuous responsiveness to real world incidents, user
feedback, and compliance audits[6, 8].
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Assessment and Strategic Planning

Comprehensive initial assessments should address
gaps identified in Chapter 2:

Asset and Identity Inventory: Enumerate all dig-
ital assets(endpoints, identity repositories, machine
identities) [30].

Service Principals and Non Interactive Accounts:
Define separate risk weights and enforcement and
exclude non human identities from peer propagation
logic.

Resource Classification: Classify resources by crit-
icality and compliance mandates (GDPR, NIS2),
clearly mapping data flows and trust boundaries[9].
Security Baseline Review: Audit current authen-
tication methods, authorization practices, and event
logging effectiveness, noting areas for improvement
such as legacy authentication.

Legacy Protocol Mitigation: Block or isolate
legacy protocols (basic auth, POP/IMAP, legacy Ac-
tiveSync) that cannot honor modern token/session.
Guest/B2B Policy Boundaries: For external identi-
ties, limit to enforcement only (no cross tenant risk
mutation), document what signals are available from
external IdPs, and disable peer-propagation across
tenants.

Policy Framework Development: Define risk cate-
gories, thresholds, privileged access control policies,
and establish regular review intervals using stan-
dardized policy languages

Stakeholder Alignment: Engage IT, security, com-
pliance, and business stakeholders early, clarifying
roles and responsibilities.

Privacy and Data Minimization: Minimize per-
sonal data in risk signals, define retention (30-90
days), provide user access to an audit trail, and
require human approval for irreversible actions.

Pilot Implementation and Controlled Experiments

Peer Propagation Testing: Validate that the peer
risk propagation logic accurately identifies and re
scores peer accounts/devices in response to simu-
lated compromise scenarios, and triggers appropri-
ate enforcement actions.

Gradual Rollout and Expansion

Gradual rollout mitigates risks and addresses common
operational pitfalls like MFA fatigue or administrative
complexity:

Incremental Expansion: Gradually include addi-
tional systems and data sources based on risk as-
sessments.

Automation and Integration: Automate provision-
ing, access reviews, and exceptions management.
User Engagement and Training: Provide ongoing
training and maintain clear communication channels
for feedback and escalation.

Performance and Scalability Testing: Regularly
evaluate component scalability and redundancy to
ensure continuous availability and performance.

Continuous Improvement and Incident Driven Tuning

Regular improvement cycles ensure resilience and
compliance:

Continuous Metrics Monitoring: Maintain com-
prehensive dashboards and reporting for key met-
rics.

Incident and Audit Response: Immediately refine
policies based on audit findings, incident analyses,
and SIEM generated insights.

Regular Compliance Audits: Schedule and per-
form regular compliance checks against frameworks
like ISO/IEC 27001, NIS2, and GDPR, updating
documentation accordingly.

Operational Resilience: Establish incident re-

An initial pilot addresses practical challenges noted in .
Chapter 2:
o Scope Selection: Choose a non critical application

sponse procedures and default deny failovers for
PDP and PEP components, ensuring robust oper-

or organizational unit for initial deployment.
Deployment: Integrate Policy Decision Points
(PDPs) and Policy Enforcement Points (PEPs), val-
idating the flow of risk signals across domains via
standardized protocols (SAML/OIDC)[31].

Policy Calibration: Develop adaptive policies (en-
force MFA under defined risk conditions), and iter-
atively refine thresholds using SIEM data.
Measurement and Feedback: KPIs such as en-
forcement rates, false positive rates, and user fric-
tion, refine policies accordingly.

ational continuity.

Practical User Experience Management

To manage security usability trade offs effectively:
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Employ short term caching of risk evaluations ,
reducing unnecessary MFA prompts.

Clearly define accepsidewaystable risk tolerance
levels based on analysis, user feedback, and histor-
ical incident data.
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Figure 6: Iterative Implementation Cycle of HIZT-R.

Through iterative and data driven practices, the HIZT-
R model provides a robust, scalable framework, directly
addressing operational challenges highlighted in previous
chapters and preparing effectively for a real world case
studies detailed in Chapter 4.

XVII. MAPPING TO ZERO TRUST PILLARS

The HIZT-R model aligns directly with the six founda-
tional pillars of Zero Trust Architecture (ZTA) as defined
by NIST SP 800-207 and CISA guidance [6, 1]. side-
waystable ?? consolidates these pillars, the conceptual
principle behind each, and how they were operationalized
in the HIZT-R prototype.

Implementation and Case Study

XVIII. LAB TOPOLOGY FIXED CONSTRAINTS

This chapter evaluates the HIZT-R model in a con-
trolled, small-lab hybrid environment and reports only
the evidence necessary to substantiate enforcement be-
havior and timing. All detailed configurations, scripts,
long logs, and screenshots are deferred to the Appendix
for auditability and reproducibility. due to vendor limi-
tations the implementation diverges from the model, the
differences are noted, while a deeper analysis of those
limitations is in chapter 5.

Fixed Lab Boundary
Licensing & Feature Constraints

« Native Microsoft Entra Identity Protection risky
users and related risk objects are consumed (read)
as signals in the pipeline, the evaluation does not
write/mutate vendor risk state (no premium write-
back to risk).

o Microsoft Defender for Endpoint is present at a
basic level, advanced EDR/ASR tiers are not relied
upon for Chapter 4 results.

Evaluation Scope Commitments

o Scenarios: one standard user scenario plus four
attack/evasion scenarios reflecting the threat model
of Chapter 3.

o Trials per scenario: < 15. Metrics: enforcement
outcome, latency A=T)—T, (seconds), and false-
positive count.

« No infrastructure beyond the stated Windows host
and the Linux Wazuh manager is introduced.

Out-of-Scope

o Multi-IdP/tenant federation, Linux/OT posture en-
forcement, protocol-native RDP device attestation
at connection time, and service/machine identity
governance are not evaluated in this lab.

o Where CAE is unsupported, mid-session enforce-
ment may be delayed until token renewal, this is
documented as timing behavior, not a policy failure.

XIX. RISK-ADAPTIVE ENFORCEMENT SETUP
Bidirectional Risk Feedback

Wazuh STEM\nCarrelated
Events (4525, 4624 /4545,
etc)

l

On-Prem - Cloud

Pipelineyn(Pawer Shell »
Graph 4PT)

Cloud (Entra T0 / Intune)

Risky User
Detected\n{Entra I
Protectior)

Graph AP1
Actizns\nRevokeSignTnSessions
/ Disahle

Cloud—0n-Pram
Pigeline\n(PowerShell
polling risky esers)

+ Entra Audit Log

oked Sessions)

- On-Prem (Windows Server -

R

Active Diractory\nDisable
Account + Quarantine OU

SonicWall VPH\n{Group
Membership Removal)

Evidence: AD Disable + 0U
Move {Event 4725/4738)

Evidence: Sanicwatl Syslog
(VPN Denied)

Figure 7: Enforcement pipeline split: Cloud—On-Prem
and On-Prem—Cloud

Cloud—On-Prem: Microsoft Entra Identity Protection
risk objects (risky users) and anomalous sign-
ins were consumed as inputs. When thresholds
were exceeded, custom PowerShell automation
disabled the corresponding AD  account on
domain.local, moved it into the Quarantine OU

(OU=cl_qguarantine, OU=mfac,DC=domain, DC=local).
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Enforcement was evidenced by Entra risk logs and
SonicWall syslogs.

This script was scheduled to run every few minutes
via Windows Task Scheduler on the domain controller if
it found nothing it would just exit with no actions.

On-Prem— Cloud: Wazuh correlation of Windows
Security Events triggered a PowerShell enforcement
script. When the computed RiskScore exceeded
thresholds, the script invoked Microsoft Graph to
revoke active sessions in Entra ID. Entra audit entries
(RevokeSignInSessions) confirmed enforcement.
and moved the on prem account to a Quarantine ou

o S = detector severity (0-15),

o F' = frequency of similar events in the time window,

e T = event type score (6 = pass-the-hash/DC
sync/ransomware, 5 = lateral movement/privilege
escalation/unauthorized admin, 4 = brute-force, 3 =
suspicious script, 2 = low-impact),

e D = device trust (1 = untrusted, 0 = trusted),

o H = historical flag (1 if flagged risky in last 7 days,
0 otherwise).

Thresholds:

e < 15: log and notify only.

« 15 < RiskScore < 25: revoke sessions and require

(OU=ad_qguarantine, OU=mfac,DC=domain, DC=localbassword reset

This enforcement was triggered automatically by
Wazuh active response on correlated Windows Security
Events.

Peer-Aware Risk Propagation

To reduce lateral-movement blast radius, recent peers
of a flagged account were enumerated from Security
Log 4624/4648 on domain. local. If peers fell within
the propagation window, they were quarantined along-
side the triggering account. Evidence included peer list
exports, Wazuh rule hits, and AD disable events. This
was done immediately after either Cloud—On-Prem or
On-Prem—Cloud enforcement to extend containment to

recent peers.
User A (Compromised)

Login Flagged High Risk

- &
DEVim x
i
/

Peer Risk Propagafion Recent Logon Peer Risk Propagation

P&

Recent Logon

User B (Peer) User C (Peer)
Step-up MFA Account Restricted

v

Enforcement Action

Figure 8: Peer-propagated risk architecture: when a
user/device is flagged as high risk, co-logon peers are au-
tomatically elevated to enable pre-emptive containment.

Enforcement Action

I‘

Unified Risk Model Reference

All enforcement decisions reuse the score and thresh-
olds defined in Chapter 3:

RiskScore = 25 + 1F + 3T +4D + 2H

where:

e > 25: disable the account, move to quarantine
OU/group, deny VPN access.

Audit Trail & Evidence Mapping

sidewaystable ?? summarizes how claims were sub-
stantiated.

XX. ARCHITECTURE & DESIGN SUMMARY

The lab operationalizes the HIZT-R model (Chapter 3)
with a minimal set of components arranged to preserve a
strict separation between Policy Decision Points (PDPs)
and Policy Enforcement Points (PEPs). The objective
is to demonstrate hybrid enforcement in a controlled
topology with audisidewaystable signal flows.

Topological Summary
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PDP/PEP Roles and Boundaries
Signal and Evidence Flow
Design Choices Under Lab Constraints

« PDP/PEP separation: All enforcement is kept dis-
tinct from decision logic to ensure auditability and
to mirror Zero Trust reference architectures.

« Risk state consumption, not mutation: Identity
Protection risk objects are read as inputs but not
altered, this prevents reliance on premium write-
back capabilities.

« Peer-aware containment: Logon peers derived
from Windows Security Logs (4624/4648) extend
enforcement beyond the initiating account, reducing

lateral-movement blast radius.

+« CAE-aware timing: Where Continuous Access K
Evaluation is supported, revocation is near real time, ' 7 _J
elsewhere, latency is bounded by token renewal, I ol \

documented as A behavior rather than failure. f s

High-Level Interaction Overview
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Figure 9: HIZT-R hybrid architecture and signal/evidence flows.
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Cloud path: User sign-in — Conditional Access
evaluates device/location/group/risk — allow/block
or step-up, CAE revokes active tokens where sup-
ported. Evidence: Entra sign-in and audit logs.
On-prem path: SIEM triggers (e.g., failure bursts,
peer-risk hit) — RiskScore evaluation (Chapter 3)
— AD disable and move to quarantine OU. Evi-
dence: Event 4725/4738, OU move logs.
Boundary propagation: Cloud—On-Prem via au-
tomation scripts, On-Prem—Cloud via Graph-
triggered session revocation.

Peer-aware containment: Recent 4624/4648 lo-
gons identify peers, bounded quarantine set exe-
cuted in AD, logs recorded for audit.

VPN gate: Membership in quarantine group (or
absence from VPN group) denies access, Son-
icWall syslogs confirm enforcement.

2

-~

3

=

4

=

5

~

XXI. IMPLEMENTATION OVERVIEW

This section summarizes the concrete components
instantiated in the lab and how they interact at run-
time. Unlike Section XX, which presented conceptual
PDP/PEP roles, this section documents the specific hosts,
policies, and identity objects that operationalized the
HIZT-R prototype. All detailed configuration artifacts
and full listings/screenshots are deferred to the Appendix.

Component Inventory
Identity & Policy Objects

« Quarantine (010 (AD):
OU=ad_quarantine/cl_quarantine,OU=mfac,DC=domain,Dt

o Quarantine Group (Entra): grp_quarantine, T
used by Conditional Access and VPN rules to deny
risky users.

« Conditional Access Policies:
CA-Block-NonCompliant,
CA-StepUp-HighRisk.

« Intune Compliance Baseline:
WIN-BaseCompliance.

« Dynamic Groups: Attribute- and location-based
groups for app and license assignment.

Audit Anchoring
Each runtime interaction was confirmed by authori-
tative artifacts. sidewaystable ?? summarizes these an-
chors.
XXII. THREAT MODEL & EVALUATION OBJECTIVES
Adversary Model
The evaluation assumes capable adversaries acting un-
der realistic constraints against a small hybrid enterprise
environment:
« External password-spray/brute-force actor tar-
geting cloud sign-in endpoints to obtain an initial
foothold via weak or reused credentials.
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Figure 10: Component interaction sequence for hybrid enforcement and evidence emission.



o Insider or session hijacker with standard user
privileges attempting privilege escalation and lateral
movement on Windows hosts.

« Endpoint-origin attacker leveraging compromised
or non-compliant devices to access SaaS (Microsoft
365), VPN, and on-prem resources.

« External impossible-travel attacker using stolen
credentials from geographically distant locations
within infeasible time windows.

Protected Assets and Enforcement Points

The protective focus is identity-driven access to
cloud and on-prem resources. Enforcement follows the
PDP/PEP separation defined in Chapter 3.

Evaluation Objectives

The evaluation seeks to determine whether the lab
environment can:

1) Detect and enforce against representative identity
threats with good latency A=T;—Ty, using only
signals available under the stated licensing con-
straints (read access to risky users).

2) Close the hybrid control loop by prop-
agating high-risk outcomes across cloud/on-
prem (cloud—on-prem disable/quarantine, on-
prem—-cloud session revocation).

3) Minimize false positives for compliant users while
sustaining effective containment for risky events.

4) Demonstrate peer-aware containment (risk prop-
agation to recent logon peers) within the limits of
the small-lab setup.

Scope Clarifications

« In-scope: Cloud sign-in flows, Conditional Access,
CAE behavior where supported, AD disable/quaran-
tine, Duo interactive MFA prompts, SonicWall VPN
policy gates, and SIEM-driven automation.

o Out-of-scope: Multi-tenant federation, machine/ser-
vice identities, Linux/OT posture enforcement,
protocol-native RDP device attestation, and risk-
state write operations.

XXIII. METHODOLOGY (TO/T1/A, N,
REPEATABILITY, THREATS TO VALIDITY)

Measurement Definitions

Timing points were standardized across enforcement
paths to ensure comparability of latency calculations
A =T —Tp.

Clocking and Precision. All timestamps use provider-
native app time.

Trial Design and N
Evidence Collection and Storage

« Exports: Entra sign-in/audit logs (CSV/ISON),
Identity  Protection risk exports, Windows
Security.evtx filtered exports, Wazuh
alert JSON, SonicWall syslog, Intune compliance

reports.

« Correlation keys: UserPrincipalName,
provider CorrelationId,
AppId/Resourceld, Windows
EventRecordID.

Repeatability and Automation

« Runbook: Each scenario had a documented run-
book for producing Ty triggers and collecting arti-
facts (Appendix).

o Automation: PowerShell scripts executed hy-
brid boundary enforcement (cloud—on-prem dis-
able/quarantine, on-prem—cloud revoke).

« Reset/Isolation: Between trials, accounts, groups,
and OU state were reset to baseline to prevent cross-
trial contamination.

Threats to Validity

o Timing skew and buffering: NXLog/Wazuh in-
gestion and Entra audit pipelines may introduce
delay. T} is always anchored to the first confirmed
enforcement artifact, not UI latency.

« CAE coverage variability: Apps without CAE ex-
hibit A dominated by token renewal, this is recorded
as behavior, not failure.

o License constraints: Vendor risk-state write op-
erations were excluded, surrogate actions (disable,
revoke) serve as evidence-backed enforcement.

« Small-lab scale: Limited users/devices reduce eco-
logical validity, peer propagation is bounded to
recent 4624/4648 events on the domain host.

« Operator bias: Manual initiation of triggers could
bias Tp timing, logs were always used to define T
instead of human clocks.

False-Positive Accounting

False positives are measured as baseline (SO) trials
where enforcement occurred contrary to policy (e.g.,
unexpected block, disable, or quarantine). Counts are
reported per NV in Section XXV, not rates.

XXIV. EVALUATION SCENARIOS

Evaluation was conducted against one compliant base-
line and four adversarial scenarios aligned with the
adversary model in Section XXII. Each scenario was
executed under the timing protocol of Section XXIII,
with outcomes anchored to authoritative logs.
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Overview Matrix
SO - Standard Compliant User Baseline

Purpose: Establish zero-friction access for compliant
users and devices.

Trigger & Timing: 7: Entra sign-in event for the test
UPN. T7: not applicable unless a CAE revoke is triggered
to validate latency.

Expected Enforcement:Expected Enforcement. Nor-
mal allow. No AD disable/quarantine. VPN allowXXV.

S1 - Cloud Password-Spray / Brute-Force

Purpose: Validate enforcement of authentication
abuse at cloud entry.

Trigger & Timing: 7: Entra failure burst or Iden-
tity Protection risk event. 74: first audit artifact of
revoke/step-up or disable.

Expected Enforcement:

¢ 15 < RiskScore < 25: revoke sessions and require
step-up/reset.

e RiskScore > 25: disable AD account, move to
Quarantine OU, add to grp_quarantine, VPN
deny.

S2 - On-Prem Lateral Movement with Peer Propagation

Purpose: Demonstrate peer-aware containment based
on recent logon context.

Trigger & Timing: Tj: Security Log 4624/4648 (op-
tionally 4672) indicating unusual logon. 77: first AD dis-
able/quarantine event (4725/4738) or session revocation.

Expected Enforcement:

o Disable/quarantine initiating account.

« Enumerate recent peers from 4624/4648, quarantine

if thresholds met.

« Optional revoke of active Entra sessions.

83 - Endpoint-Origin Policy Evasion

Purpose: Confirm device posture and VPN policy
gates block access from untrusted devices.

Trigger & Timing: 7y: Entra sign-in from non-
compliant device or SonicWall auth attempt. 73: CA
block decision or first VPN deny syslog.

Expected Enforcement: CA block for cloud apps,
VPN deny for remote access, if stale session exists on
CAE-supported app, issue revoke.

S4 - Impossible Travel (Stolen Credentials)

Purpose: Validate detection when stolen credentials
are used from infeasible locations.

Trigger & Timing: 7: Entra sign-in logs or Identity
Protection impossible travel detection. 7;: first enforce-
ment artifact (revoke or disable/quarantine).

Expected Enforcement:

o Immediate CA session revoke.

o If RiskScore > 25, disable AD account, move to
Quarantine OU, and deny VPN access.

« Evidence: Entra impossible travel logs, audit revoke
entries, AD 4725/4738, SonicWall denies.

XXV. RESULTS

This section reports per-scenario enforcement out-
comes, measured latencies A=T),—T, in seconds, and
false-positive counts as defined in Section XXIII. All raw
artifacts (log exports, .evtx excerpts, audit JSON, script
transcripts) are referenced by pointer to the Appendix.

Outcome Summary
Latency Highlights

Latency values follow the definitions in Section XXIII.
The complete per-trial sidewaystables (all 55 runs) are
provided in the Appendix. Below, we report representa-
tive latency ranges and averages.

a) SO - Baseline Compliant User.: No enforcement
occurred, A not applicable.

b) SI - Cloud Password-Spray / Brute-Force
(N=15).:

¢ Revoke/step-up: 9-12 s (avg. 10.5 s).

« Disable+quarantine: 55-72 s (avg. 63.4 s).

« One false positive observed at 60 s.

c) S2 - On-Prem Lateral Movement (N=15).:

« Disable/quarantine: 47-68 s (avg. 58.6 s).

o Peer propagation engaged in 4/15 trials.

o Peer propagation would not be engaged if a peer

was affected but outside the set time window .
d) S3 - Endpoint-Origin Policy Evasion (N=10).:

o CA block: 2-3 s (avg. 2.5 s).

o CA revocation: 6-8 s (avg. 7.0 s).

e VPN deny: 1-2 s (avg. 1.3 s).

e) S4 - Impossible Travel (N=10).:
« Revocation: 10-13 s (avg. 11.5 s).
« Disable+quarantine: 60-68 s (avg. 63.8 s).

Additional Identity Classes Tested

Limited trials extended enforcement to different iden-

tity classes:

« Administrative accounts: Privilege escalation at-
tempts (Event 4672) triggered disable/quarantine,
but propagation logic excluded service accounts tied
to domain controllers.

o Guest accounts: Guest users synced via Entra
Connect were blocked through Conditional Ac-
cess and group-based quarantine, lifecycle/access
reviews were not exercised in this chapter.

« Service accounts: Non-interactive accounts were
detected via Security Log patterns but excluded
from quarantine to avoid disrupting domain ser-
vices. These were flagged in Wazuh only.
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False Positives & Operational Observations

f) False Positives and negatives.: Across all scenar-
ios, baseline trials (SO) produced zero false positives. In
S1, one false positive occurred (1/15 trials). In S2, one
false negative occurred due to peer propagation set time
window Evaluation and Discussion

XXVI. EVALUATION METHODOLOGY AND SCOPE

The evaluation builds directly on the prototype en-
vironment and threat model defined in Chapter XVIIL.
All measurement definitions, scenario designs, and raw
artifacts are presented there.

XXVII. INTERPRETATION OF RESULTS

The prototype consistently enforced policy in all four
adversarial scenarios, though performance diverged be-
tween cloud and on-premises enforcement paths. Cloud
revocations completed in single-digit seconds where
Continuous Access Evaluation (CAE) was supported,
while on-premises disables averaged close to one minute
(40-60 seconds). This asymmetry reflects a fundamental
control-plane difference: token revocation in the cloud
is near real-time, whereas disabling accounts in Active
Directory requires event ingestion, log correlation, and
directory state changes.

Latency and Variance

Latency was ssidewaystable in the cloud path, clus-
tering between 9"13 seconds. In contrast, on-premises
enforcement varied more widely: 40-60 seconds depend-
ing on ingestion and commit times. While accepside-
waystable under lab scale, such variance could am-
plify unpredictably in enterprise SIEM pipelines, where
buffering, correlation complexity, and distributed repli-
cation introduce further noise.

False Positives and Negatives

False positives were rare: only one was observed in
55 adversarial trials (S1, brute-force).

False negatives occurred in lateral-movement trials
(S2), where the peer-propagation window missed logon
overlaps outside the 24-hour lookback.

This reflects a core trade-off: narrow windows reduce
false positives but may miss lateral pivots, while wider
windows improve containment but risk operational dis-
ruption through over filling quarantine.

XXVIII. OBSERVED SECURITY EFFECTS

Across all scenarios, enforcement aligned with the
thresholds defined in Chapter XII and demonstrated
significant security gains. The following effects were
consistently observed:

« Identity-first containment: Boundary actions exe-
cuted at defined RiskScore thresholds. Cloud brute-
force (S1) and impossible travel anomalies (S4)
triggered revocations or disablements.

« Blast-radius reduction: Peer-aware propagation
contained lateral movement in 4 of 15 S2 trials by
extending quarantine to recent logon peers.

« Device trust enforcement: Endpoint-origin attacks
(S3) were blocked by Conditional Access. Non-
compliant devices were denied access, demonstrat-
ing posture enforcement across both cloud and
network boundaries.

« Low false-positive profile: Only one false positive
was observed across 55 adversarial trials. Baseline
users (SO) experienced zero issues, showing the
ability to enforce aggressively against malicious
activity without significant collateral impact.

These outcomes show that the HIZT-R prototype op-

erationalized its two central promises:

(i) enforcing hybrid, risk-adaptive

consistently across domains.

containment

(ii) extending protection beyond single accounts
through peer-aware propagation. Although constrained
in coverage and scale, the model produced measurable
reductions in identity-related attack success compared to
static RBAC or Conditional Access alone.

XXIX. LIMITATIONS

The evaluation surfaced structural and operational con-
straints that limit both validity and transferability of the
findings. These are summarized below.

Structural Limitations
Execution-Time Challenges

These limitations do not invalidate the feasibility ev-
idence, but they constrain claims of scalability and pre-
dictability. In particular, the reliance on custom automa-
tion, bounded peer-propagation, and one-host concentra-
tion are major caveats when extrapolating to enterprise
environments.

XXX. GENERALIZABILITY AND INTERPRETATION
BOUNDARIES

The lab evaluation demonstrated feasibility, but its
scope was deliberately narrow. Extrapolating to produc-
tion requires caution.

Factors Affecting Transferability
Interpretation Boundaries

The following constraints define how results should be
read:
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o Reported latency values reflect a single-host lab.
Distributed enterprise topologies may yield signifi-
cantly different A values.

o Enforcement proofs relied on authoritative au-
dit events (e.g., Entra revoke logs, AD Events
4725/4738). User interface timing was excluded to
avoid operator bias.

« Results provide feasibility evidence of bidirectional
and peer-aware enforcement. They are not predictive
benchmarks of enterprise-scale performance.

XXXI. COMPLIANCE IMPLICATIONS

The enforcement results can be mapped against the
regulatory expectations summarized in Chapter III. Three
observations stand out:

« Continuous authentication under NIS2: Cloud
revocations (S1, S4) consistently executed within
10"13 seconds where Continuous Access Evaluation
(CAE) was supported, satisfying the directive’s call
for "continuous" authentication. In contrast, on-
premises disables averaged 58-64 seconds, exposing
a gap between regulatory intent and current techni-
cal capability.

« ISO/IEC 27001 Annex A alignment: Enforcement
outcomes provided audit artifacts for access control,
privileged access restriction, and monitoring of ac-
tivities. However, dispersed evidence across Entra
id and Wazuh complicates audit sufficiency, under-
scoring the need for centralized SIEM correlation
in production.

+ GDPR and proportionality: The low false-positive
profile (1/55 trials) supports GDPR’s requirement
for "appropriate” technical measures, balancing data
protection against user rights. Yet peer-propagation
introduces potential privacy concerns: linking users
through shared logon context may be interpreted
as monitoring of associations, requiring a Data
Protection Impact Assessment.

XXXII. OPERATIONAL CHALLENGES AND
ADOPTION CONSTRAINTS

While the prototype demonstrated security benefits,
several factors hinder its operational adoption. These
span technical fragility, governance demands, and orga-
nizational capacity.

Administrative and Detection Overhead

Both cloud—on-prem and on-prem—cloud enforce-
ment pipelines relied on custom PowerShell scripts,
Graph API calls, and Wazuh correlation rules. This
approach proved functional in the lab but is inherently
brittle at enterprise scale. Failures in script execution,
version drift in cmdlets, or missed SIEM detections
would directly undermine enforcement. In the absence

of vendor-native bidirectional interfaces, administrators
are left with high-maintenance workarounds.

Residual Exposure Windows

On-premises disables averaged nearly one minute due
to SIEM ingestion and AD state propagation. Active
RDP or SMB sessions persisted until termination, leaving
short but exploisidewaystable windows of access. This
gap conflicts with strict interpretations of "continuous
enforcement" under NIS2, which assume near real-time
termination of compromised sessions.

Audit and Logging Complexity

Every enforcement decision was evidenced in au-
thoritative logs (Entra, Wazuh), but the evidence was
dispersed. Correlation required SIEM stitching, time nor-
malization, and careful cross-referencing. For production,
this creates compliance risk: regulators and auditors
demand consolidated, reproducible evidence trails, not
fragmented artifacts.

Threats to Validity

The lab evaluation, by design, had limited ecological

validity:

o Scale: A single domain and some users cannot
capture the diversity and load of enterprise envi-
ronments.

o Attack realism: Simulated attacks covered brute
force, lateral movement, device evasion, and im-
possible travel, but advanced persistent threat tech-
niques, and insider misuse were untested.

« Operational noise: SIEM rules operated against a
clean baseline. In real deployments, nois would raise
false positives and obscure true anomalies.

Adoption Barriers

Beyond technical challenges, several external con-

straints emerged:

« Governance: Automated disables and quarantines
must be embedded into HR and legal workflows to
prevent accidental business disruption.

o Privacy: Peer propagation links users via shared
device context. In strict jurisdictions, this may be
classified as monitoring of associations, necessitat-
ing Data Protection Impact Assessments (DPIAs).

« Operational maturity: Fragmented evidence de-
mands a mature SIEM pipeline and 24/7 monitoring
staff-resources many mid-sized organizations lack.

« Licensing: Entra risk signals could be consumed but
not written back, vendor risk-state mutation remains
locked behind premium licenses.

« Interoperability: The prototype was Microsoft-
centric. Extending HIZT-R to multi-IdP deploy-
ments (e.g., Okta, Ping) remains unresolved.
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Interpretation

Taken together, these findings confirm feasibility but
not production-readiness. The HIZT-R model measurably
reduced attack success rates in a controlled lab, but
enterprise-scale deployment would require:

1) Vendor-native support for bidirectional enforce-
ment,
2) Governance processes to oversee automated ac-
tions,
3) Privacy safeguards for peer propagation,
4) Operational maturity in SIEM correlation and mon-
itoring.
Without these, organizations risk brittle deployments that
cannot withstand real-world scale or regulatory audit.

XXXIII. DISCUSSION AND CONTRIBUTIONS VS.
STATE OF THE ART

The evaluation positions the HIZT-R prototype against
both industry platforms and academic proposals reviewed
in Chapter III. While the lab confirmed measurable
benefits, it also exposed structural gaps that explain why
hybrid enforcement remains an unsolved challenge in
practice.

Closing the Bidirectional Gap

Current enterprise IAM platforms such as Microsoft
Entra ID and Okta confine adaptive enforcement to the
cloud. On-premises directories remain isolated: cloud
risk does not trigger account disables, and host-level
detections do not propagate back to the cloud. The HIZT-
R prototype addressed this through custom automation
pipelines:

¢ Cloud—On-Prem: Entra risk detections triggered

AD disables, quarantine OU moves, and VPN de-
nies.

¢ On-Prem—Cloud: Wazuh correlation of Windows

Security Events triggered Graph API calls to revoke
sessions and enforce password resets.
No vendor platform offers such bidirectional propagation
natively, even at premium licensing tiers. The contri-
bution is therefore not in inventing risk adaptation, but
in operationalizing cross-domain enforcement under real
licensing and API constraints.

Unified Risk Scoring and Peer Propagation

The explicit RiskScore formula (Chapter XII) de-
livered consistent, explainable enforcement thresholds
across domains. This avoided reliance on opaque ven-
dor classifiers. Peer-aware propagation further extended
containment, reducing lateral movement opportunities
in 4 of 15 trials. Such peer-based escalation is absent
from commercial IAM systems and rarely documented in
academic work. Its partial success in the lab demonstrates

feasibility but also highlights fragility: effectiveness de-
pends on lookback windows, SIEM ingestion, and host
coverage.

Comparison to Traditional Models

Relative to static RBAC and siloed Conditional Ac-
cess, HIZT-R improved containment across all adversar-
ial scenarios. Brute-force, lateral movement, and impos-
sible travel were only effectively stopped when hybrid
enforcement and peer propagation were active. Con-
ditional Access alone successfully blocked unmanaged
devices (S3) but could not contain credential- or host-
based attacks. This confirms the inadequacy of static
IAM in hybrid contexts, echoing the gaps outlined in
Chapter III.

Compliance and Auditability

The prototype produced evidence aligning with reg-
ulatory requirements: continuous authentication (NIS2),
risk-based access control (ISO/IEC 27001), and MFA-
backed enforcement (GDPR Article 32). However, the
audit trail was dispersed across Entra, AD, SonicWall,
and Wazuh logs. Consolidation through SIEM corre-
lation was required for interpretability, revealing why
regulators’ intent for "continuous" enforcement remains
difficult to demonstrate in practice.

Novelty in Balance

The novelty of HIZT-R lies in demonstrating two
mechanisms that are absent in both literature and prac-
tice:

1) Bidirectional propagation of enforcement be-
tween cloud and on-prem domains, operationalized
under real vendor constraints.

2) Peer-aware risk escalation to extend contain-
ment beyond single accounts and reduce lateral-
movement blast radius.

These contributions are not production-ready solutions
but feasibility proofs. The fragility of custom scripts,
polling delays, and residual session exposure confirm that
gaps remain unresolved. The value lies in clarifying what
is achievable with current tools, and where industry and
standards must advance to close the hybrid enforcement
gap.

Overall Contribution

Chapter XVII provided empirical results, this discus-
sion positions them within the broader field. The HIZT-R
model showed that hybrid, risk-adaptive enforcement is
achievable, improves security measurably, and satisfies
regulatory intent. At the same time, it demonstrated why
enterprises remain trapped in fragmented controls: ven-
dor silos, operational fragility, and compliance complex-
ity. This dual outcome-proving feasibility while exposing
systemic limits-is itself the primary contribution of the
thesis. Conclusion
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XXXIV. SUMMARY OF CONTRIBUTIONS

This thesis addressed the unresolved challenge of
securing hybrid identity systems, where on-premises
Active Directory and cloud-based identity providers form
a single, interdependent attack surface. As argued in
Chapter , identity is the dominant breach vector in
modern compromises, yet existing IAM frameworks fail
to enforce controls consistently across both domains.
By integrating Zero Trust principles with Risk-Adaptive
Access Control (RAdAC), this work advanced both the
conceptual understanding and the operational enforce-
ment of hybrid IAM.

The contributions can be summarized across four
dimensions:

« Conceptual Contribution: Chapter XII formal-
ized the Hybrid Identity Zero Trust-Risk Adaptive
(HIZT-R) model. It unifies continuous verification
from Zero Trust with risk-threshold logic from
RAJAC, extending both paradigms explicitly to hy-
brid infrastructures. Unlike prior approaches, HIZT-
R treats neither domain as trusted by default and
designs for enforcement that spans both planes.

o Technical Contribution: Chapter XVII opera-
tionalized HIZT-R in a reproducible prototype us-
ing Microsoft Entra ID, Active Directory DS, In-
tune, Wazuh SIEM, and SonicWall VPN. Two cus-
tom enforcement pipelines were implemented: (i)
Cloud—On-Prem, where Entra risk signals trig-
gered AD disablement and quarantine, and (ii)
On-Prem— Cloud, where Wazuh detections initiated
Graph API actions to revoke cloud sessions and dis-
able accounts. Enforcement decisions were driven
by a unified RiskScore function, extended with
peer-aware propagation to reduce lateral-movement
exposure.

« Empirical Contribution: Chapter XXV-0f eval-
vated the prototype across five scenarios (SO-
S4): compliant baseline, brute-force attacks, lateral
movement, endpoint policy evasion, and impossible
travel. Across 55 trials, the system consistently
contained threats that static RBAC or Conditional
Access alone could not. Cloud revocations executed
within 9-13 seconds where Continuous Access Eval-
uation (CAE) was supported, on-premises disables
averaged 60 seconds due to SIEM ingestion and AD
propagation. Only one false positive occurred. Peer
propagation curtailed lateral movement in several
trials, though bounded by correlation windows.

« Compliance Contribution: The model was mapped
against GDPR, NIS2, and ISO/IEC 27001 (Chap-
ter I1I). Automated quarantines, revocations, and au-
disidewaystable logs demonstrated alignment with
regulatory expectations for continuous monitoring
and least-privilege enforcement. At the same time,

the evaluation exposed structural tensions: minute-
scale on-premises latencies fall short of strict def-
initions of "continuous authentication," and peer
propagation raises privacy questions under GDPR
due to its monitoring of associations.

Taken together, these contributions move the field
from conceptual discussion toward operational evidence.
HIZT-R demonstrates that hybrid, risk-adaptive enforce-
ment is achievable with current tools, while also clarify-
ing the barriers-latency, automation fragility, and privacy-
that still prevent sustainable enterprise deployment.

XXXV. LIMITATIONS AND VALIDITY

The prototype demonstrated measurable gains in hy-
brid enforcement, but several limitations constrain the
validity and generalizability of the findings. Rather than
repeat the details from Chapter XX V-0f, the key limita-
tions can be synthesized into five categories:

Scale and Scope

The evaluation was confined to a single Windows
domain controller, five test accounts, and a narrow set of
workloads (Microsoft 365, RDP, VPN). Real enterprises
operate at far larger scale with heterogeneous directo-
ries, thousands of identities, and diverse workloads. The
results therefore establish feasibility, not scalability.

Detection Coverage

Only a restricted set of signals were used: failed
logons, peer overlaps, and selected anomaly detections.
Many attack classes were out of scope, including Ker-
beros abuse, insider misuse, supply-chain compromise,
and service or machine identities. This limits coverage
of the wider hybrid threat landscape.

Dependence on Custom Automation

Bidirectional enforcement relied on custom Power-
Shell scripts and Graph API calls. While functional in
a lab, these pipelines are brittle at scale: they depend
on polling, API stability, and error handling. Any failure
would silently undermine enforcement. The validity of
results is therefore bounded by controlled execution
conditions.

Latency Regimes

Two distinct latency profiles were observed: near real-
time revocations in the cloud (9-13 seconds with CAE)
and minute-scale delays on-premises (55-70 seconds).
These delays are infrastructural rather than conceptual,
but they challenge strict compliance claims of “con-
tinuous” authentication and may worsen in distributed
deployments.
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Vendor Specificity

The implementation was Microsoft-centric (Entra ID,
AD DS, Intune) with Wazuh and SonicWall as supporting
components. While the design principles are transferable,
portability to Okta, Ping, AWS, or Google IAM was
not tested. Licensing restrictions and proprietary APIs
constrain generalization.

Overall Assessment

These limitations do not invalidate the contribution,
but they bound its interpretation. The thesis should be
read as a feasibility proof: hybrid risk-adaptive enforce-
ment is possible with today’s tools, but enterprise-scale
adoption will require vendor-native support, broader
telemetry, and integrated governance.

XXXVI. RESEARCH QUESTION SYNTHESIS

The four research questions defined in Chapter were
answered through the design (Chapter XII), implemen-
tation (Chapter XVII), and evaluation (Chapter XXV-0f)
of the HIZT-R prototype. The synthesis is as follows:

« RQ1 (Threat reduction): The prototype con-
sistently contained brute-force, lateral movement,
device-evasion, and impossible-travel scenarios that
static RBAC or Conditional Access could not. Con-
tainment was measurable, and false positives re-
mained negligible (1 in 55 trials). Evidence: Chap-
ter XXV-0f, §Interpretation of Results.

« RQ2 (Continuous enforcement): Enforcement was
effective but asymmetric: revocations in the cloud
completed within 9-13 seconds where CAE was
supported, while on-premises disables averaged
close to one minute. This confirms feasibility of
continuous enforcement in principle, but also high-
lights latency as a structural barrier. Evidence:
Chapter XXV-0f, §Latency Analysis.

« RQ3 (Operational and compliance implications):
Enforcement was audisidewaystable, with authori-
tative artifacts produced in Entra, AD, Wazuh, and
SonicWall. However, evidence was fragmented and
required SIEM correlation, creating operational and
audit complexity. Compliance alignment with NIS2
and ISO/IEC 27001 was demonstrated, but GDPR
privacy concerns arise from peer propagation. Evi-
dence: Chapter XXV-0f, §Compliance Implications.

« RQ4 (Limitations and trade-offs): Structural con-
straints were observed: residual exposure windows
in active sessions, bounded peer propagation, depen-
dency on custom automation, and Microsoft-centric
scope. These clarify that while hybrid enforcement
is achievable, it is not production-ready without
vendor-native integration and governance processes.
Evidence: Chapter XXV-0f, §Limitations and §Op-
erational Challenges.

In sum, all four research questions were answered
affirmatively, but within the limits of a small-scale,
Microsoft-centric prototype. The thesis therefore con-
tributes not a turnkey solution, but a feasibility proof
that narrows the gap between Zero Trust theory and
operational hybrid enforcement.

XXXVII. IMPLICATIONS FOR RESEARCH AND
PRACTICE

The HIZT-R prototype demonstrates both what is
achievable with current hybrid IAM tooling and where
systemic barriers remain. Its significance extends across
three domains: research, practice, and regulation.

Implications for Research

This work advances Zero Trust and RAJAC discourse
from conceptual models to reproducible practice. The
unified RiskScore, bidirectional enforcement logic, and
measured latency profiles establish a baseline for em-
pirical comparison in future studies. At the same time,
several gaps remain open:

o Multi-IdP interoperability: The prototype was
Microsoft-centric, extending enforcement across
Okta, Ping, or Google IAM is unaddressed and re-
quires standardized cross-provider risk propagation.

« Identity classes: Service accounts, machine identi-
ties, and CI/CD pipelines remain outside the scope
of current adaptive enforcement.

« Advanced adversary models: Insider misuse, Ker-
beros abuse, and supply-chain attacks were not
simulated and remain research targets.

o Privacy-preserving peer propagation: Linking
users by shared device context raises data-protection
questions that need formal study and governance
models.

HIZT-R should therefore be read not as a final solution,
but as a reference implementation against which future
models can be benchmarked.

Implications for Practitioners

For enterprise defenders, the results show that hy-
brid risk-adaptive enforcement is technically feasible but
operationally fragile. The pipelines measurably reduced
brute-force, lateral movement, and credential-reuse risks,
yet required brittle scripts, complex SIEM correlation,
and fragmented logging. The prototype thus functions as
a blueprint: it illustrates what is possible with today’s
tools, while warning that production adoption requires
vendor-native integration, resilient automation, and gov-
ernance processes to manage automated quarantines.
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Implications for Regulators and Auditors

From a compliance standpoint, the prototype produced
audisidewaystable artifacts that align with NIS2 (continu-
ous authentication), ISO/IEC 27001 (access monitoring),
and GDPR (appropriate technical measures). However,
structural tensions remain:

« Latency gap: Minute-scale on-premises disables
challenge strict interpretations of “continuous” au-
thentication.

« Privacy: Peer propagation, by linking users through
shared endpoints, may be interpreted as association
monitoring under GDPR, necessitating Data Protec-
tion Impact Assessments (DPIAs).

« Audit complexity: Dispersed evidence across four
systems (Entra, AD, SonicWall, Wazuh) compli-
cates reproducibility and increases regulatory risk
unless centralized SIEM pipelines are in place.

Synthesis

The implications are dual: for researchers, HIZT-R
provides a measurable baseline for hybrid IAM studies,
for practitioners, it shows both the potential and fragility
of current enforcement, for regulators, it highlights the
tension between audit sufficiency and technical ideals.
The gap between conceptual maturity and operational
sustainability is narrowed, but not yet closed.

XXXVIII. FUTURE WORK

The HIZT-R prototype confirmed that hybrid risk-
adaptive enforcement is possible, but it also exposed
structural barriers that prevent sustainable enterprise de-
ployment. Several avenues for future work follow di-
rectly from these findings.

Vendor-Native Integration

Enforcement in this thesis depended on PowerShell
scripts polling Entra ID and invoking Graph API calls.
While sufficient for feasibility, this approach is brittle at
scale. Future work should pursue vendor-native interfaces
for bidirectional risk propagation, removing dependence
on glue code. Standardization under SCIM or related
protocols would provide a sustainable foundation for
interoperable hybrid enforcement.

Extending Risk Coverage

The current RiskScore addressed brute-force, lateral
movement, device evasion, and impossible travel. Many
classes remain untested: service accounts, machine iden-
tities, CI/CD pipelines, and multi-cloud environments
(AWS IAM, GCP IAM). Evaluating whether adaptive
enforcement holds under these conditions is critical for
broader applicability.

Richer Security Tooling

The prototype relied on basic Defender for Endpoint
telemetry, without advanced Endpoint Detection and
Response (EDR) or Attack Surface Reduction (ASR).
Incorporating these signals could reduce reliance on
SIEM correlation delays and shorten on-prem latency.
Similarly, integrating Entra Privileged Identity Manage-
ment (PIM) would improve lifecycle governance for priv-
ileged roles, while Entra Application Proxy could extend
adaptive enforcement to legacy on-premises applications.

Multi-IdP Interoperability

The prototype was deliberately Microsoft-centric. Ex-
tending enforcement across other major IdPs (Okta, Ping,
Google) remains an open challenge. Achieving true hy-
brid enforcement across providers requires standardized
cross-IdP APIs for risk signal exchange and consistent
policy interpretation.

Usability and Privacy Studies

The evaluation was short-term and attack-focused.
Longitudinal studies are needed to measure false-positive
rates, user friction, and operational costs over extended
periods. Peer-aware risk propagation in particular raises
privacy concerns, as linking accounts by shared de-
vices may constitute association monitoring. Future work
should explore governance models that retain contain-
ment benefits while safeguarding user rights.

Operational Pathways

Sustainable adoption requires more than techni-
cal refinement. Organizations need centralized SIEM
pipelines, governance frameworks for automated quar-
antines, and compliance procedures that embed adaptive
IAM into formal audits. Without these pathways, techni-
cally sound models risk collapsing under enterprise scale
or regulatory scrutiny.

XXXIX. CLOSING STATEMENT

This thesis demonstrated that hybrid identity systems
can be defended more effectively by combining
Zero Trust principles with risk-adaptive enforcement.
Through the HIZT-R prototype, enforcement pipelines
were implemented across both cloud and on-premises
domains, peer-aware propagation reduced lateral-
movement exposure, and a unified RiskScore provided
reproducible thresholds for action. Evaluation confirmed
measurable reductions in attack success rates with
minimal disruption to compliant users.

The contribution of this work is not presenting
a production-ready solution, rather it’s in proving
feasibility under real-world constraints. HIZT-R
operationalized hybrid risk-adaptive enforcement with
current tools and licensing, showing concretely both
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what is achievable today and what remains unresolved.
The results make clear why enterprises continue to rely
on fragmented controls: residual exposure windows,
reliance on brittle automation, fragmented audit
evidence, and vendor silos remain systemic barriers.

HIZT-R should therefore be understood as a feasibility
proof that narrows the gap between Zero Trust theory and
enterprise practice. It demonstrates that hybrid adaptive
enforcement can be achieved today, but also clarifies
that sustainable deployment will require vendor-native
support, richer telemetry, multi-IdP interoperability, and
integrated governance. The path from conceptual models
to operational resilience is incomplete, but this work
provides both evidence of progress and a roadmap for
advancing the state of hybrid identity security.

APPENDIX

Environment and Configurations
This appendix documents the lab environment, param-
eters, and configuration artifacts.

TESTBED PARAMETERS AND FIXED FACTS
Canonical Distinguished Names (DNs)

Domain DN:

Quarantine on-prem OU:
Quarantine cloud OU:
VPN Access Group:

Software and Component Versions
Lab Host Specifications

« Hypervisor: VMware ESXi 8.0 (single host)

¢ Domain Controller VM: 4 vCPU, 8 GB RAM, 60
GB disk

« Wazuh SIEM VM: 4 vCPU, 8 GB RAM, 80 GB
disk

o Test Clients: Windows 10/11 VMs (2 vCPU, 4 GB
RAM each)

o SonicWall VPN: IKEv2, AES-256/SHA2-256, DH
Group 14, lifetime 3600s

« MFA method: Microsoft Authenticator push notifi-
cation

e VPN split-tunnel: Disabled; all traffic routed via
gateway

Risk Score Formula and Thresholds

For reproducibility, the unified hybrid risk score used
in Chapters XII and XVII is restated here:

RiskScore = 2S5 + 1F + 3T + 4D + 2H

Thresholds: 71
able+quarantine).

= 15 (revoke/reset), 7o = 25 (dis-

Timekeeping and Timestamp Policy

o All logs normalized to UTC; local lab time Eu-
rope/Berlin (UTC+2 in summer).

¢« NTP sync sources: pool.ntp.org +
time.windows.com.

o Max observed drift: <200 ms across all hosts.

NETWORK AND VPN PARAMETERS

o Lab subnet: 192.168.5.0/24; DC at 192.168.5.30.

o SonicWall VPN: IKEv2, AES-256/SHA2-256, en-
forced MFA.

o Split tunnel disabled; DNS
domain.local.

suffix enforced:

LOGGING AND SIEM PARAMETERS

o Windows EventIDs consumed: 4624, 4625, 4648,
4672, 4725, 4738.

e« NXLog transport: UDP 514 for
EventChannel for Windows logs.

SonicWall,

DC=domain, DC=logagruh rules of interest: 60122 (disable-account),
OU=ad_guarant ine,%m%ﬁ@oﬁ%ﬁﬁﬂg@in, DC=local
OU=cl_quaranting, Ql{smimc 8@%9@%&%@%@?@%& on DC).

CN=vpn_access, OU=Groups, DC=domain, DC=loca

IDENTITY OBJECTS AND API SCOPES

Quarantine AD OU:
Quarantine AAD Group: grp_guarantine
Conditional Access Policies:

Microsoft Graph delegated scopes:

« User.ReadWrite.All

« GroupMember.ReadWrite.All
« IdentityRiskyUser.Read.All
o Mail.Send

SECURITY BASELINES AND GPOSs

« Intune compliance baseline: BitLocker, Defender
AV, Firewall ON.

o Intune App Protection: Managed Outlook/Teams
only on BYOD, copy/paste restricted.

« Windows Hello for Business enforced via GPO
(domain-joined).
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TOPOLOGY AND SIGNAL FLOW

IDs

Windows Event Logs\n(Event

46254624 /46484725 /4738)

SenicWall Syslog\n{VPN
Auth Events)

NXLog Forwarder

)

Wazuh SIEM Correlation

Correlation Rule Hit

PowerShell Enforcement

Script

/

\

On-Prem AD DS\n{Disable
Account + Quarantine OU)

Microsoft Graph
API\n(RevokeSignInSessions)

|

Evidence: 4725/4738, OU
Mave

Figure 11: SIEM alert workflow: Wazuh correlation
triggers PowerShell enforcement scripts and Graph API

actions.

l

Evidence: Entra Audit Logs

End-to-End Risk Signal Flow

Entra ID
Identity Protection
Cloud Risk Delection

1 l

Wazuh SIEM
Detection/Rule Trigger

Risk Enforcement Script

PowerShell+Paer Risk Script: Cloud—On-Prem

i Enforcement
Enumeralion
( A
On-Prem AD Cloud Eﬁlra D
i Action;
Action: ;
- Disable User

- Disable Account

- Add to Quarantine Grou
- Move to Quarantine OU 2

- Revoke Sessions

Policy Enforcement Points
Cloud & On-Prem

Figure 12: Risk signal flow across cloud and on-prem
enforcement components.

Automation Scripts

This appendix contains the PowerShell scripts execu-
tion proof that automated hybrid enforcement(full script
included as files).

POWERSHELL REQUIREMENTS FOR ENFORCEMENT
SCRIPTS

The bidirectional enforcement scripts (Cloud—On-
Prem, On-Prem—Cloud, Restore, and Peer Propagation)
require PowerShell 7 and the following modules:

e ActiveDirectory

e Microsoft.Graph

e Microsoft.Graph.Users

e Microsoft.Graph.Users.Actions

e Microsoft.Graph.Groups

e Microsoft.Graph.Mail

Required Microsoft Graph
IdentityRiskyUser.Read.All,
User.ReadWrite.All, Group.ReadWrite.All,
Mail. Send.

scopes:

Prerequisites

o RSAT installed on the Windows host for the
ActiveDirectory module.
o An Entra ID account with sufficient privileges to:

Disable/enable users,
— Revoke sessions,
Add members to groups,
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— Send mail (service account or automation iden-
tity).

e Network access from the host to Entra ID Graph
endpoints.

CLOUD—ON-PREM ENFORCEMENT

CloudRiskEnforcement.psl

a) Execution Context:: Invoked every 5 minutes via
Windows Task Scheduler on the Domain Controller.

execution proof:

| &% poy o~
Conl EX PowerShell 7 (x64)

ccounts due to En

FX Powershell 7 ix64)

Figure 14: Restore-HybridQuarantineUsers.psl execu-
tion in PowerShell ISE
ON-PREM—CLOUD ENFORCEMENT

WazuhToCloudEnforcement.ps1

c) Execution Context::
when wazuh detects an issue.

trggered automatically

204b-4c2f-b7et

r\Down

Figure 13: CloudRiskEnforcement.ps1 execution in Pow-
erShell ISE

Restore-HybridQuarantineUsers.ps1

b) Execution Context::

cloud. execution proof:

Invoked manually on
premis to restore risky users that are no longer risky on

PS C:

| ~OnpremEnforcement Jog - Notepad

File Edit Format View Help

|

|

2825-83-25T16:48:32 | hybrid@sonicwall-support.de | 18 | 5 | brute force | 1 | @ | 41 | Disabl
RiskScore=41 | On-prem AD account disabled. Maved to Ol=ad_quarantine,OU=mfac,DC=domain,DC=loc

Lni,

Figure 15: WazuhToCloudEnforcement.psl execution in
PowerShell ISE

PEER-PROPAGATED RISK
PeerDiscovery.ps1

d) Execution Context:: Triggered automatically by
Wazuh active response on correlated Windows Security
Events.
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X Powershell 7 [x34) - o X

Figure 16: Peer-propagation detection.

Scenario Trials and Enforcement Evidence
This appendix presents detailed trial evidence for
scenarios SO0—S4 defined in Chapter XVII.
SO - BASELINE (COMPLIANT USER)
Representative Log

2025-08-03T10:22:14 | houssemtest@sonicwall-
support.de | 0 | O | other | O | O | O |
Allow | Compliant login, no enforcement
triggered.

S1 - CLOUD BRUTE-FORCE
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Representative Logs

2025-08-03T15:34:15 | hybrid@sonicwall-support.
de | 14 | 3 | impossible_travel | 0 | 1 |

2025-08-03T18:06:51 hybrid@sonicwall-support. 49 | Disabled AD account + moved to OU=
de | 14 | 7 | brute_force | 0 | 0 | 47 | ad_quarantine. | VPN access denied. =60s
Disabled AD + Entra account. | Quarantined
OU=ad_quarantine. =58s

2025-08-03T18:07:05 | houssemtest@sonicwall-
support.de | 10 | 3 | brute_force | 0 | 1 |
39 | Revoked Entra sessions + forced
password reset. | Entra audit confirmed.
=10s

2025-08-03T18:08:02 | hybrid@sonicwall-support.
de | 11 | 2 | brute_force | 0 | 0 | 37 |
Disabled AD account in error. | False
positive logged, =60s

S2 - ON-PREM LATERAL MOVEMENT WITH PEER
PROPAGATION

Representative Logs

2025-08-03T11:13:02 | admin@sonicwall-support.
de | 8 | 3 | lateral movement | O | 0 | 29
| Disabled AD + Entra account. | Peer
containment triggered. =62s

2025-08-03T11:13:15 | lapsadmin@sonicwall-
support.de | 6 | 1 | peer_propagated | 0 |
0 | 18 | Revoked Entra sessions + forced
password reset. | Linked to admin account.
=60s

2025-08-03T11:14:09 | houssemtest@sonicwall-
support.de | 7 | 2 | lateral_movement | 0 |
0 | 26 | Disabled AD account only. | No
peers within 24h window. =63s

S3 - ENDPOINT-ORIGIN POLICY EVASION
(NON-COMPLIANT DEVICE)

Representative Logs

2025-08-03T14:21:40 | houssemtest@sonicwall-
support.de | 5 | 1 | device_noncompliant |
1 ] O] 20 | Conditional Access block. |
Device=UNMANAGED-ANDROID, login denied. =2s

2025-08-03T14:22:07 | houssemtest@sonicwall-

support.de | 6 | 2 | device_noncompliant |
1 | 0 | 23 | Revoked sessions + forced
password reset. | CAE enforcement applied.
=Ts

2025-08-03T14:22:15 | houssemtest@sonicwall-
support.de | 4 1 device_noncompliant |
1 | 0| 17 | VPN access denied. | SonicWall
syslog confirm, group policy block. =ls

S4 - IMPOSSIBLE TRAVEL (STOLEN CREDENTIALS)

Representative Logs

2025-08-03T15:33:12 | hybrid@sonicwall-support.
de | 12 | 2 | impossible_travel | 0 | 1 |
41 | Revoked Entra sessions. | Triggered by
geo-anomaly detection. =12s
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Abstract—Modern distribution feeders now carry high-rate
telemetry from meters, pole-top sensors, and recloser controllers,
but protection commands must still reach breakers within the 3
ms transfer-time limit (IEC 61850 GOOSE Type 1A P2/P3). Con-
ventional cryptography overwhelms the modest processors and
batteries inside these devices; thus, there is a need for lightweight
alternatives. To this end, we evaluated eleven lighter alterna-
tives—covering block, stream, and elliptic-curve designs—against
practical criteria of security strength, execution time, circuit area,
and energy use. Reported laboratory benchmarks indicate that
the block ciphers SIMON and PRESENT fit comfortably into
smart meters and basic sensors with almost no impact on battery
life, while a 120 MHz mid-range microcontroller can run the
authenticated cipher Ascon fast enough to secure gateway traffic
without delaying protection frames. Published measurements
indicate Ascon resists replay and adds only a small battery
overhead. These results give distribution engineers a clear guide
for selecting encryption that meets real-time protection deadlines
while supporting the long-term sustainability and reliability of
electrical power systems.

Index Terms—Lightweight cryptography, smart grid IoT secu-
rity, IEC 61850 GOOSE protection, energy-efficient encryption,
distribution-grid resilience

I. INTRODUCTION

The uninterrupted delivery of electrical energy underpins
every facet of contemporary society—from hospital ventilators
to cloud-computing data centers. Even a short-term outage
can cascade into human-safety and huge economic losses.
In response, utilities are digitalizing the distribution grid at
an unprecedented scale, embedding millions of Internet-of-
Things (IoT) sensors, intelligent electronic devices (IEDs), and
remote-terminal units (RTUs) along feeders and inside substa-
tions. Although pervasive connectivity allows fine-grained au-
tomation and predictive maintenance, it simultaneously widens
the attack surface, as dramatically illustrated by coordinated
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cyberattacks on the Ukrainian power network in 2015-2016
that interrupted service for more than 225000 customers and
exposed latent security gaps in substation automation layers
[1]. Protection traffic (IEC 61850 GOOSE Type 1A) must still
meet the P2/P3 performance-class transfer time of 3 ms (back-
to-back) even after encryption [2].

Modern distribution networks depend on industrial control
systems (ICS) that connect equipment like programmable logic
controllers, protection relays, and tap changers with higher-
level data and analytics platforms. According to the Purdue
reference model (Levels O to 3), which is part of the ISA-
95 standard, these systems are organized into layers—from
the physical equipment at Level O up to the operations and
DMZ layer at Level 3—to help manage and secure the system
more effectively. At the lower levels, tasks such as sensing
and control are handled by low-power IoT devices. These
devices have a very modest CPU (often under 100 MHz),
limited memory (e.g., 64 kB flash/16-64 kB RAM), and are
often powered by batteries or energy harvesting. Despite their
small size, these edge devices are actively involved in real-
time control and must send and receive trusted data over
communication channels that are often limited in bandwidth
[3]. For example, a typical station-bus link carries 60-byte
GOOSE PDUs every 100 ms on a 100 Mbit/s IEC 61850
VLAN.

Because these small devices have very limited memory, pro-
cessing power, and battery life, traditional encryption methods
like RSA or even full versions of AES are often too heavy
to use effectively [4], [5]. For this reason, many studies on
smart grid cybersecurity highlight the need for lightweight
cryptography, which is more efficient to protect data that is
still protected against threats such as brute-force attacks, side
channel leaks, and denial-of-service events [6], [7]. In short,

168



the IoT layer of the power grid needs encryption tools that
are designed to use less energy, work well on small battery-
powered devices, and still provide strong security.

This paper focuses on lightweight cryptographic techniques
for IoT devices in power distribution networks and makes the
following three contributions:

1) Evaluation framework. We propose a four component
scoring system including security strength, speed, cost
to implement, and energy use, based on existing IoT
research and customized for the needs of power grids.

2) Holistic comparison. We analyze eleven well-known
encryption algorithms, including block ciphers, stream
ciphers, elliptic curve methods, hybrids, and new de-
signs. These are grouped by their current status: real-
world use, lab prototypes, or finalists in the NIST
Lightweight Cryptography Competition.

3) Deployment guidance. We provide a mapping between
encryption options and the different layers of the grid
(based on the Purdue model), showing which ciphers
work best with specific devices and system levels with
which engineers can choose what fits best instead of
relying on one-size-fits-all solutions.

The remainder of the paper is structured as follows. Section
I outlines the four-layer IoT security model for power grids.
Section II classifies lightweight algorithms by design lineage.
In Section III, we introduce the metric framework and present
comparative results. In Section IV, we discuss trade-offs and
future trends, and finally in Section V, we conclude with
actionable recommendations for practitioners.

II. IOT ARCHITECTURE AND SECURITY REQUIREMENTS

Most IoT reference frameworks, including International
Telecommunication Union — Telecommunication Standard-
ization Sector (ITU-T) Recommendation Y.2060 [8], NIST
Interagency/Internal Report (NISTIR) 8259, and the Purdue
model used in power systems describe a four layer structure
that matches the physical layout of a distribution substation
(from Level O to Level 3). Figure 1 illustrates this alignment
and gives examples of the lightweight security tools commonly
used at each level.

A. Four-Layer Structure

1) Perception layer (Level 0-1): Since encryption hardware
must fit into a tiny part of the chip, just a few square
millimeters shared with other sensor components, designers
are usually limited to about 2,000 logic gates (known as 2 kGE,
a standard measure of chip size), which is roughly the area
of 0.01 to 0.02 mm? in modern 65 nm technology. The entire
device often runs on a small coin-cell battery, which means
that the encryption must also be extremely energy efficient.
These strict space and power limits make ultralightweight
ciphers such as PRESENT [9], SIMON [4], and the LCC
cipher based on cellular automata [10] especially suitable for
securing data directly on these devices.

‘Three-Layer Architecture

Application/Interface layer Business layer

Application layer

Service layer Apllication layer

Network layer Middleware layer
Network layer
Network layer
Perception layer Sensing I
ensing fayer Percention laver

Fig. 1: Illustration of a four-layer IoT architecture for distri-
bution automation, aligned with Purdue Levels O to 3.

2) Network layer (Level 1-2): Data from smart grid devices
is sent to edge gateways either via wireless technologies such
as LoRaWAN or Wi-SUN or via wired connections such
as RS-485 or powerline communication (PLC). To protect
this data during transmission, payload encryption is used,
combining a lightweight version of AES (with fewer rounds)
or ChaCha20 (a fast stream cipher) together with an asym-
metric key exchange protocol such as Curve25519. With this
approach, forward secrecy is preserved, meaning that even if a
key is later compromised, previous messages remain protected
within the limits of very small message sizes [5], [11].

3) Support/Middleware layer (Level 2): Gateways collect
data from devices, convert between different communication
protocols such as Modbus and/or Message Queuing Teleme-
try Transport (MQTT), and apply security rules. Instead of
using custom-made encryption methods, they rely on stan-
dard security tools; Transport Layer Security (TLS) 1.3 or
Datagram TLS (DTLS), which are used to protect data during
transmission. These tools include Ascon based encryption, a
lightweight method with strong security and lower commu-
nication which handshake overhead constrained systems [4],
[12].

4) Application layer (Level 3): Systems like SCADA data
loggers, outage management dashboards, and grid analytics
tools use security features such as X.509 certificates, digital
signatures, and hash-based message authentication to control
access. By using these tools, one can be sure that data come
from trusted sources and that actions can be traced back to
the responsible operator.

B. Security objectives

At every layer of the system, the main security goal
is to protect the CIA triad (confidentiality, integrity, and
availability of data). Confidentiality means keeping sensitive
information like feeder settings or breaker commands, private
by encrypting the data (using methods like AES-GCM or
Ascon-128a) so that outsiders can’t read it. Integrity means
making sure the data hasn’t been changed or altered by
anyone without permission. This is especially important for
SCADA commands and is typically protected using hashes
or digital signatures. Availability means keeping the system
running reliably, especially in critical grid operations. This
is supported by lightweight intrusion detection and regular
firmware updates to defend against attacks that aim to block
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Fig. 2: CIA triad as applied to distribution-grid IoT.

or slow down important actions, like circuit breaker trips [7],
[13].

C. Threat landscape

If any part of the CIA triad is weak, the power network
becomes vulnerable to many different types of attacks as
reported in the literature [14].

o Network attacks: These type of attacks are like replaying
old control messages (e.g., IEC 60870-5-104), secretly
changing voltage regulator settings, or overwhelming
gateways with Distributed Denial of Service (DDoS)
traffic;
Cryptographic attacks: The types of attacks are such
as breaking outdated encryption using brute-force or
differential methods, or stealing information from poorly
protected cryptographic chips through power analysis;
Physical attacks: These include tampering with sensors
at unmanned substations, physically extracting encryption
keys from hardware, or uploading malicious firmware
via exposed communication ports (e.g., universal asyn-
chronous receiver—transmitters (UART));
e Social and application level attacks: Some examples are
phishing of operations staff, SQL injection grid databases,
which could lead to false outage reports.

Figure 2 highlights that the CIA triad is a practical design
guide, influencing the selection of encryption techniques and
key management approaches across all system layers.

D. Motivation for lightweight cryptography

Standard encryption algorithms like full-round AES, RC4,
or RSA are too demanding for small microcontrollers with 64
kB or less of memory and processors running below 100 MHz
[3], [5]. They also consume often exceed 10 pJ/bit—making
them unsuitable for battery powered devices like pole-top
sensors which need to run for several years. Thus, lightweight
cryptographic algorithms are essential for IoT use in power
grids. In the rest of the paper we evaluate a range of these
lightweight options in terms of cost, speed, and security to
help identify the most practical choices.

Lightweight encryption methods are especially important at
three points in power system operations:

« Smart metering: Small data packets (around 200 bytes)
are sent every 15 minutes using power-line commu-
nication or Narrowband IoT (NB-IoT), following the
DLMS/COSEM protocol. Lightweight block ciphers like
PRESENT meet DLMS Security Suite 1 requirements
while fitting within the tight hardware limits (less than
2kGE) of typical smart meter chips [15].

« Substation protection: High-priority messages (like
GOOSE Type 1A trip signals under IEC 61850) has to
be delivered in under 3 milliseconds. The Ascon-128a
cipher adds only about 5.8 microseconds of delay on a
120 MHz Cortex-M7 processor with hardware support
for encryption, staying well within the required response
time [16].

« Distributed-energy resources (DER) control— Photo-
voltaic inverters send regular telemetry using the Sun-
Spec Modbus/TCP protocol, around 4 kbps. The Trivium
stream cipher runs efficiently on a 32-bit RISC-V proces-
sor, using less than 2 microjoules per bit, and still meets
the SunSpec 250 ms logging interval [17].

III. CLASSIFICATION OF LIGHTWEIGHT CRYPTOGRAPHIC
ALGORITHMS

Lightweight cryptographic methods can be grouped based
on their design approach, including symmetric block ciphers,
symmetric stream ciphers, elliptic-curve—based public key sys-
tems, hybrid constructions, and novel bio-inspired algorithms.
Table I provides representative examples from each category.

TABLE I: Representative lightweight ciphers grouped by
design family

Block Stream ECC Hybrid Novel
PRESENT Trivium Curve25519 | ECC+AES+SHA | LCC
SIMON ChaCha20 P-256 NTRU+AES+SHAChaotic ECC
RECTANGLE|MICKEY 2.0 Ascon
Elephant
GIFT-COFB

Hummingbird-2

A. Block ciphers

Block ciphers encrypt data in fixed-size chunks (64 or 128
bits) using the same key for both encryption and decryption.
Lightweight versions, such as PRESENT (31 rounds, 80-/128-
bit key, about 1570 GE) and SIMON-64/128 (44 rounds,
about 2000 GE), keep hardware size small by using simple
bit-wise substitutions (S-boxes) and Feistel structures [9],
[18]. The RECTANGLE cipher improves efficiency further
by implementing its S-box with just four 4-bit lookup tables,
requiring about 2070 GE while still offering 128-bit security
[19]. These ciphers are strong against differential and linear
attacks due to their high number of rounds. However, their
iterative design introduces delay, which can be a drawback in
time-sensitive applications.

B. Stream ciphers

Stream ciphers XOR each plaintext bit with a keystream
generated from lightweight feedback registers. Trivium and
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MICKEY 2.0 are two compact ones recognized under the
ISO/IEC 29192-3 standard. Trivium uses about 2600 gate
equivalents and MICKEY about 2200 GE—while providing
64-bit security, assuming a unique initialization vector (IV) is
used for each session [20], [21]. ChaCha20 uses more memory
but offers very high speeds (over 1 Gbps on 32-bit processors)
and strong resistance to side-channel attacks [22]. However, a
key risk for all stream ciphers is reusing the same keystream,
which can seriously compromise security.

C. Elliptic-Curve Cryptography

ECC offers asymmetric confidentiality and authentica-
tion with keys an order of magnitude shorter than RSA.
Curve25519 (32-byte keys, 128-bit security) executes a scalar
multiply in ~ 900 k cycles on Cortex-M3 and 3100 GE in
dedicated hardware [23]. Hardware-friendly Koblitz curves
accelerate scalar multiplication via Frobenius maps, whereas
NIST P-256 enjoys widespread toolkit support [11]. Side-
channel-safe arithmetic and scalable key management remain
the main implementation hurdles [24].

D. Hybrid constructions

Hybrid schemes combine symmetric speed with asymmet-
ric key establishment. A common pattern couples ECC key
exchange with AES-GCM payload protection and SHA-2
message authentication [5]. Post-quantum hybrids (e.g., NTRU
+ AES) increase handshake cost (<5000 GE) but raise long-
term confidentiality.

E. Novel and competition-driven designs

The NIST Lightweight Cryptography competition
(2019-2023) helped to develop authenticated encryption
algorithms optimized for constrained environments with
limited memory, processing power, and energy resources.
The winning algorithm, Ascon-128a, delivers authenticated
encryption at just 11.5 clock cycles/byte and uses about 2250
GE [25]. Other finalists, like Elephant and GIFT-COFB, are
optimized for even smaller hardware footprints, though with
lower data rates [26], [27]. Beyond the competition, some
researchers have explored more experimental designs. For
example, LCC uses cellular automata to generate encryption
patterns [10], and Hummingbird-2 combines features of both
block and stream ciphers in a compact 2000 GE design [28].
While these novel approaches are promising, they still require
more analysis to fully understand their security guarantees.

IV. PERFORMANCE METRICS UNDER FEEDER
CONSTRAINTS

We assess each shortlisted cipher based on four key met-
rics commonly used in IoT security research: security level,
performance efficiency, implementation cost, and energy effi-
ciency. The evaluation draws on data from vendor datasheets,
hardware synthesis results published in CHES and ToSC,
and FPGA-based power profiling studies [4], [18], [29]. Al-
gorithms are grouped into (i) real-world deployments, (ii)
experimental prototypes, and (iii) NIST LWC finalists.

Security level denotes resistance to published cryptanaly-
sis; performance efficiency is expressed in cycles/byte and
throughput; implementation cost is measured in GE; energy
efficiency refers to pJ/bit drawn at nominal voltage. Table II
defines standard thresholds for classifying each metric.

TABLE II: Metric thresholds for lightweight-cipher evaluation

Metric
Security level

Medium

Resists basic at-
tacks

Low High
Standardized,
resists advanced

Broken / major
weaknesses

attacks
Perf. Class >500 cy/B or 200-500 cy/B <200 cy/B or
<10 kbps >50 kbps
Impl. cost <2000 GE 2000-3000 GE >3000 GE
Energy eff. >5 pl/bit 1-5 pJ/bit <1 pl/bit

A. Real-world implementations

TABLE III: Benchmarked ciphers already deployed in industry

Algorithm | Sec. Perf. (cy/B) Cost Energy
(GE) | (uJ/bit)
PRESENT | High 80 <2000 |1.5 91, [29]
SIMON High |74 ~2000 |1.9 [18]
SPECK Med. |92 ~1800 | 1.5 [18]
Curve25519 | High 388 ~3100 |9.1 [23]

Table III confirms that PRESENT and SIMON combine
strong security with sub-2 kGE footprints, ideal for sensor
nodes. Curve25519 offers robust asymmetric features yet
incurs a three-fold energy penalty. Overall, SIMON delivers
the best balance for deeply embedded OT devices.

B. Experimental designs

TABLE IV: Prototype ciphers under active research

Algorithm Sec. Perf. (cy/B) Cost Energy
(GE) (J/bit)
Lcc Med.-H | 100 <2000 [2.0 [10]
Hummingbird- | Med. 90 ~2000 |1.8[28]
Chaotic ECC | High 300 <3500 [10.0 [11]
Mod. High 80 <2000 |1.59]
PRESENT-
256

Experimental schemes aim to push beyond PRESENT class
efficiency. Modified PRESENT-256 preserves sub-2 kGE size
while doubling key length; LCC and Hummingbird-2 prioritize
speed but need further cryptanalysis. Chaotic ECC provides
post-quantum promise at notable area and energy cost.

C. NIST LWC finalists
TABLE V: Metrics for NIST LWC standard candidates

Algorithm Sec. Perf. (cy/B) Cost Energy
(GE) (12J/bit)
Ascon-128a High 11.5 ~2250 1.8 [25]
GIFT-COFB | High 20.0 ~2000 1.4 [27]
Elephant Med. 18.0 ~2000 1.7 [?]

In 2024, NIST selected Ascon as the main standard for
lightweight encryption, with strong 128-bit security and fast
performance at just 11.5 cycles/byte [30]. GIFT-COFB uses
even less chip area, and Elephant is designed for devices with
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very limited memory, though it offers slightly lower security.
Due to its balance of speed and security, Ascon is preferred
for protecting power-distribution gateways.

V. DISCUSSION: TOWARD AN IDEAL LIGHTWEIGHT
ALGORITHM

Tables III-V and Figure 3 confirm that the performance
envelope of lightweight cryptography is multi-dimensional.
Device classes emphasize different constraints: flash size on
Layer O sensors, duty-cycle energy on battery-powered meters,
or handshake latency on substation gateways. Consequently,
no single primitive can serve every operating point.

A. Constraint-driven selection

Devices in power networks have limited resources in three
main ways:

« Silicon/area Many small sensors can only spare a tiny
amount of hardware—less than 2kGE logic gates, so they
need very compact encryption methods, like those used
in DLMS/COSEM standards with 128-bit keys and ultra-
low yearly energy use.

« Energy use Since many devices run on batteries, en-
cryption methods must use enrgy less than 1 plJ/bit to
avoid draining power needed for other tasks. This is
especially important for systems like IEC 61850, where
the processor must stay within a tight energy budget.

o Speed/delay Devices that control the grid in real-time
must encrypt data in just a few dozen processor cycles.
On the other hand, devices uploading data to central
systems (like a Distribution Management System) can
handle a bit more delay, but they may need stronger
security like full TLS handshakes.

B. Recommendations

« Level 0-1 (Field sensors) For small, low-power devices
like pole sensors or meters, SIMON-64/128 and Modified
PRESENT-256 are good choices as they offer strong 128-
bit security while using little space and ideal energy for
sensors running on batteries or harvested energy that must
last for years without maintenance.

o Level 2 (Gateways and RTUs) At the gateway level,

Ascon-128a which provides both encryption and authenti-

cation quickly and efficiently using only 11.5 cycles/byte

and fitting well into hardware already in use, is ideal. It
works well with protocols like IEC 104 and MQTT and
has already been adopted in secure industrial hardware.

Level2-3 (Control and management stations) For sys-

tems where secure key exchange and long-term data

protection matter most, Curve25519 or newer approaches
like Chaotic-ECC can be preferred. These should be
paired with protections against side-channel attacks and
upgraded to post-quantum options like CRYSTALS-
Kyber to stay secure in the future [31].

C. Trade-offs and emerging trends

Security vs. energy. Block and stream ciphers like SIMON
and Trivium use low energy, but their short keys necessitate
periodic rotation. ECC and post-quantum hybrids use more
energy but offer stronger long-term protection.

Latency vs. area. Ascon and GIFT-COFB are fast (less than
20 cycle/byte) and don’t cover much space on chip. Elephant
saves more memory at the expense of lower security.

Future-proofing Future trend is to combine small, energy-
efficient block ciphers for protecting data with lightweight,
quantum-safe methods for key exchange. This “small + small”
strategy keeps the system compact and efficient, while also
preparing it for future quantum-era threats.

Two efforts are key to progress: First, energy models should
be validated through hardware tests on processors like RISC-V
and Cortex-MS55 with Helium. Second, experimental ciphers
such as LCC and Hummingbird-2 need formal leakage anal-
ysis, and real-world pilots should explore combining Ascon
or GIFT-COFB with post-quantum key exchange in hybrid
handshakes, as recommended by NIST [30].

D. Case Study: Pole-Top Recloser on a 13-kV Feeder

A 120-MHz Cortex-M33 controller logs three-phase cur-
rents every 100 ms and multicasts a 60-byte GOOSE trip
PDU. Table VI compares crypto latency and battery impact
(ER18505 Li-SOClsy, 3.2 Ah). Both ciphers satisfy the 3

TABLE VI: Impact of cipher choice on recloser controller

Cipher Latency (us)  Energy/bit (uJ)  Est. battery life
None (baseline) 0 - 94y
SIMON-64/128 37 1.9 9.1y
Ascon-128a 5.8 1.8 88y

ms P2/P3 window; Ascon’s added silicon is justified where
protection speed trumps battery margin and therefore comply
with IEC 61850-8-1 P2/P3.

VI. CONCLUSION

We proposed a four-metric evaluation framework and ap-
plied it to 11 lightweight cryptographic primitives span-
ning real-world deployments, laboratory prototypes, and NIST
LWC finalists. SIMON-64/128 was found to offer the best
balance of silicon area and energy consumption for legacy
SCADA sensors. Modified PRESENT-256 extends the key
length without increasing area, outperforming other experi-
mental ciphers on ultra-constrained devices. Ascon-128a de-
livers the highest security-to-performance ratio among stan-
dardized AEAD schemes and is already being deployed in
commercial secure elements.

Given the wide range of device constraints in modern
power grids, engineers should tailor cryptographic solutions to
specific memory, energy, and threat needs instead of relying
on one size fits all benchmarks. Future work will extend
our framework to post-quantum hybrids and validate the
results on hardware testbeds simulating next-generation power
distribution systems.
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Fig. 3: Unified benchmark scatterplot. Left panel: real-world (deployed) ciphers; Centre: experimental designs; right: NIST
LWC finalists. Axes are log—log; bubbles encode energy/bit; colour encodes security tier.
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Abstract—This work investigates the role of artificial intel-
ligence (AI) in predictive maintenance for smart meters and
photovoltaic (PV) systems through anomaly detection and fore-
casting. Three datasets were analyzed using unsupervised clus-
tering, Random Forest classification, deep learning (LSTM), and
statistical models (SARIMAX, Prophet). The solution achieved
near-accurate forecasting (12-13% MAPE for short-term LSTM,
17-18% MAPE for PV energy) and nearly flawless anomaly
categorization (ROC-AUC = 0.999; F1 up to 0.87-1.0). Anoma-
lies including energy shortages, peak suppression, and inverter
underperformance were translated into actionable maintenance
insights through rule-based diagnostics and permutation-based
feature importance analysis. These results demonstrate how Al-
driven anomaly detection can significantly improve maintenance
efficiency, reduce downtime, and enhance grid reliability by
shifting from reactive repairs toward proactive, data-driven
interventions.

Index Terms—Predictive Maintenance, Anomaly Detection,
Smart Meter Data, Time-Series Forecasting, Graph Convolu-
tional Autoencoder, LSTM, CNN-LSTM Autoencoder, Explain-
able Al, Hyperparameter Optimization, Residual Thresholding

I. INTRODUCTION

Smart meters are advanced digital devices that automatically
record and transmit electricity consumption in real time [1],
[2]. It is a massive upgrade of the conventional analog meters.
The foundation for contemporary smart metering technology
was laid in 1972 when Theodore Paraskevakos created a
digital metering system that could transmit usage data elec-
tronically [3]. Unlike traditional meters, smart meters offer
two-way customer-utility communications which allows users
to observe usage patterns, avoid wastage, and make more
economically viable decisions [1], [4]. For energy providers,
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smart meters significantly boost system reliability by allowing
quick detection of outages and faster restoration by cutting
blackout times in Texas by roughly 5.5%. Energy losses during
distribution are also decreased by smart meters. The reduction
is between 4-7% [5]. ComEd’s smart meter installation in
Illinois is said to have contained 7.6 million outages, resulting
in $1.4 billion in benefits to society [6]. As for cost reductions,
industrial users have achieved 7.46% average energy savings,
translating to over $41 million annually, while households
typically reduce electricity consumption by 3-3.4% and gas
usage by 3%, with some studies even reporting savings up
to 12% when usage is effectively informed [7]-[9]. Within
the European Union, installation costs average €180-200, but
savings per meter are higher—around €270 for electricity and
€230 for gas—yielding energy savings of 2—-10%, and full
EU-wide deployment is expected to unlock up to €53 billion
in benefits [1], [10]. By detecting unusual activity and theft,
smart meters dramatically cut down on non-technical losses—
by as much as 30% [11]. This is a key reason they are so
vital to modern energy systems: they enable better demand
response, make it easier to integrate renewable energy, and
promote a grid that is more efficient, resilient, and sustainable.

Predictive maintenance, or PdM, has become a crucial
strategy for the smart metering industry in recent years. In
order to monitor device health and identify minor variations
that precede malfunctions or manipulation, modern meters
continuously gather high-frequency data on voltage, current,
frequency, and power quality. By moving away from tradi-
tional preventive or reactive strategies, which are still common
in the energy industry and often disregard real-time operat-
ing conditions, PAM reduces unnecessary inspections, avoids
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premature replacements, and minimizes costly unplanned shut-
downs [12], [13]. However, rather than offering useful triggers
for maintenance interventions, a large number of current smart
meter anomaly detection techniques continue to concentrate
on billing problems, load forecasts, or straightforward outlier
elimination [14], [15]. Moreover, while recent deep learning—
based models—such as Bi-LSTM autoencoders [2], variational
recurrent autoencoders with attention [16], and convolutional
autoencoders with adaptive thresholds [17]—have achieved
strong detection accuracy, their “black-box” nature often limits
transparency and makes operators hesitant to rely on the results
[18]. The variability and noise present in smart meter and
PV data adds to this difficulty. Normal fluctuations can easily
mask context-dependent abnormalities, including inverter un-
derperformance, energy shortages, or phase imbalances, and
conventional statistical techniques have trouble identifying
such high-dimensional, nonlinear patterns [19], [20]. These
shortcomings show the need for an integrated Al-driven frame-
work that reliably identifies anomalies and offers operationally
meaningful explanations of their causes, empowering utilities
to make informed and timely repair decisions [21], [22].

This work is guided by the following research questions:

1) How can artificial intelligence (AI) be used to detect
anomalies in smart meter data as early indicators of
faults?

2) Which Al models are most effective for predict-
ing anomalies in smart meter and photovoltaic (PV)
datasets?

3) How does shifting from reactive to Al-driven predictive
maintenance improve reliability and efficiency?

II. LITERATURE REVIEW
A. Predictive Maintenance in Energy Systems

Recent Al techniques for predictive maintenance surveys
highlight hybrid approaches combining statistical methods
with machine learning for fault prediction [23], [24], [25].
Zhang et al. [23] emphasize that integrating multiple Al
models can improve predictive maintenance performance in
manufacturing systems. In energy distribution grids, Mahmoud
et al. [24] and Haque et al. [25] outline how IoT sensors and
Al algorithms enable condition-based maintenance, though
practical deployment is still emerging. Traditional condition-
based maintenance concepts date back decades [19], but
today’s high-resolution data from smart meters and PV plants
open new opportunities for real-time analytics.

B. Anomaly Detection Techniques

Anomaly detection has been widely studied across domains
[15], [26]. Chandola et al. [15] provide a comprehensive
survey of anomaly detection techniques, ranging from sta-
tistical methods and clustering to classification and neural
networks. Ahmed et al. [26] survey network anomaly detection
and similarly categorize methods, including distance-based
outlier detection and isolation forests. In the context of power
systems, unsupervised methods such as clustering and isolation
forests have been popular for their ability to detect novel

anomalies without labeled data [19], [27]. For example, Liu et
al. [27] introduced the Isolation Forest algorithm, which has
since been applied to meter data for outlier detection. Classical
time-series models (ARIMA/SARIMA) have also been used
for anomaly detection by modeling expected behavior and
identifying residuals [24]; however, prior work has noted
challenges with ARIMA on complex energy data [12]. More
recently, deep learning approaches (e.g., autoencoders, LSTM-
based models) have shown success in detecting anomalies
in multivariate sensor data [28], [29], but these often act
as black boxes. The need for explainable Al (XAI) [18]
in anomaly detection is increasingly recognized, allowing
maintenance personnel to understand and trust the system’s
alerts. Arrieta et al. [18] outline XAI concepts relevant to
making Al decisions transparent, which is crucial for industrial
acceptance. Wellsandt et al. [30] explore a hybrid human-
Al approach in maintenance, emphasizing the importance of
interpretable “digital assistants” that integrate analytics with
expert knowledge.

C. Smart Meter Data Anomalies

Many studies address anomaly detection in advanced meter-
ing infrastructure. Jokar et al. [31] detect electricity theft by
analyzing consumption patterns, achieving high accuracy in
identifying fraudulent usage. Liu and Nielsen [19] developed
an online anomaly detection method for smart meter read-
ings using prediction-based techniques, illustrating scalable
detection on utility data. Haryadi et al. [32] applied a bidirec-
tional LSTM to detect fraudulent or anomalous consumption
patterns. In contrast, Fu et al. [33] proposed an artificial
immune system approach to detect energy theft in smart meters
(inspired by biological immune responses). Other works focus
on data quality issues: for instance, Chen et al. [34] modeled
smart meter error and used truncated SVD for anomaly detec-
tion, and Farooq et al. [35] addressed detecting data integrity
attacks on smart meter measurements. These studies show that
a variety of algorithms (SVM, k-NN, neural nets) can identify
anomalies in meter data; however, they often flag anomalies
without linking to specific maintenance actions.

D. Power Quality and Grid Anomalies

Smart meter data also captures power quality indices and
grid events. For example, Patrizi et al. [36] used innovative
metering systems to detect power quality anomalies (voltage,
frequency deviations) via sensor networks. Lee et al. [37]
targeted anomalies in a smart home power management system
with electric vehicles and battery storage, highlighting issues
like sudden load changes. Standards like IEEE 1159 provide
guidelines on monitoring electric power quality [38], which
inform threshold-based detections (e.g., flicker severity) in
our work. There is ongoing research into using machine
learning for grid fault detection and predictive maintenance of
grid components [38]-[40]. Rustambekov et al. [39] demon-
strated real-time data analysis for predictive maintenance of
innovative grid components, and Heiden et al. [38] designed
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a digital platform for predictive maintenance in distribution
grids, indicating the practical value of such systems.

E. PV System Fault Detection

In PV plants, anomaly detection is crucial for identify-
ing underperforming panels, inverter faults, or degradation.
Sepilveda-Oviedo et al. [41] present a bibliometric review of
Al methods for PV system fault diagnosis, showing grow-
ing interest in applying Al to PV maintenance. Ledmaoui
et al. [42] review advances in predictive maintenance for
solar plants, including cyber-security aspects, reflecting the
broadening scope of “smart” PV operations. Researchers have
applied both data-driven and model-based methods: Mustafa
et al. [43] used a deep learning approach for PV fault identifi-
cation (predicting multiple fault types). In contrast, traditional
methods monitor performance ratios and thresholds. Many PV
anomaly studies emphasize the use of weather (irradiance) data
for context [42], as sudden drops in output may be attributed to
environmental factors rather than equipment failures. Our work
builds on this by combining weather-normalized expected per-
formance with anomaly detectors. Notably, advanced graph-
based models have been explored for capturing the network
of components in a PV farm — e.g., Rongali [44] discusses
Al-driven DevOps for smart grids and hints at using graph
representations. In this study, we implement a Multi-Temporal
Graph Convolutional Autoencoder (MTGCAE) to capture the
relationships among inverters and transformers in the PV
system, enabling detection of system-level anomalies that
involve multiple components.

Prior literature provides a rich toolkit of Al algorithms for
anomaly detection and predictive maintenance. However, gaps
remain in integrating these methods into a coherent framework
that produces explainable maintenance insights. Our work
contributes an end-to-end pipeline that fuses unsupervised
and supervised learning with domain-based rules, tailored to
the multi-scale nature of smart meter and PV data. This
approach addresses the identified gaps by providing both high
detection performance and interpretability, thereby facilitating
a proactive maintenance strategy.

III. METHODOLOGY

Step 1 Step 2 Step 3
Data Collection Feature Unsupervised
Engineering Anomaly
Preprocessing Detection
Step & Step 5 Step 4
i Time-Seri S pervised
insights Forecasting Labeling
and

Classification

Fig. 1. Methodology pipeline.

We designed a unified six-stage pipeline for anomaly
detection and predictive maintenance, applied across three
heterogeneous datasets. This pipeline ensures consistency,

interpretability, and adaptability to both short-term smart meter
data and long-term PV plant monitoring.

A. Data Collection and Preprocessing

Three datasets were used: (i) a short-term three-phase smart
meter log, (ii) a one-week distribution quality dataset, and
(iii) a five-year PV plant dataset with inverter and irradiance
data. All datasets were standardized, cleaned, and aligned to
a uniform time grid. Missing values were interpolated where
possible, and sensor resets or invalid readings were corrected.

B. Feature Engineering and Exploratory Analysis

Domain-specific features such as daily energy increments,
power factors, inverter contribution ratios, and irradiation-
yield ratios were engineered to summarize daily behavior.
Correlation heatmaps were used to identify systematic under-
performance (e.g., inverter Eg10 in the PV dataset).

C. Unsupervised Anomaly Detection

Unsupervised clustering (k-means, Isolation Forest, LOF)
combined with expert rule checks was used to identify anoma-
lies without labels. This allowed separation of typical vs. ab-
normal operational regimes, such as suppressed peaks, energy
shortfalls, or inverter failures.

D. Semi-Supervised Labeling and Classification

Pseudo-labels from the unsupervised stage were used to
train supervised classifiers (Random Forest). This achieved
ROC-AUC = 0.999 and Fl-scores up to 1.0, demonstrating
clear separation between normal and anomalous operation.

E. Forecasting and Residual Analysis

Classical and deep learning forecasting methods (SARI-
MAX, Prophet, LSTM) were applied to detect rapid deviations
via residual thresholds. Forecasting achieved MAPE values of
12-13% for load and 17-18% for PV energy, sufficient to flag
deviations beyond forecast error margins.

F. Maintenance Insights and Prescriptive Actions

Detected anomalies were translated into actionable alerts
such as “Inverter Egl0 underperformance,” “Peak suppres-
sion,” or “Phase imbalance.” These insights were linked to
prescriptive actions (e.g., inverter replacement, capacitor in-
spection), making the framework directly usable for operators.

IV. FINDINGS AND DISCUSSION

This section presents the empirical outcomes of applying
the six-stage predictive maintenance pipeline. The discussion
integrates four key aspects: (i) anomaly detection and forecast-
ing performance, (ii) interpretability and model behavior, (iii)
dataset-specific observations, and (iv) prescriptive maintenance
and deployment insights.
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Fig. 2. Isolation Forest anomaly score timeline for smart meter dataset (D1).
A single-day anomaly is clearly visible.
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Fig. 3. D2 Isolation—Forest anomaly scores with threshold.

A. Anomaly Detection and Forecasting Performance

The integrated pipeline achieved a good performance in
identifying abnormal operating patterns across the three
datasets. Isolation Forest anomaly timelines (Figures 2, 3,
and 4) consistently isolated distinct deviations from normal
regimes.

For Dataset 1 (smart meter), the Isolation Forest detected a
single low-energy day, while in Dataset 2 (distribution feeder),
a suppressed peak on 22-09-2019 was isolated (Figure 5). In
the PV dataset (D3), anomaly bursts in early 2015 and mid-
2018 aligned with known inverter malfunctions.

Semi-supervised Random Forest classification confirmed
these unsupervised findings. The model achieved perfect sep-
aration in D1 (Accuracy = 1.00, F1 = 1.00) and near-perfect
performance on the PV dataset (ROC-AUC = 0.999, Recall =
1.00), as shown in Figure 6.

Forecasting-based residual analysis added predictive ca-
pability. In Dataset 1, one-hour-ahead LSTM forecasting
achieved MAPE = 12.7%, while in the PV dataset, SARI-
MAX and Prophet reached MAPE = 17-18% with R? > 0.90.
Figure 7 shows close alignment between predicted and actual

D3 — IsolationForest anomaly scores

— anomaly score
== threshold=0.536

7 ———
Wi

2015 2016 2017 2018 2019 2020
date

IsolationForest score (higher = more anomalous)

Fig. 4. Isolation Forest anomaly scores across five years of PV data (D3).
Recurring anomaly bursts indicate inverter underperformance.
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Fig. 5. Load-shape overlay for the anomalous day (22-09-2019) in the
distribution feeder dataset (D2). Suppressed peaks and lower PF confirm
abnormal operation.
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Fig. 6. ROC curve for the Random Forest classifier (D3), showing near-
perfect anomaly separability.

PV generation, with residual bursts coinciding with inverter
underperformance.

B. Model Behavior and Interpretability

Interpretability was a central design goal. Feature impor-
tance and SHAP analysis provided explainable insight into
model decisions. For Dataset 2, permutation feature impor-
tance identified PF_sum and KW_max as the main anomaly
drivers. For Dataset 3, global SHAP summaries (Figure 8)
highlighted inverter contribution ratios and PV-to-irradiance
efficiency as dominant explanatory factors—consistent with
the observed underperformance of inverter Eg10.

These interpretable diagnostics increase operator confi-
dence, allowing domain experts to verify model outputs phys-
ically. The consistent alignment between learned importance
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Fig. 7. Forecast vs. actual PV daily energy (D3). Residual bursts coincide
with inverter failures.
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Fig. 8. Global SHAP feature importance for the PV dataset (D3). Inverter
shares and efficiency ratios dominate anomaly explanations.

rankings and engineering indicators supports trust and adop-
tion.

C. Dataset-Specific Observations

Smart Meter (D1): Strong daytime load cycles with a sin-
gle under-consumption anomaly confirmed pipeline sensitivity
to short-term deviations.

Distribution Feeder (D2): The anomalous day exhibited
suppressed active power and low power factor (Figure 5), both
physically consistent with feeder-level imbalance or partial
load disconnection.

PV Plant (D3): Seasonal PV energy patterns (Figure 9)
matched irradiance trends, while ensemble detection revealed
persistent underperformance of inverter Egl0 (Figure 10),
validating the system’s long-term anomaly sensitivity.

D3 PV total vs Irradiation total (daily)
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Fig. 9. Daily PV generation and irradiation (D3). Strong seasonal correlation
confirms data reliability.
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Fig. 10. Underperformance counts per inverter (D3). Inverter Eg10 consis-
tently shows dominant anomaly frequency.

D. Prescriptive Maintenance and Deployment Insights

The framework transformed detected anomalies into action-
able maintenance insights. In D1, low daily energy flagged
possible phase imbalance; in D2, low PF and suppressed
peaks suggested capacitor or load inspection; in D3, inverter
Egl0’s chronic underperformance indicated replacement pri-
ority. These insights show that anomaly detection outputs can
directly guide maintenance scheduling and inventory planning.

From a deployment standpoint, practical implementation
requires addressing (i) data quality—continuous validation
to avoid false alarms from resets or missing logs, (ii) scal-
ability—parallel processing for millions of meters, and (iii)
operator adoption—embedding interpretable outputs within
SCADA dashboards. As shown by the interpretability layer
(SHAP, feature importance), explainable outputs are essential
for operational trust.

The six-stage pipeline achieved robust, explainable, and
prescriptive anomaly detection across heterogeneous energy
datasets. Its high performance (ROC-AUC =~ 0.999, MAPE
12-18%) and clear interpretability bridge the gap between
advanced analytics and field-level maintenance. The results
shows the framework’s readiness for pilot-scale deployment,
providing a data-driven foundation for predictive maintenance
in real-world smart grid environments.

V. DEPLOYMENT CHALLENGES AND PRACTICAL
CONSIDERATIONS

While the proposed framework achieves very good anomaly
detection metrics and interpretable outputs, its practical de-
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ployment in utility environments requires addressing several
challenges:

Data Quality. Smart meter and PV data streams are often
incomplete, noisy, or subject to resets. Our preprocessing steps
addressed missingness and counter rollovers, but real-world
systems must implement continuous monitoring for logging
gaps, calibration errors, and false alarms.

Scalability. The current pipeline was validated on three
research datasets. At the utility scale—millions of meters
or multiple PV farms—model training and inference will
demand distributed computing and efficient data pipelines.
Lightweight statistical models (e.g., SARIMAX, Prophet) may
be preferable in early deployments, while deep models can be
introduced for larger, high-resolution deployments.

Operator Adoption. High detection accuracy alone does
not guarantee adoption. Utilities require interpretable results
that align with engineering knowledge. Our use of permu-
tation importance, SHAP-based explanations, and rule-based
diagnostics provides transparency, but successful adoption
will depend on training operators and embedding alerts into
existing SCADA dashboards.

System Integration. Utility IT/OT environments are com-
plex. For real-world use, the pipeline must integrate seamlessly
with SCADA, AMI, or existing maintenance management
systems. This requires attention to interoperability standards
and cybersecurity safeguards.

VI. CONCLUSION

This paper presented an integrated, explainable, and pre-
scriptive Al pipeline for anomaly detection and predictive
maintenance in smart meter and photovoltaic (PV) systems.
The proposed six-stage framework combined unsupervised,
semi-supervised, and forecasting-based methods to provide
both detection and diagnosis capabilities. By integrating Iso-
lation Forests, clustering, Random Forest classification, and
SARIMAX/Prophet forecasting, the system achieved near-
perfect anomaly separation (ROC-AUC ~ 0.999) and fore-
casting accuracy (MAPE 12-18%). Beyond quantitative per-
formance, the pipeline demonstrated how hybrid data-driven
analytics can enhance operational decision-making in energy
infrastructures.

A key contribution lies in bridging the gap between de-
tection and maintenance action. The system did not stop at
flagging anomalies but linked them to interpretable, domain-
specific causes—such as inverter degradation, load imbalance,
or low power factor—and generated prescriptive maintenance
suggestions. This integration of expert knowledge and ex-
plainable AI methods (e.g., SHAP and rule-based diagnostics)
transforms anomaly detection into a decision-support process
that utilities can realistically deploy. The modular architecture
also allows future inclusion of supervised learning models as
more labeled data become available, ensuring the framework
remains adaptable as datasets grow.

The study underscores that effective predictive maintenance
in the energy domain requires not only high-performing mod-
els but also interpretability, scalability, and trust. Future work

will therefore focus on real-world deployment of the proposed
system within live utility environments, addressing issues of
data quality, streaming scalability, and cybersecurity integra-
tion. By embedding transparency and prescriptive intelligence
into anomaly detection, this research lays a foundation for
intelligent, operator-assisted maintenance systems in modern
energy networks.

VII. FUTURE WORK

While this study has demonstrated the potential of Al-driven
predictive maintenance in smart meters and photovoltaic (PV)
systems, several directions remain open for future exploration.
A primary step involves expanding the datasets to include
longer time spans and confirmed ground-truth fault records.
Larger datasets would allow more rigorous validation and the
use of advanced models such as Bidirectional LSTMs or Graph
Convolutional Autoencoders. Incorporating real incident logs
would also enable quantifying lead time before failures, a key
metric for assessing true predictive maintenance value.

Another promising direction is the integration of external
contextual data. For PV systems, weather variables such as
irradiance forecasts, temperature, and cloud cover could im-
prove short-term forecasting accuracy. Similarly, incorporating
occupancy, industrial schedules, or environmental data into
smart meter analysis would help reduce false positives by dis-
tinguishing operational anomalies from natural consumption
variability. Enriching the data context will allow models to
refine thresholds and enhance reliability.

From a deployment perspective, future work should focus
on achieving real-time, scalable operation. This includes op-
timizing models for streaming data and exploring lightweight
implementations suitable for edge devices and embedded hard-
ware. At the same time, extending the framework to jointly
detect technical faults and cyber anomalies—such as false
data injection or malicious switching—represents a critical
evolution toward resilient smart grid monitoring. Combining
operational data with cybersecurity signals or blockchain-
based integrity checks could unify fault and intrusion detection
into a single trusted system. Finally, linking anomaly detection
directly to decision-support layers that prioritize maintenance
based on risk or expected energy loss would transform pre-
dictive maintenance from reactive monitoring to proactive grid
optimization.
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Abstract—Lightweight cryptography is essential for securing
resource-constrained devices and continues to evolve rapidly.
In this work, we propose a modular and extensible evaluation
framework that benchmarks lightweight ciphers using three
critical software performance metrics: code size, execution time,
and RAM consumption. To complement standard benchmark-
ing, we conducted nonce misuse experiments, highlighting an
often-overlooked dimension of cryptographic evaluation. Our
results show that ASCON achieves the most compact code size,
while AES-GCM and ChaCha20-Poly1305, despite their ubiquity
in real-world protocols, exhibit higher resource demands and
weaker robustness under misuse.

Index Terms—Lightweight Cryptography, AEAD, Benchmark-
ing Framework, NIST LWC, Nonce Misuse

I. INTRODUCTION

One of the earliest contributions in this domain is the
PRESENT block cipher [l], supposedly the genesis of
lightweight cryptography. It was introduced in 2007 to secure
RFID tags and embedded sensors. Since its inception, it has
played a critical role in information security and is famous in
many microcontrollers. However, while influential, PRESENT
may be unable to keep pace with evolving requirements
and adversarial schemes on small devices, given the rise of
quantum computation and advances in technology. Along-
side PRESENT are also alternatives such as optimized AES
variants (e.g., TinyAES) adopted as lightweight substitutes
[2], but some of these optimization efforts often yielded
suboptimal performance in ultra-constrained environments or
incurred security trade-offs due to aggressive optimizations
[3]. Such limitations underscored the need for a unified and
standardized approach. In response, the National Institute of
Standards and Technology (NIST) initiated its Lightweight
Cryptography competition in 2013, focusing on Authenticated
Encryption with Associated Data (AEAD) primitives tailored
for constrained environments [4]. The remainder of this paper
is structured as follows. Section II reviews the background
of cryptology, lightweight ciphers, and evaluation metrics.
Section III surveys related frameworks such as FELICS and its
AEAD extensions. Section IV introduces our proposed mod-
ular benchmarking framework, followed by Section V, which
presents results and interpretation of both performance and
nonce misuse experiments. Finally, Section VI concludes with
insights on trade-offs and implications for future cryptographic
evaluation.

II. BACKGROUND
A. Cryptology

Cryptology aims to study the art and science of privacy or
secrecy, with three subcategories: Cryptography, Cryptanaly-
sis, and protocols.

B. Cryptography

Cryptography studies and invents techniques that secure
digital communications. At its core lies the concept of a
secret to achieve this security. Furthermore, the science is sub-
categorized into symmetric, asymmetric, and hybrid.

1) Symmetric cryptography: Here, one secret key K as in
Figure 1 enables the exchange of data between communicating
parties. This key serves both for encryption and decryption, as
in Equations 1, making it computationally efficient.

P =Dg(C) (¢))

where P is the plaintext, C' is the ciphertext, and Ex /D
represent encryption and decryption functions under the key
K.

2) Asymmetric (Public-Key) cryptography: Two mathemat-
ically related keys: a public key K., (known to everyone)
and a private key K., (kept secret) are used to achieve
security. With K, for encryption and K, for decryption
as in Equation 2.

C=FEg,, (P), P=Dg

(©) (@)

3) Hybrid cryptography: A combination of symmetric and
asymmetric encryption, as in Equation 3

pub priv

Ksession = DK,,N'J, (EKI)‘u,b (Ksessio'rL))7 C= EK (P)

3

session

C. Cryptanalysis

A science that studies and investigates weaknesses in cipher
design.
D. Lightweight ciphers

Algorithms that by design require little computational power
are considered lightweight. They are mostly relevant in and not
limited to IoT sensors, RFID tags, and embedded controllers.
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O Ec(P)=C

E = Encryption algorithm
D = Decryption algorithm
i K= Secref key
i P=Plaintext
i C= Ciphertext
i A= Adversary
i ? = Aftack attempts

Fig. 1: The diagram illustrates symmetric cryptography on a
communication line in the presence of an adversary.

E. Cryptographic evaluation metrics
In cryptography, some evaluation metrics include:

1) Throughput (T) reflects the amount of data a cipher can
process within a given time, calculated by dividing the
size of the processed data by the time taken to process
it, often measured in bits or bytes per second:

_ Data Size (bits or bytes)
" Execution Time (seconds)

2) Latency (L) measures the delay to complete a single
cryptographic operation, such as encrypting or decrypt-
ing a block of data. It is often derived from the number
of CPU cycles required, divided by the processor fre-
quency:

_ Execution Cycles
" CPU Frequency (Hz)

3) Memory Footprint (M) captures the total memory re-
sources the cipher requires during execution, comprising
both code size (ROM) and runtime memory (RAM):

]\/[mta] = Ajcode + A[RAM

Where M. is the storage size of the compiled cipher
code, and Mgram includes the space needed for interme-
diate computations, stack, and heap usage.

4) Energy Consumption (E) estimates the total energy
used to perform a cryptographic operation, important for
battery-powered and energy-harvesting devices.

E = Neycles X Eeyele  or  E = P x Execution Time

Where Neycles is the number of CPU cycles used,
FEcyele is the energy consumed per cycle (obtained from
hardware specifications), and P is the average power
consumption during the operation.

5) Correctness ensures that the cipher implementation
behaves as specified. It is tested using Known Answer
Tests (KATs). Formally:

if output matches text vector

1
C= .
0 otherwise
(€]

In many frameworks, correctness is the precondition
before reporting performance metrics.
Nonce misuse resilience (NMR) captures the impact
of repeated nonces on ciphertext integrity since AEAD
ciphers fail catastrophically under nonce reuse, this
metric. For instance, you can measure the bit-matching
probability of two ciphertexts under the same nonce:
Matching Bits

Total Bits
where a high percentage (close to 100%) indicates
poor resilience (leakage), and values near 50% indicate
random-like behavior. This directly ties into our exper-
iments with OpenSSL and Ascon.

6

=

NMR =

ITII. RELATED WORK

We begin with the Fair Evaluation of Lightweight Crypto-
graphic Systems (FELICS).

A. FELICS: Fair Evaluation of Lightweight Cryptographic
Systems

The FELICS methodology is centered on several key prin-
ciples, including adhering to a standardized API specific to
the primitive type (block cipher, stream cipher, hash function,
and later AEAD schemes via FELICS-AEAD; an extended
version for the framework), and basing the framework on the C
programming language. Furthermore, FELICS measures code
size (ROM footprint) measured from compiled object files by
adding up the text and data sections using the size tool,
which is part of the GNU toolchain, the RAM usage, differen-
tiating between static/global RAM and peak stack RAM usage,
stack RAM measurement often relies on compiler-specific
static analysis or estimation, and the throughput, primarily
reported in clock cycles for specific operations and as cycles
per byte (CPB) for throughput. These metrics were reported
through the Figure of Merit (FoM).

FELICS evaluations were computed on three distinct mi-
crocontroller architectures representing various resource con-
straints. They included:

e« An 8-bit AVR microcontroller (specifically, the AT-

megal28P).

o A 16-bit MSP430 microcontroller (the MSP430F1611).

o A 32-bit ARM Cortex-M3 microcontroller.

B. FELICS-AEAD: Extending Evaluation to Authenticated
Encryption

FELICS-AEAD [5] The key performance metrics targeted in
FELICS-AEAD remained consistent with the original FELICS
framework, focusing on code size (ROM footprint), RAM
usage (static and stack), and execution speed (clock cycles
and cycles per byte) for encryption and decryption operations.
The target devices utilized for FELICS-AEAD evaluations
typically included the same range of microcontrollers as the
broader FELICS project. Furthermore, a variety of prominent
AEAD ciphers were implemented and benchmarked within
the FELICS-AEAD project, including CAESAR competition
finalists and early NIST LWC candidates such as NORX,
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ACORN, Ketje Jr, ASCON, and AES-GCM (as a baseline).
In the next section, we report another framework variation for
AEAD ciphers.

C. FELICS-AE: Modified FELICS for Evaluating Lilliput-AE

Drawing its design rationale from FELICS, FELICS-AE
built into its framework, AEAD-specific benchmarking, such
as felics—aead-run for executing test vectors through
the AEAD API, felics—aead-measure for performance
data collection, felics-publish for formatting results,
and felics-compare for side-by-side analysis of different
implementations or parameters. These tools automate testing
various messages and associated data lengths, which is crucial
for comprehensive AEAD evaluation.

The key performance metrics targeted by FELICS-AE were
consistent with those prioritized by the general FELICS
framework, and the evaluations using this adapted framework
were conducted on microcontroller platforms representative of
LWC targets like FELICS, such as the 8-bit AVR, the 16-bit
MSP430F1611, and ARM.

IV. THE PROPOSED FRAMEWORK

In the following subsections, we describe in detail the
modules that constitute the framework.

Cipher Interface (cipher_interface.h)

The first component of our modular architecture is the
cipher interface, which defines how each AEAD lightweight
cipher is integrated into the framework. We adopted its design
from the structural requirements of the eBACS benchmarking
framework for lightweight ciphers. In eBACS, each cipher’s
ref directory includes an encrypt.c file that implements
AEAD encryption and decryption functions. Inspired by this
approach, we created a uniform structure that encapsulates
the essential elements of every cipher, ensuring compatibility
and ease of integration. Our cipher_interface.h file
provides type definitions for AEAD encryption and decryption
functions, mirroring the NIST submission API specification for
lightweight cryptography, namely crypto_aead_encrypt
and crypto_aead_decrypt. These standardized defini-
tions not only promote interoperability but also ensure that
any cipher submitted under NIST LWC requirements can be
integrated without modification.

To achieve modularity, we define a struct that captures
the key properties of each cipher:

e A string pointer to the

"ASCON128").

o Three size_t fields specifying the lengths of the key,

nonce, and authentication tag.

« Function pointers for AEAD encryption and decryption

routines.

cipher’s name (e.g.,

Platform abstraction layer (pal.h)

The header file defines timer utilities as well as functions to
measure code segment sizes, specifically the text, data, and
bss sections. By extracting the sizes of these sections from the

compiled binary, using platform-specific tooling (such as the
size utility on UNIX-like systems), we were able to compute
two critical metrics: code size, ie, the size of the text section,
and static RAM size, which is the sum of the data and
bss segments. We have also included tools, as in Table I,
that other frameworks explored to extract metric values from
AVR microcontrollers [6] and from MSP430 microcontrollers
[7]. These devices are a good representation of a variety of
embedded applications.

Platform Abstraction Layer

PC PLATFORMA PLATFORM B nmn

Framework Core

Metric
L] module

1 1 1
L Cipher L Benchmark
interface core

Cipher Module

cipherName

code_file
cipher_wrapper "

Fig. 2: Schematic diagram of the framework architecture

Benchmark core (benchmark_core.h/c)

We conducted a series of experiments. The first experiment
we explored with this component integrates all other mod-
ules and constitutes the main logic responsible for executing
benchmarks on each cipher. It handles timing measurements,
correctness checks using Known Answer Test (KAT) vectors,
and metric collection. Within this module, we defined a
run_benchmark () function that performs four key oper-
ations: KAT validation, benchmarking, metrics collection, and
result output.

To initialize the benchmarking process, we define four static
character arrays to represent the required input fields of a
typical lightweight AEAD cipher: the test key, test nonce,
associated data, and public message. Each is initially set to
16 bytes of zero values, which are later replaced when KATs
are integrated. It is also important to note that these test
vectors in the KAT file were written and retrieved directly from
Ascon’s developers’ GitHub repository. We defined the macro
KAT_FILE to point to the test vector file, and another macro
MAX_VEC_SIZE to determine the maximum vector size (set
to 128). During validation, the function loads these answer
test vectors, applies the cipher to each input, and compares
the output to the expected ciphertext to confirm correctness.
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Platform |  Code Size Tool |

RAM Tool

| Execution Time Tool

PC size (GNU binutils)
AVR avr-size
MSP430 msp430-size

size (bss+data)
avr—size (bss+data)
msp430-size (bss+data)

High-resolution timer (clock_gettime)
Timer/Counterl + UART
Timer_A + UART

TABLE I: Tools and methods used to extract code size, RAM usage, and execution time for each target platform.

A. Integration with OpenSSL

To further strengthen the practical value of our framework,
we integrated OpenSSL as a backend. OpenSSL is one of
the most widely deployed cryptographic libraries, support-
ing protocols such as TLS, QUIC, IPsec, and VPNs. By
using OpenSSL’s EVP API, which already aligns with our
abstract AEAD interface, we could benchmark AES-GCM and
ChaCha20-Poly1305 under identical conditions to lightweight
finalists such as ASCON.

B. Nonce misuse experiments

Nonce means a “number used once,” and AEAD security
proofs assume strict nonce uniqueness. Here, we describe the
setup of our misuse experiments (results are analyzed later in
Section 5). Reuse of a key—nonce pair results in catastrophic
leakage. For instance, in AES-GCM, Cy & Cy = P, & P,
which reveals the XOR of two plaintexts directly.

To explore this, we extended our framework to deliberately
fix the nonce and encrypt random plaintexts under the same
key—nonce pair. We compared the resulting ciphertext XOR,
C4 @ Cy, against the plaintext XOR, P; @ P,, computing the
percentage of matching bits. Experiments were repeated 2000
times for multiple plaintext lengths (16, 64, 512, 1500, 4096
bytes).

TABLE II: Nonce reuse experiment results (2000 trials per
size)

Cipher 16 bytes | 512 bytes | 4096 bytes
AES-GCM (OpenSSL) 100.0% 100.0% 100.0%
ChaCha20-Poly 1305 (OpenSSL) 100.0% 100.0% 100.0%
ASCON-128 (ref) 74.9% 50.8% 50.1%

The results clearly show the catastrophic fragility of AES-
GCM and ChaCha20-Poly1305 under nonce reuse, with per-
fect leakage across all sizes. In contrast, ASCON’s ciphertext
differences approximate random noise, clustering around 50%
bit matches. While integrity is still invalidated, confidentiality
is not linearly exposed. This contrast highlights the importance
of misuse evaluation in frameworks like ours.

V. RESULTS AND INTERPRETATION

The results from our study present a multi—-dimensional
view of how different AEAD ciphers perform in a software
setting. For clarity, we divide our findings into two main
categories: performance metrics (code size, RAM usage, en-
cryption/decryption speed) and misuse resilience.

A. Performance metrics

We first examined the efficiency of the selected lightweight
ciphers under normal usage. The key metrics collected were:

o Code size: non—volatile memory footprint (flash), taken
from the .text section.

« RAM usage: runtime memory, i.e., the sum of .data
and .bss.

o Encryption/Decryption time: measured in nanoseconds
using high-resolution timers, reported for both single and
averaged iterations.

From Table III, we note that ASCON has the smallest
code size and balanced performance, which makes it attrac-
tive for constrained devices. GIFT-COFB achieves very fast
decryption times, though at the cost of a larger code footprint.
Meanwhile, Elephant, though relatively compact in memory
usage, performs worst in both encryption and decryption times,
limiting its utility in time—critical systems.

Figure 3 provides a combined visual comparison across all
metrics, making it clearer where each cipher excels or falls
short. For example, ASCON stands out when code size is
the priority, whereas GIFT-COFB dominates in raw decryption
speed.

Code Size, RAM Usage, Encryption and Decryption Time by Cipher

= Code size (text)
= RAM usage (data+bss)
= Encryption time (ns)
== Decryption time (ns)

140000

120000

100000

80000

Bytes /ns

60000

40000

20000
9095
56 1606 1589

0

aaaaa elephant giftcofb

Fig. 3: Performance comparison across code size, RAM,
encryption, and decryption timings.

As shown earlier in Figure 3, the performance trade-offs
vary across ciphers. We now compare timing stability in
Figure 4.

Nonce misuse represents one of the most damaging imple-
mentation mistakes in AEAD ciphers. To test this, we delib-
erately fixed the nonce and encrypted two different plaintexts
with the same key—nonce pair. We then compared C; & Cs
against Py & Ps.

Table IV reports the bit-match ratios, with Figures 6 and 5
illustrating the results.
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Cipher Code Size (bytes) RAM Usage (bytes) Enc. Time (ns) Dec. Time (ns)
ASCON 9099 856 14212 2913
Elephant 12238 840 160514 105798
GIFT-COFB 18146 824 24285 478

TABLE III: Single—iteration results: code size, RAM usage, and encryption/decryption timings.

Cipher

| Message length (bytes) | Bit-match (%)

AES-GCM (OpenSSL)
ChaCha20-Poly1305 (OpenSSL)
ASCON-128 (ref)

16-4096 100.0
16-4096 100.0
16 74.9
64 56.2
512 50.8
1500 50.3
4096 50.1

TABLE IV: Bit-match percentage between C; @ C and P; & P, under nonce reuse.

Encryption and Decryption Time: Single Iteration vs. 100-Iteration Average

= Enc. single
= Dec. single

= Enc. avg (+std)
= Dec. avg (std)

800000
600000
400000

200000 160518
1057

Time (ns)

1212 013 T =)
0 2

-200000

400000

ASCON-128-Min ELEPHANT GIFT-COFB

Fig. 4: Encryption/decryption timings: single iteration vs
100—iteration average.

As predicted by theory, AES-GCM and ChaCha20-
Poly1305 both failed completely under nonce reuse, revealing
plaintext relations with 100% accuracy across all message
sizes. This confirms their fragility in counter—-mode—based con-
structions. In contrast, ASCON-128 produced near—random
results (around 50%), showing resilience against linear leak-
age, though integrity was still lost.

100 Nonce Reuse Bit-Match (%) vs Message Length

Iy

—8— AES-GCM (OpenSSL)
~®— ChaCha20-Poly1305 (OpenSSL)
—&— ASCON-128 (ref)

Bit-match (%)

o 500 1000 1500 2000 2500 3000 3500 4000
Message length (bytes)

Fig. 5: Nonce reuse experiment: bit-match percentage across
ciphers.

0
orer

o
=
0

(a) AES-GCM, ChaCha20,
ASCON-128 at 16 bytes

Nonce Reuse Bit-Motch (%) — msq_len=512 bytes

(b) AES-GCM, ChaCha20,
ASCON-128 at 64 bytes

100

Nonce Reuse Bit-Match (%) — msg_len=1500 bytes

(¢c) AES-GCM, ChaCha20,

ASCON-128 at 512 bytes (d) ASCON-128 at 1500 bytes

Nonce Reuse Bit-Match (%) — msq_len=4096 bytes

(¢) AES-GCM, ChaCha20,
ASCON-128 at 4096 bytes

Fig. 6: Bit-match percentage under nonce reuse for AES-
GCM, ChaCha20, ASCON-128 across different message sizes.

Figure 6 illustrates how ASCON-128 behaves under nonce
reuse across different message sizes. At very small sizes (16
and 64 bytes), the bit-match rate is elevated (75% and 56%,
respectively), reflecting small-sample bias. However, as the
message size increases, the rates converge toward 50%, which
is consistent with random noise and suggests the absence
of linear leakage. This observation complements the overall
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trend reported in Table IV. In contrast, Figure 5 aggregates
the results across all ciphers. AES-GCM and ChaCha20-
Poly1305 consistently show a 100% bit-match across all
message lengths, confirming catastrophic vulnerability under
nonce reuse. ASCON-128, on the other hand, stabilizes around
50%, highlighting a resilience property absent in traditional
counter-mode AEADs.

VI. CONCLUSION

To conclude, performance metrics confirmed that different
primitives are optimized for different constraints: ASCON
offers compact code size with balanced performance, GIFT-
COFB demonstrates exceptional decryption speed, albeit with
a larger footprint, and Elephant, despite low RAM require-
ments, lags behind in throughput. These findings confirm that
no single cipher dominates across all metrics, reinforcing the
need for flexible benchmarking frameworks to guide algorithm
selection for different application domains.

Beyond pure performance, the nonce misuse experiments
highlighted an often-overlooked aspect of cryptographic eval-
uation: resilience under implementation errors. AES-GCM
and ChaCha20-Poly1305, despite their ubiquity in real-world
protocols, showed complete failure under nonce reuse, leak-
ing plaintext relations with 100% certainty. ASCON-128, by
contrast, exhibited bit-match ratios around 50%, reflecting
behavior closer to random noise. Although integrity guarantees
are still lost, this difference suggests that permutation-based
lightweight designs may offer more robust misuse characteris-
tics compared to counter-mode constructions. This underscores
the unique contribution of our framework: moving beyond
speed and memory benchmarking to also capture security
degradation under realistic misuse scenarios. Overall, our
framework provides a scalable and reproducible approach for
evaluating lightweight AEAD ciphers, aligning with modern
needs for both performance and secure-by—design assessment.
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Abstract—Smart doorbells are increasingly popular IoT de-
vices designed to enhance home security; however, they may
introduce significant vulnerabilities. Over the years, the market
for video doorbells has increased drastically, further forecasted
to expand even more; however, the vulnerability targeted in
this study has not yet been discovered or addressed. Current
video doorbell devices are designed in such a way as to support
video recording either to the cloud ecosystem or to a local
memory device, such as an SD card. This study identifies a
critical physical attack vector based on the slot dedicated to
local data storage, which allows an adversary to gain root access
by inserting a malicious SD card into the device. Through
hands-on reverse engineering and firmware extraction using tools
such as a BIOS USB programmer and Linux-based analysis
environments, multiple video doorbell models were examined to
uncover security flaws in the mounting and execution of external
storage devices. Some devices were found to execute scripts on
SD cards with elevated privileges automatically and without any
kind of authentication. This vulnerability permits attackers to
flash firmware, view live video streams, and utilize the doorbell’s
Wi-Fi connection to influence other devices connected to the same
network. Modern doorbells are mounted on a dedicated fastening
that is secured with only a few screws, and removing it gives an
attacker access to all the device input slots. Because of their
typical outdoor placement, these doorbells are easily accessible,
making the attack feasible with minimal exposure. Our findings
demonstrate a dangerously overlooked threat within smart home
ecosystems and underscore the urgent need for secure firmware
design, authenticated external device handling, and improved
physical safeguards in IoT hardware.

Index Terms—Video-doorbell, IoT devices, vulnerability, expo-
sure, physical attack

I. INTRODUCTION

The Internet of Things (IoT) is revolutionizing human
interaction with the world by transforming ordinary, routine
objects into intelligent, interconnected devices [1]. The path
towards digitalization is particularly noticeable in the use of
smart home technologies, where an expanding ecosystem of
sophisticated gadgets is reshaping modern households into
environments where innovation and convenience seamlessly
coexist. From voice-controlled virtual assistants to automated

thermostats and security systems, these devices offer un-
precedented convenience and control [2, 3]. However, with
the increase in the configuration and adaptation of smart
devices, the attack surface of a regular house increases [4].
By utilizing different devices and trying to make the house
as secure as possible, digital doors can end up ajar to cyber
threats. Our study delves into the issues and vulnerabilities
of video doorbell devices, ultimately identifying a critical
vulnerability. Over the years, a noticeable increasing trend
in the purchase and development of smart home devices has
been observed. As of 2025, the video doorbell market is
estimated to be worth approximately 2.11 billion USD and
is expected to rise up to 8.47 billion USD by the end of 2035
[5]. Our research identifies and analyzes a weakness in video
doorbells, highlighting the need for better security practices in
both hardware design and system architecture. As the market
continues to expand and IoT devices become deeply embedded
in everyday life, addressing such vulnerabilities is not only a
matter of consumer safety but also a priority for the broader
IoT ecosystem.

II. RELATED WORK

Although IoT security has received considerable attention
in recent years, much of the relevant literature tends to
emphasize software-level threats or network-oriented attack
surfaces. Fernandes et al., for example, conducted an exten-
sive analysis of smart home platforms and uncovered threats
emanating from excessive privileged access rights granted
to third-party apps [6]. Similarly, Ronen et al. uncovered
essential vulnerabilities in ZigBee-networked smart lighting
systems, which were employed to demonstrate the spread
of a local exploit through an IoT mesh network in a chain
reaction [7]. Other notable studies, such as Hemram et al.,
have investigated firmware-level vulnerabilities in embedded
devices and proposed defensive measures [8]. Despite ex-
tensive advancements, a significant literature gap exists in
the field of physical attack vectors, namely those addressing
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peripheral interfaces such as SD card slots. While Zillner
[9] investigated general hardware and protocol weaknesses
within IoT contexts, specific weaknesses related to boot-time
execution of untrusted code from removable media have been
addressed minimally. Smart doorbells, apart from large-scale
use in residential and business environments, have not been
the prime focus of past academic research in this context. Our
study attempts to bridge this gap by exploring a new physical
attack that does not involve remote code execution, Wi-Fi
spoofing, or software misconfiguration. Instead, we observed
a vulnerability in the initialization procedure of certain video
doorbells that allowed auto-script execution with superuser
permissions from SD cards during boot time. This attack
circumvents conventional digital security mechanisms and
exploits the physical vulnerability of the device and the lack
of firmware security features. To the best of our knowledge,
this is the first academic study to systematically investigate SD
card-based privilege escalation in smart doorbells and present
concrete evidence of its feasibility.

III. PROBLEM STATEMENT

Smart doorbells have become more widespread; however,
despite their usefulness, they pose significant vulnerabilities if
not adequately secured. This research reveals a vulnerability
through which an attacker with temporary physical access can
compromise a smart doorbell by inserting an SD card hold-
ing a malicious script. Because these products are typically
deployed outside, they are easily accessible and vulnerable
to surreptitious physical attacks [4, 10]. This attack allows
unauthorized firmware modifications, surpassing any type of
authentication. Complete device control is granted, revealing
sensitive features such as real-time video streams, entry logs,
and views of shared building spaces, which pose significant
privacy and security risks. In addition, by exploiting the Wi-
Fi connectivity of the doorbell, an attacker can move laterally
within the local network, compromise other devices present in
the network, and steal sensitive data, including banking details.
In worst-case scenarios, insider information about residents’
routines may also facilitate physical theft [2, 11]. This study
investigates the level of such threats and proposes lightweight
measures against unauthorized device tampering and general
network penetration.

IV. METHODOLOGY

To address this vulnerability, several devices and software
are crucial.

¢ A doorbell device with a video camera.

« BIOS USB Programmer CH341A.

« USB TTL Adapter CH340G

¢ Regular micro SD card.

« Kali Linux machine

« Binwalk
To understand the operational mechanics of video doorbell
devices, we examined their internal file systems and architec-
ture. Several devices were acquired and carefully disassembled
to access their memory integrated circuits, which store the

core functionalities, scripts, and drivers of the devices. This
hardware-level analysis aimed to identify potential security
vulnerabilities by examining the critical initialization files and
system rules. Using a BIOS USB programmer with specialized
software, we successfully extracted and analyzed the binary
files of the device. The Binwalk tool revealed the complete
internal software structure, allowing us to map the device
architecture and understand how its hardware, firmware, and
data storage components interact. Our research focused on
identifying attack vectors that malicious actors could exploit
without requiring physical device disassembly. Because IoT
devices typically run on Linux-based architectures, we exam-
ined how the file system handles external storage devices such
as SD cards. Through this analysis, we discovered various
scripts that granted both read and write functionalities to the
SD card. More significantly, we identified recovery scripts
designed to execute external scripts stored on SD cards with
specific names for system restoration purposes. This discovery
revealed a potential vulnerability: malicious scripts could be
placed on an SD card using the required naming, potentially
compromising the device when the recovery mode is triggered.
To validate this theory, we connected a CH340G adapter to the
UART interface of the device to monitor the boot processes.
While the device immediately recognized the inserted SD
cards, executing malicious scripts required triggering the re-
covery mode. We attempted multiple approaches to activate the
recovery mode, including power cycling, altering the boot cell
voltage, executing remote commands using Python libraries
with the device’s local key, and various other methods. Despite
clear evidence in the firmware code suggesting the existence
of this vulnerability, we have not yet found a reliable method
to exploit it. However, the attack vector remains theoretical,
requiring further research to determine practical implementa-
tion methods.

V. KEY FINDINGS

This study identified a critical vulnerability in widely de-
ployed smart doorbells, allowing attackers to gain root access
by physically inserting an SD card containing a preconfig-
ured malicious code. The script is executed automatically
upon insertion and initiation of the recovery mode of the
device. Root privileges were granted to the SD card, by-
passing authentication mechanisms and enabling unauthorized
read/write access to the device. With root-level control, an
attacker can modify the firmware, reset the credentials, and
fully manipulate the device functionality. Specifically designed
malware may establish a remote shell via the doorbell’s Wi-Fi
connection, effectively serving as a gateway into the broader
home network. This access facilitates further attacks, including
eavesdropping, spoofing, session hijacking, data exfiltration,
and smart device control. The extent of the attack is limited
only by the attacker’s knowledge and intent. Due to the
outdoor installation of the device, the exploit can be performed
discreetly and efficiently, with very little time to perform.
These findings expose a potential physical attack vector within
the IoT infrastructure.
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VI. ESTIMATED SOLUTION

To address the identified weakness, this study suggests a
realistic set of countermeasures that would limit unauthorized
physical access and exploitation. First, the intelligent doorbell
should be installed using tamper-evident hardware or enclo-
sures that are difficult to remove in haste, thereby increasing
the time and risk elements associated with physical attacks.
A protected security seal, breaking upon device opening, or
a tamper-evident screw, showing if it was removed. Second,
the system’s architecture must be reset so that the device can
write onto the SD card but not read from it during normal use,
preventing automatic execution of malicious scripts. Third, the
SD card slot must be positioned internally or out of sight so
that even if the device is physically taken off, it is still not
accessible without full disassembly, again preventing possi-
bilities of successful tampering. Finally, the device firmware
should be altered to allow only write functionality to the
SD card. Collectively, these actions make it more difficult to
physically compromise the device and significantly reduce the
attack surface area for SD card-based attacks.

VII. CONCLUSION

The rapid adoption of smart home devices, particularly
video doorbells, reflects a new reliance on networked tech-
nologies to safeguard our homes. However, our work reveals
a critical vulnerability that exposes a particular device to
physical exploitation. By demonstrating how simple physical
access can grant root-level control and establish a foundation
for further network attacks, this study highlights a dangerously
overlooked security gap in the IoT infrastructure. Given the
expanding market for these devices, addressing these vul-
nerabilities must become a priority. Security cannot be an
afterthought in the design of these devices. This paper presents
a physical vulnerability in commercially available smart video
doorbells, specifically involving the automatic execution of
malicious scripts from SD cards with root access. Unlike prior
work that focuses on remote or network-based attacks, this
study reveals a novel, practical exploit vector that requires
only brief physical access without device disassembly or
authentication. The vulnerability was confirmed through the
extraction of firmware and behavioral analysis of multiple
models, which demonstrated the execution of unauthorized
code during device startup. Given the widespread use and
outdoor placement of these devices, this finding exposes a
high-risk threat to both privacy and overall network security.
This study highlights the need for improved firmware protec-
tion, authenticated processing of external storage, and physical
design modifications to prevent unauthorized access.

REFERENCES

[1] A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aled-
hari, and M. Ayyash, “Internet of things: A survey on
enabling technologies, protocols, and applications,” [EEE
Communications Surveys & Tutorials, vol. 17, no. 4, pp.
2347-2376, 2015.

[2] Y. Sun and S. Li, “A systematic review of the research
framework and evolution of smart homes based on the
internet of things,” Telecommunication Systems, vol. 77,
no. 3, pp. 597-623, Jul 2021. [Online]. Available:
https://doi.org/10.1007/s11235-021-00787-w
S. Venkatraman, A. Overmars, and M. Thong, “Smart
home automation—use cases of a secure and integrated
voice-control system,” Systems, vol. 9, no. 4, 2021.
[Online]. Available: https://www.mdpi.com/2079-8954/
9/4177
[4] B. Hammi, S. Zeadally, R. Khatoun, and J. Nebhen,
“Survey on smart homes: Vulnerabilities, risks, and
countermeasures,” Computers & Security, vol. 117, p.
102677, 2022. [Online]. Available: https://www.scienc
edirect.com/science/article/pii/S016740482200075X
S. Saha, “Video doorbell market by product type, end
user, sales channel, and region — growth, trends, and
forecast through 2035, Future Market Insights, Tech.
Rep., apr 2025. [Online]. Available: https://www.future
marketinsights.com/reports/video-doorbell-market
[6] E. Fernandes, J. Jung, and A. Prakash, “Security analysis
of emerging smart home applications,” in 2016 IEEE
Symposium on Security and Privacy (SP), 2016, pp. 636—
654.
E. Ronen, A. Shamir, A.-O. Weingarten, and C. O’Flynn,
“Iot goes nuclear: Creating a zigbee chain reaction,” in
2017 IEEE Symposium on Security and Privacy (SP),
2017, pp. 195-212.
[8] S. Hemram, G. J. W. Kathrine, G. M. Palmer, and S. V.
Ewards, “Firmware vulnerability detection in embedded
systems and internet of things,” in 2022 International
Conference on Augmented Intelligence and Sustainable
Systems (ICAISS), 2022, pp. 1161-1167.
T. Zillner, “Zigbee exploited the good , the bad
and the wugly,” 2015. [Online]. Available: https:
//api.semanticscholar.org/CorpusID:17543018
[10] A. Allen, A. Mylonas, S. Vidalis, and D. Gritzalis,
“Smart homes under siege: Assessing the robustness
of physical security against wireless network attacks,”
Computers & Security, vol. 139, p. 103687, 2024.
[Online]. Available: https://www.sciencedirect.com/scie
nce/article/pii/S0167404823005977
[11] B. Cruz, S. Meire, D. Ruano Ordas, H. Janicke,
I. Yevseyeva, and J. Méndez Reboredo, “A practical ap-
proach to protect iot devices against attacks and compile
security incident datasets,” Scientific Programming, vol.
2019, pp. 1-11, 07 2019.

[3

[t

[5

[t}

[7

—

[9

—

190






https://cybE TN g

:***: Co-funded by
LN the European Union




	A Study of Zero Trust Security Mechanisms in Microservices ArchitectureNitika Poudel, Klaus Schwarz, Reiner Creutzburg, Oğuzhan Ceylan
	A Study on Cybersecurity Risks and Protections for Digital Twin ApplicationsMinhaz Mahmud, Reiner Creutzburg, Adele Nasti, Md Saiful Islam
	Adapting Cybersecurity Governance Frameworks to Manage Risks in Generative AI SystemsRemilekun Adeopatoye, Knut Haufe, Reiner Creutzburg, Izuchukwu Patrick Udechukwu
	Adaptive Access Control Using Threshold Cryptography and Dynamic Policy ManagementAldiyar Ismailov, Panche Ribarski, Mehmet Aydin
	AI-Driven Code Obfuscation: Enhancing Software Security using Machine LearningEdra Tabaku, Alexander Iliev, Tuğçe Ballı, Kendrick Bollens
	AI-Driven Cyber Threat Hunting Assistant: NL-to-Query TranslationHamroz Gavharov, Reiner Creutzburg, Kendrick Bollens, Rahim Dehkharghani
	AI-driven Risk assessment in GDPR compliance: Real Time NLP and Machine Learning-based Gap Analysis of Data Protecting activitiesIzuchukwu Patrick Udechukwu, Knut Haufe, Reiner Creutzburg, E. Fatih Yetkin, Adeopatoye Remilekun Jacobs
	Anonymous CTI Sharing: A Collaborative Model for Privacy-Preserving Threat Intelligence ExchangeAsem Mousa, Petre Lameski, Hasan Dağ, Ivan Chorbev
	Assessing Vulnerabilities in IoT Protocols: A Cross-Layer ApproachBerfin Ebrar Atabey, Sasho Gramatikov, Mehmet Nafiz Aydın
	Behavioral Authentication: Evaluation of Reliability in Contemporary Web SecurityKebal Prasad Bhandari, Ivan Chorbev
	Classification of Web-Based Cyberattacks via IoTAysu Maden, Hasan Dağ
	Comparative Security and Performance Analysis of Session-Based and JWT-Based Web Session MechanismsAbdaal khan khattak, Vladimir Stantchev, Reiner Creutzburg, Hasan Dağ, Muhammad Abubakar Bajwa
	Enhancing Cloud Security: Best Practices for Deploying Advanced Firewalls in Cloud ArchitecturesLenear Amagove Mwondi, Onyango Allan Onyango, Tajriyan Rahman
	Ensemble-Based Machine Learning Models for Cybersecurity: Theoretical Guarantees and Empirical InsightsZhivko Atanaskoski, Stefan Mirchevski, Vesna Dimitrova, Aleksandra Popovska-Mitrovikj
	Evaluating Multilingual Language Models for Abusive Content Detection: A Comparative Study Across Diverse Social Media PlatformsMahnoor Jamil, Ivan Chorbev, Hasan Dağ, Vesna Dimitrova
	Evaluation of Privacy - Enhancing Technologies Against Web TrackingResul Bedii Gümüş, Boban Joksimoski, Tuğçe Ballı
	'JaVul': a Novel Java Dataset for Code Vulnerabilty Detection Based on CWE LabelingKlesida Gjana, Hristina Mihajloska, Emrullah Fatih Yetkin
	Public Cybersecurity Awareness in the European UnionDanko Nakić, Reiner Creutzburg, Hasan Dağ, Klaus Schwarz
	Robust Environmental Sound Classification via CNNs on a Unified, Imbalance-Aware Audio DatasetRim Tafech, Subrahmanya Rajesh Nayak, Vinay Vardhan Reddy Eega, Madhu Praveen Sombathina, Klaus Dieter Schwarz
	Securing Hybrid Identity Systems: Integrating Risk-Adaptive Access Control and Zero Trust Principles in Enterprise EnvironmentsHoussem Eddine Mserabatte, Reiner Creutzburg, Alexander Iliev, Hasan Dağ
	Survey and Benchmarks of Lightweight Cryptographic Algorithms for IoT Communication in Power Distribution SystemsZakire Cukur, Mert Ilhan Ecevit, Oğuzhan Ceylan, Hasan Dağ
	The Role of Artificial Intelligence in Predictive Maintenance for Smart Meters Through Anomaly DetectionSamsoon Nahar Shampa, Saiful Islam, Emrullah Fatih Yetkin, Reiner Creutzburg
	Toward a Modular Evaluation Framework for Lightweight AEAD CiphersIkechukwu John Chukwu, Vesna Dimitrova, Tuğçe Ballı
	Uninvited Guests: Investigating Vulnerabilities in Smart Doorbell Surveillance SystemsDaniil Tashkan, Matin Lalehzari Mosala, Klaus Dieter Schwarz

